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Abstract —Satisfactory level of security in the use of the
Internet in mobile devices depends on several factors. One of
them is safe browsing. A key factor in providing secure
browsing is the application of a browser with the appropriate
methods applied: clearing cookies, cache and history, ability
of incognito browsing, using of whitelists and encryptions and
others. This paper presents an overview of the various
security and privacy features used in the most frequently
used Android browsers. Also, in the case of several browsers
and types of mobile devices, the use of benchmark tests is
shown. Bearing in mind the differences, when choosing a
browser, special attention should be paid to the applied
security and privacy features.
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1 INTRODUCTION

The increased use of mobile devices to store large
amounts of data also carries a risk of loss or theft, which
can compromise the security of information. In order to
minimize the risks of such abuses, mobile and wireless
users need to be aware of security issues relating to the
technology [1]. One of the factors that significantly affects
the level of security in the use of mobile devices is browser
[2]-[4]. Safe browsing concept protects users against
Internet security threats by allowing applications to check
URLSs against lists of unsafe web resources, such as social
engineering sites (phishing and deceptive sites), and sites
that host PHAs (Potentially Harmful Applications) or
unwanted software. When users attempt to visit an unsafe
web resource, their safe browsing-supported browser
displays a warning. There are a large number of browsers
on the market with very different security features. Before
installing one of them, it is useful to first know their
capabilities and compare them with each other [5]-[8].

Android browsers use different security features
(general overview):

e Using website whitelists - list of items (e-mail
addresses or domain names) from which a blocking
program (spam filter) will allow messages to be
received. When a whitelist is used, all entities are
denied access, except those included in the whitelist.

e Possibility of clearing cookies, cache, and granular
history (no passwords, no cookies, no trackers).

e Blocking or allowing trackers.

e Adblocker - user can block pop-ups, advertisements,
banners & ad-videos.

e Incognito browsing mode - offers real private
browsing experience without leaving any historical
data.

e Using of HTTPS protocol - enforces SSL (Secure
Socket Layer) security protocol (using of certificates)
wherever that’s possible.

e Disabling features like JavaScript, DOM (Document
Object Model) storage

e Using fingerprinting techniques

Further sections of this paper provide an overview of the
applied security and privacy methods for more popular
Android browsers. Also, in order to compare the adequate
features of browsers, the use of benchmark tests on
different mobile devices will be shown.

2 SECURITY AND PRIVACY FEATURES OF DIFFERENT
ANDROID BROWSERS

This chapter provides an overview of most important
security features of a large number of popular Android
browsers.

Ghostery [9]

e Provides an instant overview of the trackers on each
visited site, then block or allow them.

e Manage website whitelists.

e Largest tracker database - with over 2200 trackers and
4500 scripts.

e Additional privacy options with quick and easy access
to clear cookies, cache, and granular history.

Dolphin Zero [10]

e Adblock is one of the best adblock-browser.

e Incognito browsing.

e Clean Ul (user interface) and fast navigation - user can
add most visited websites as speed dial icons with a
friendly Ul and one-touch access.

That includes theming (theming consists of changing
the user interface without changing the application logic),
flash support, ad-block, incognito mode, and some tertiary
features like gesture controls. There is also optional add-
on and extension support.

Firefox Focus [11]
e Blocks awide range of common Web trackers without
any settings to set.

e Erases user's history.

e By removing trackers and ads, Web pages may require
fewer data and load faster.
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This is a security-focused browser application.
Basically, every session is in privacy mode. Some features
include a one-tap history deletion process, a fairly decent
ad-block, and it blocks most types of web trackers.

Firefox [12]

Private browsing mode with added tracking protection -
stops ads that track and follow user around the Internet.
Browsing history will not be remembered or cookies saved
after the action.

Frost Incognito Browser [13]

e Tabbed browsing - Fast, full featured tabbed browser
with HTML 5 video support, popup blocker, and user
agent switching.

e Ad blocking - Built in ad blocker speeds up page
loading and reduces data usage.

e Privacy protection - Automatically clears all browsing
history when closing the application.

e Image & bookmark vault - Download images from the
web and save bookmarks into a hidden, password
protected vault.

e Import & export images - Import or export pictures
between device storage and image vault.

e Complete stealth - Frost looks and functions like any
other normal browser, until user enter his password
into the address bar, which reveals image and
bookmark vaults.

e Vault protection - The contents of vaults is hidden
from other applications (for instance, gallery or
camera) and not viewable when connected to a
computer.

Privacy Browser [14]

This browser protects the privacy by disabling features
like JavaScript, DOM (Document Object Model) storage,
and cookies that are used by websites to track users.
Settings can be adjusted by domain and on-the-fly to
enable these features when needed. In addition, the
browser incorporates the EasyL.ist block lists, which block
many tracking technologies even when JavaScript is
enabled.

Security and privacy features:

TOR (The Onion Router) Orbot proxy support

SSL certificate pinning

Full screen browsing mode

Night mode

Krypton [15]
e Privacy - History, cookies and site data are never
stored on disk, and never transmitted.

e Security - Each tab is isolated in a separate OS
process. Every tab is treated as a distinct instance, with
its own memory storage and state.

e Anonymity - Enable TOR with a single tap to hide the
IP, avoid surveillance, and circumvent censorship.
Includes HTTPS Everywhere (enforces SSL security
wherever that’s possible), and mitigates common
fingerprinting techniques.

Javelin [16]

e Ad block - web browsing with no ads.

e Always incognito - The web history is never saved,
and cookies are always deleted. No one needs to know
someone's surfing habits.

e Password protected - Prevent any snooping on recent
browsing activity, even if it is still active in recently
opened applications. Only the user can open the
browser.

CM Secure [17]

e Fraud prevention - Warns when browsing potentially
fraudulent or malicious websites.

e Malicious download protection - Scans apk file
downloads for malware, keeping the device secure.

e User agent - Supports user agent switching to access
desktop sites.

Chrome [18]

e Privacy — use incognito mode to browse without
saving the history.

e Do Not Track feature - Chrome will automatically
send a Do Not Track request with the browsing traffic.

e Safe browsing technology - showing a warning on
screen if user tries and navigates to a page which it
deems to be unsafe.

e Autofill and payments - Given it pre-populates
addresses and credit card details on applications and
websites, someone with access to user's phone could
not only steal his identity but also rack up a significant
amount of spending before he realize something is
wrong.

e  Setting of site permissions
e Managing user's syncing options
e Disabling sending of (security) reports to Google

e Disabling prediction services (suggestion of search
terms and websites)

InBrowser [19]

¢ No data is saved.

e TOR support via Orbot.

e Supports agent cloaking (no more mobile version of
sites).

e Deep integration with LastPass.

Asus Browser [20]

e Lightning speeds - ASUS Browser runs on leading
Chrome-based engine to load web pages rapidly.

e Adapts to aregion - The Navigation panel displays the
popular websites according to user's location.

e Secure Browsing - Built-in security features protect
from malware and phishing sites.

e Do-lt-Later - Mark pages as a task to be read later
when convenient.

e Import bookmarks - Import saved pages in Google
Chrome to user's browser.

Puffin [21]

e Puffin speeds up mobile browsing by shifting the
workload from the resource-limited devices to the
cloud servers.

e It’s safe to use public non-secure WiFi through Puffin,
but not safe at all for most browsers.

e Puffin uses a proprietary compression algorithm to
transmit web data to device, and it can save up to 90%
of bandwidth on regular web browsing.

Brave [22]

e Built-in adblock
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e Blocks pop-ups

e Battery optimization

e Data optimization

e Tracking protection

e HTTPS Everywhere (for security)

There is an ad blocker built-in. Additionally, it can
block third party cookies, block scripts, and it has HTTPS
everywhere. Included is per-site settings just in case user
need that. It also boasts optimizations for speed and battery
life improvements. It also has most of the basic features
like bookmarks, history, and a privacy (incognito) mode.

IceCat Mobile [23]
Privacy protection features:

e LibreJS: GNU LibreJS aims to address the JavaScript
problem

e HTTPS-Everywhere: Extension that encrypts the
communications with many major websites, making
browsing more secure.

e SpyBlock: Blocks privacy trackers while in normal
browsing mode, and all third-party requests when in
private browsing mode. Based on Adblock Plus.

e Fingerprinting countermeasures: Fingerprinting is a
series of techniques allowing to uniquely identify a
browser based on specific characteristics of that
particular instance (like what fonts are available in
that machine). Unlike cookies the user cannot opt-out
of being tracked this way, so the browser has to avoid
giving away that kind of hints.

Orbot [24]

TOR (free software for enabling anonymous
communication) is available for Android by installing the
package named Orbot.

Orbot is an application that allows mobile phone users
to access the web, instant messaging and email without
being monitored or blocked by their mobile internet
service provider. Orbot brings the features and
functionality of Tor to the Android mobile operating
system.

Orbot contains Tor and libevent (asynchronous event
notification software library). Orbot provides a local
HTTP proxy and the standard SOCKS4A/SOCKS5 proxy
interfaces into the Tor network. Orbot has the ability to
transparently torify all of the TCP traffic on user's Android
device when it has the correct permissions and system
libraries.

Orbot is a free proxy app that empowers other apps to
use the internet more securely. Orbot uses Tor to encrypt
Internet traffic and then hides it by bouncing through a
series of computers around the world. Tor is free software
and an open network that helps defending against a form
of network surveillance that threatens personal freedom
and privacy, confidential business activities and
relationships, and state security known as traffic analysis.
Opera Mini [25]

e Keeps advertisements away - can be very frustrating
at times. They slow down web pages, redirect users to
other pages and if there is a video involved, they waste
mobile data without the user’s knowledge. Opera Mini
is the only mobile browser which has a built-in ad
blocker. It is very effective and can block all banner

or video ads on any webpage from showing on the
browser.

e Allows video download - video downloading allows
users to download videos uploaded on social media
networks such as Facebook, Twitter or other web
pages in MP4 file formats.

e Reduces stress on eyes - Several studies have pointed
out that the blue light from smart phones not only
affects eyes, but also disrupts sleep and can lead to
obesity, cardiovascular diseases and metabolic
disruption. Opera Mini has this unique night mode
which blocks the blue light by switching on a more
soothing pink colored screen instead of the sharp
looking white.

e Stream videos faster - Video boost is another video-
related tool in opera Mini, which reduces buffering
time for videos by reducing the size of the video data.
This feature allows users to stream video on any
online streaming site such as Netflix or YouTube with
zero lags.

e Data saver mode - the technology to compress and
convert a web page and its contents into format which
uses less bandwidth and open a lot faster. The extreme
data saver mode is an improved version of it, which
can save up to 90% of mobile data.

Epic [26]

Based on Chromium, this browser implements a large
number of features to maximize privacy. Cookies and
trackers are eliminated after each session, all searches are
proxied through the firm’s own servers (which means there
is no way to connect an IP address to a search), and it
attempts to prioritize SSL connections wherever possible -
useful for open Wi-Fi connections. It does not collect data
about its users and comes with excellent built-in ad
blocking.

For a fully encrypted connection, it includes a one-
button proxying feature that does slow down browsing but
will appeal to some users.

3 ANDROID BROWSERS BENCHMARK TESTS

In order to compare the browsers' characteristics,
appropriate benchmark tests are used. There are numerous
different tests, which differ in their capabilities. For
instance:  Sunspider-1.0.2,  Dromaeo  (Javascript
performance testing), Qualys Browsercheck, Basemark's
browser benchmark - Web 3.0, Mozilla Kraken Javascript
Benchmark v 1.1 and AnTuTu Benchmark v7. The results
of Mozilla Kraken Javascript Benchmark are shown in Fig.
1.

32



Cisar, P., Cisar, S. M., Fiirstner, 1.(2020): General characteristics of Android... Banki Kézlemények 3(1), 30-35.

2 1l zall 83% W 10.41

https://krakenbenchmr & % :

Total 13215.9ms +/- 4.6%
ai: 1448.9ms +/- 17.7%
astar: 1448.9ms +/- 17.7%
audio: 5370.4ms +/- 9.3%
beat-detection: 1027 .4ms +/- 12.4%
dft: 2459.2ms +/- 5.1%
fft: 658.7ms +/- 5.5%
oscillator: 1225.1ms +/- 3B.8%
imaging: 2697.5ms +/- 4.8%
gaussian-blur: 687.4ms +/- 4.8%
darkroom: 962.2ms +/- 9.9%
desaturate: 1047.9ms +/- 1.8%
json: 666.9ms +/- 9.9%
parse-financial: 444 . 3ms +/- 13.2%
stringify-tinderbox: 222.6ms +/- 4.7%
stanford: 3032.2ms +/- 12.9%
crypto-aes: 713.1ms +/- 8.9%
crypto-ccm: 741.6ms +/- 13.0%
crypto-pbkdf2: 1137.2ms +/- 16.1%

crypto-sha256-iterative:  440.3ms +/- 21.4%

5 1l 2all 80% W 10.52

O ) renchmark.mozillaorgt [ ©

RESULTS (means and 95% confidence interwvals)

Total 15016.8ms +/- 26.5%
ai 1209.0ms +/- 13.9%
astar: 1209.0ms +/- 13.9%
audio: 6923.1ms +/- 60.5%
beat-detection: 905.0ms +/- 14.3%
dft: 2437.6ms +/- 5.2%
fft: 2523.1ms +/- 168.2%
oscillator: 1057.4ms +/- 37.3%
imaging: 3121.0ms +/- 11.8%
gaussian-blur: 828.8ms +/- 16.8%
darkroom: 1081.9ms +/- 13.9%
desaturate: 1210.3ms +/- 11.0%
Json: 746.0ms +/- 20.3%
parse-financial: 485.5ms +/- 20.2%
stringify-tinderbox: 260.5ms +/- 21.5%
stanford: 3017.7ms +/- 12.0%
crypto-aes: 772.8ms +/- 13.5%
crypto-ccm: 819.5ms +/- 12.2%
crypto-pbkdf2: 1069.5ms +/- 13.6%

crypto-sha256-iterative: 355.9ms +/- 13.6%

5 Q )

Fig. 1. Mozilla Kraken Javascript Benchmark (used mobile device HTC
Desire 630) [27]

Test results - total for the following browsers (mobile
device HTC Desire 630): Ghostery - 13215.9 ms, Firefox
Focus - 12553.6 ms and Chrome - 15016.8 ms.

Test result - total for the Chrome browser (mobile
device Samsung Galaxy J5 2016): 15842.4 ms.

For instance, AnTuTu Benchmark v7 [28], HTML5
Test (web browser performance (speed and compatibility)
include JavaScript, Layout, CSS, SVG, Canvas test, Game
test) is shown in Fig.2.
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Fig. 2. HTMLS test (AnTuTu, used mobile device HTC Desire 630)
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Test results (overall benchmark scores) for the
following browsers (mobile device HTC Desire 630):
Ghostery - 15269, Firefox Focus - 15800 and Chrome -
16605.

Test results for the following browsers (mobile device
Samsung Galaxy J5 2016): Opera - 14695, Firefox - 3016
and Chrome - 12704.

Some other comparison of Android browsers (Firefox
Quantum, Samsung Internet, Brave Browser, Microsoft
Edge and Google Quantum) is given in Fig. 3:

e  Browser Engine - The foundation of the browser
which determines basic functionality and overall
speed. Firefox is the only one in the list that uses a
different engine, which makes it the only browser
that's fundamentally unique. Both Blink and Gecko
have similar performance and functionality.

e  Basemark Score - A numerical comparison of each
browser's performance (benchmarking). Basemark's
browser benchmark was run on three different
devices and averaged the scores.

Best Android Internet Browsers

Firefox
Quantum

Samsung Brave Micrsoft
Internet Browser Edge

Google
Chrome

Browser

Engine Blink

Blink Blink Blink

Basemark

Score 162.86 142.40 21536 199.08 204.03
Features
Sync Acioss Yes Yes No Yes Yes
Devices
Tab Swiping No Yes Yes Yes Yes
Touch to
Search No Yes No No Yes
Beta Version
Available Yes Yes No Yes Yes
Data Saving
Mode No No No No Yes
Themes Yes No No No No
Dark Mode No Yes No Yes No
Reading
Mode Yes No No Yes No
Efopressive Web Yes Yes Yes Yes Yes

Apps
Security

Private

Browsing Yes Yes Yes Yes
Ad Blocker Yes Yes Yes (Beta) No
PT'_:::;':" Yes Yes No No
Extensions Yes No No No
Password Yes Yes Yes Yes

Manager

Fig. 3. Comparison of Android browsers [29]

4 GENERAL FEATURES

Modern mobile browsers have many practical features
that enable comfortable operation:

e Sync across devices - The ability to share data such as
history, bookmarks, and saved logins across multiple
devices, including desktops, tablets, and other
smartphones. Syncing requires logging into the same
browser on other device(s).

e Tab swiping - The ability to swipe horizontally on the
address bar to navigate between open tabs.

e Touchtosearch - Selecting text will bring up the search
engine along the bottom of display, allowing user to
search without ever having to leave the current
webpage.

e Data saving mode - Manual control over the reduction
of data usage. When enabled, websites are compressed
before downloaded by users.

e Themes - The ability to customize the look and design
of the browser.

e Dark mode - When turned on, all major elements of the
browser will become black or dark grey. Ideal for
AMOLED (Active Matrix Organic Light Emitting
Diodes) displays and night browsing.

e Reading mode - This feature adjusts the website for an
improved reading experience on mobile. Text better
matches the display size and ads are removed.

e Progressive Web applications - Websites with the
ability to operate as a mobile application. These apps
have access to many sensors built into most
smartphones, use similar styling, and designed for
touch screens. Besides the websites including support,
the browser must also support this feature, allowing the
user to add the site to home screen for independent
operation.

5 SECURITY FEATURES

In order to ensure a higher level of security in the use of
network connections, different features are used. For
instance:

e Private browsing - The ability to browse the web
secretly, without data saving and syncing across
devices. Browsing history and logins are not recorded
while using this mode.

e Ad blocker - The ability to blocks ads in web pages,
either natively or with an extension.

e Tracking protection - Trackers are used by
corporations to gather information (such as device info,
time, and type of browser) about the user when visiting
their website. This feature blocks these trackers, which
use cookies to record this information.

e Extensions - The ability to add extra features to the
browser by installing miniature programs which
enhance browsing experiences.

e Password manager - The ability to store password
information to autofill frequently visited websites.
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CONCLUSIONS

General security in the use of the Internet in mobile
devices mostly depends on the use of adequate browsers.
Therefore, when choosing a browser, special attention
should be paid to the applied security features. Some of
them are of particular importance: private browsing, ad
blocker, blocking trackers, using of HTTPS protocol and
so on. When choosing, it is recommended to check a
specific browser with some benchmarking program, as in
this way user get a complete picture of its features.
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