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Regulatory environment for IoT in Hong Kong

Az 10T szabalyozasi kornyezete Hongkongban

Gellért Miklos

Doctoral School on Safety and Security Sciences, Obuda University, Budapest, Hungary
gellert.miklos@gmail.com

Abstract — Governments and regulators around the world
have realized the potential benefits of a digital economy and
are now developing a regulatory environment that
incentivizes IoT (Internet of Things) device manufacturers
and service providers to enter the market, while also
supporting the adoption of these solutions by the economy.
Although IoT undoubtedly leads to increased efficiency,
reduced waste, and smarter ways of working, it also
introduces heightened data privacy and cybersecurity risks.
Hong Kong is one of the leading regions in the development
of the digital economy and the adoption of IoT technologies.
A new IoT code of practice has been released to increase data
security awareness among end users while also raising the
security level of the IoT devices entering the market. This
paper aims to provide an overview of the code of practice, the
most relevant privacy provisions, and the dedicated wireless
IoT licensing regime developed by the regulatory authority.

Keywords: 10T, Hong Kong, data security, data privacy, code of
practice

Osszefoglaldis — A kormanyok és a szabilyozé hatosagok
vilagszerte felismerték a digitalis gazdasag potencialis
elényeit, és jelenleg olyan szabalyozasi kornyezetet
alakitanak ki, amely piacra 1épésre 0sztonzi az 1oT- (Internet
of Things-) eszkozok gyartdit és szolgaltatéit, tovabba
tamogatja a gazdasagot ezen megoldasok alkalmazasaban.
Az IoT nagyobb hatékonysagot, kevesebb hulladékot és
intelligensebb munkamédszereket eredményez, ugyanakkor
megnovekedett adatvédelmi és kiberbiztonsagi
kockazatokhoz vezet. Hongkong az egyik vezeté régio a
digitalis gazdasag fejlesztésében és az IoT-technolégia
atvételében. Uj IoT gyakorlati kédex jelent meg, amely noveli
a végfelhasznalok adatbiztonsagi tudatossagat, mikozben a
piacra Keriil6 IoT-eszkozok biztonsagi szintjét is emeli. A
jelen iras célja, hogy attekintést nyujtson a gyakorlati
kédexrol, a legfontosabb adatvédelmi rendelkezésekrdl és a
szabalyoz6 hatosag altal kidolgozott vezeték nélkiili IoT-
engedélyezési rendszerrol.

Kulesszavak: 10T, Hongkong, adatbiztonsag, adatvédelem,
gyakorlati kodex

1 INTRODUCTION

IoT devices are generally used for automated machine-
to-machine (M2M) communications. With new wireless
technologies such as the fifth-generation (“5G”) mobile
technologies and new IoT applications, such as smart cities,
precision agriculture, and autonomous vehicles,
continuously being developed, it is expected that in Hong

Kong a large number of IoT devices will connect to the
public telecommunications networks in the near future. The
list of potential use cases includes mission-critical
applications that are fundamental to the functioning of
society and economy. This proliferation of IoT devices and
the processing of vast amounts of data by IoT devices has
brought new challenges for data protection and security. In
2019, Hong Kong issued a Code of Practice (CoP) for IoT
to ensure that IoT networks and applications are protected
against emerging new security threats.

2 10T CODE OF PRACTICE

The CoP is a dedicated, voluntary collection of best
practices and measures addressed to IoT device
manufacturers and service providers to ensure the provision
of satisfactory service, strengthen consumer protection, and
enhance user confidence in the use of IoT devices. Licensed
telecommunications service providers offering
communications services and platforms forloT devices are
required to provide a high-quaility, efficient, and
continuous service as required by the Communications
Authority (CA), the telecommunications regulatory
authority of Hong Kong. In the code of practice, the CA has
identified four challenges related to the increasing number
of IoT devices connected to networks: (a) privacy, (b)
identity, (c) security, and (d) availability. Privacy risk refers
to a risk of end-user personal data being unlawfully
processed, which may cause harm for individual end-users
or their families. Identity-related challenges pertain to the
ability to authenticate IoT devices, services and the end-
user operating thems. From a security perspective, the
challenge is to ensure the system integrity of IoT devices to
prevent and withstand cyber-attacks while the associated
data can be verified, tracked, and monitored. The
availability risk means a risk to the uninterrupted
connectivity between the IoT devices and services.

The measures and best practices listed in the CoP address
these identified challenges. Although voluntary, IoT device
manufacturers and IoT service providers are encouraged to
implement as many of the measures as possible when
entering the Hong Kong market. Additionally, the CoP
encourages device manufacturers and vendors to study the
referenced documents when developing their own
operational and management policies. The referenced
documents include guidelines, and policies issued by
governments, industry associations and nonprofit
organizations. [1]

The CoP recommends that only those manufacturers of
IoT devices may deploy IoT devices in Hong Kong who
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implement appropriate security policies and resilient
measures. In this context, resiliency means that [oT devices
are designed in such a way that they are able to run
independently, securely, and safely with basic functions
even in the event of a failure of loT platform or network
connection loss. These documents should be
complemented with a suitable testing process to verify the
functions and features of the devices. Security
should also include data security.

One of the basic security measures is to implement
unique usernames and strong passwords for IoT devices.
Usually, the industry standard is to use generic usernames
and passwords, which can be changed later by the end-user.
However, this poses the risk of the device being restored to
factory default settings, thereby enabling access to it using
default credentials. For this reason, it is not recommended
using IoT devices with hard-coded usernames and
passwords in their software. As an additional measure,
multi-factor authentication — namely,, using an electronic
token in addition to a username and password — and identity
management technology, including SIM card, are also
recommended to increase security.

Usernames and passwords, personal data, and device
identifiers should also be stored securely, encrypted on the
IoT device to prevents unauthorized access or modification
by third parties. If such data needs to be transmitted over
the network, it is recommended to apply end-to-end
encryption. Further security measures should include, if
possible, anti-virus, anti-malware, network firewalls, and
access control lists.

Usernames and passwords may be considered as
personal data, just as much of the data gathered by IoT
devices in certain cases including smart watches, smart
cameras. Manufacturers should comply with the data
protection requirements and should also ensure that
personal data can be permanently erased from devices by
the end-user. This is especially important in case of a
transfer of ownership or disposal of IoT devices. The
devices and applications should process personal data in
compliance with the local data protection regulations, and
users should be informed about how their data will be used
for each IoT device.

Users should have the option to delete any personal data
permanently from the devices. According to the CoP,
manufacturers should configure the security and privacy
settings of IoT devices to the highest possible level by
default. Users should only be provided with the minimum
set of rights necessary for operating IoT devices. This
minimizes the risk of users unknowingly modifying the
settings, making it easier for third parties to compromise
the devices. The recommendation is that only essential
network interfaces should be open for access, while other
parts, such as camera, loudspeaker, and microphone, should
be enabled only when in use.

Software updates may open up new possible threat
vectors for malicious third parties to gain access to an loT
device and the data stored. For this reason, it is
recommended that users should be notified in advance of
the need for an update and that IoT devices should be

updated as soon as possible in a way that does not impact
the functioning of the device. At the end of the device
lifecycle, when the IoT devices are no longer updatable,
they should be replaced. Software integrity verification is a
measure that also helps to defend against malicious attacks.
If during the verification process any unauthorized change
is found, then the device should be able to alert users and
disconnect from any network automatically. This may
prevent further access to network elements.

Depending on the use case, IoT devices may have
sensors to measure specific values, such as temperature,
humidity, brightness, or time, and then execute actions
depending on those measurements. For example, a smart
thermostat automatically regulating temperature and
activating the heating system when the temperature reaches
a certain value. IoT device manufacturers should develop
devices in such a way that enables devices to validate
formats, types, and values of data from any source
including data entered by users, collected by the devices
themselves or transmitted via the network. If any anomalies
are detected, the devices should be able to initiate
appropriate mitigating measures. Taking the example of the
smart thermostat, a malicious third-party gaining access to
the device would be able to control the thermostat and set
the temperature to values so high or low that it may cause
physical harm, system damage or financial loss for the
owners of the devices.

Bug reporting is an important measure to fix any zero-
day vulnerabilities and develop timely bug fixes. For this
reason, the CoP recommends that manufacturers and
operators should maintain a point of contact where users
can report security issues and bugs to minimize the security
risks. In case the information is reported to the vendors, it
should be shared with the manufacturers or operators of the
device. The CoP also recognizes that secure devices are
necessary, but not sufficient, and users should be educated
as well. Adequate guidance should be provided and made
available on the installation, configuration, and use of loT
devices. Manufacturers and operators should also share
best practices for users to follow.

ToT devices usually serve a function in a wider system,
therefore ensuring the security of the network and its
elements is not a single action done upon installation, but
an ongoing process. The CoP recommends that operators of
IoT devices to frequently conduct assessment of potential
risks on the relevant risks arising from device operation. In
Annex B, the CoP also provides a template checklist for
providers of IoT devices to help with the risk assessment.
[1] In December 2022, the Telecommunications
Regulatory Affairs Advisory Committee (TRACC)
proposed an update to the CoP. The update — although still
voluntary for providers of IoT — aims to improve the
security of IoT services and devices. Based on the update,
IoT providers should conduct regular assessments of
compliance with best practices published by the CA as part
of Annex C, as well as risk assessment based on Section 5
and Annex B of the CoP. IoT device manufacturers and
service providers should submit the relevant information
and documents to the CA every year. To encourage
compliance, the CA will publish the names of those
operators that have conducted the compliance check and



made a risk assessment on thematic webpage of the CA for
public information [2].

3 DATA PRIVACY

Data privacy in Hong Kong is regulated by the Personal
Data (Privacy) Ordinance (PDPO) and the Data Protection
Principles (DPPs). The PDPO is one of the longest-standing
data protection laws in Asia, which took effect in December
1996. It was inspired by the OECD Privacy Guidelines and
was amended in 2012 and 2021. The PDPO is the data
privacy law in effect in Hong Kong, therefore it applies to
both the private and the public sectors.

Under the PDPO, the DPPs set the framework for data
users on how personal data should be collected, processed,
and stored. The DPPs are listed in Schedule 1 of the PDPO,
and there are six of them. In addition to the PDPO and the
DPPs, the Privacy Commissioner has released several
guidance notes to guide data users on lawful personal data
processing. Although there are guidance notes on various
topics, there is no dedicated guidance note on IoT. This
means that manufacturers and providers of IoT services
need to follow the general principles and requirements set
out by the PDPO. To help data users with compliance, the
Privacy Commissioner has released the Privacy
Management Programme, a framework aimed to develop a
privacy infrastructure with a monitoring and reporting
process. The recommendations are similar to the mandatory
requirements set by the European General Data Protection
Regulation (GDPR) as they also include the nomination of
a Data Protection Officer, the development of personal data
processing policies and data breach notification procedures.

The main difference is that while the GDPR is
mandatory, adherence to the Privacy Management
Programme is entirely voluntary for data users [4]. This
does not mean, however, that data users are not liable for
the processing of personal data. In an increasingly digitized
world, data is rarely retained within a single country. Data
users may contract with other data users or employ data
processors located outside Hong Kong; however section 33
of the PDPO imposes restrictions on cross-border data
transfer, unless the transfer is exempted by law or the data
subject has previously consented to such transfer.

One way for any IoT device manufacturer or service
provider to comply with cross-border data transfer
restrictions is to include Recommended Model Contractual
Clauses (MMCs) in the contracts. The MCCs are developed
by the Privacy Commissioner and are shared in a guide with
the general public. [5] The clauses are drafted for free use
in any contract between two parties. Outsourcing data
processing by data users has become common practice
across all industries, including IoT.

This means that if a data user contracts with a data
processor for processing personal data — including
collection, storage, usage, and so forth. — outside Hong
Kong then the IoT manufacturer or service provider, as a
data user, must adopt contractual or other measures to
ensure that the data is kept only as long as it is necessary
for the purpose of the processing (under DPP2(3)) and
prevent unauthorized or accidental access (under DPP4(2)).
Similar to the liability established by the GDPR, under the
PDPO the data user is liable for any act committed by the
data processor.

4 DATA SECURITY

Cyber threats are among the main threats to the loT
industry. For regulators, IoT manufacturers, and IoT
service providers data security is a top priority and main
concern. The reason is that IoT devices are used in various
industries and use cases, besides it gathers a wide range of
data. Any unauthorized access to the data through hacking,
malware, or data breaches may have severe consequences
for end users. Consequences may include monetary loss,
reputational damage, physical harm, or even death.

DPP4 of the PDPO requires all data users to take all
practicable steps to ensure that any personal data held by a
data user is protected against unauthorized or accidental
access, processing, erasure, loss or use [6].

In practice, this means that if an IoT manufacturer or
service provider, as a data user, enters into a data processing
relationship with a data processor, such as a cloud service,
platform, or analytics provider, the data user must ensure
the security of the data. Under Section 65(2) of the PDPO
a data user is liable for any data processor engaged as an
agent. Therefore, data users should ensure that the data
processors and any other data users comply with the PDPO
and apply robust and resilient security measures to protect
the personal data processed.

The Privacy Commissioner is responsible for the
enforcement of the requirements. If the Commissioner
receives a complaint or has reasonable grounds to suspect
a contravention of PDPO, the Commissioner may conduct
an investigation of the suspected contravention and publish
a report setting out the investigation results and
recommendations, if it is in the public interest [7]. The
Commissioner may issue an enforcement notice to the data
user, directing remedial or preventive steps to be taken.
Contravention of an enforcement notice issued by the
Commissioner is also an offence, which may result in fines
or imprisonment. The possible penalties for disclosure of
personal data without consent can reach HK$1,000,000 or
five years imprisonment. End-users who suffer loss or
damage because of a data breach are also entitled to pursue
civil claims.

5 LICENSING

For a functioning IoT market not only device
manufacturers and service providers are needed, but also
telecommunications operators that maintain the necessary
network infrastructure. The Office of the Communications
Authority (OFCA) developed a new licensing regime for
the Wireless Internet of Things (WIoT) services on 1
December 2017, allowing telecommunications service
operators to provide platforms and services for IoT using
the shared frequency band of 920-925 MHz.

This type of IoT license is subject to less stringent
regulatory control and lower license fees to encourage the
growth of the IoT market and to incentivize
telecommunications operators to provide IoT services.
Under the WIoT License, licensees are entitled to establish,
maintain, and operate wireless networks and systems for
the provision of wireless IoT services in Hong Kong, based
on wireless technologies operating in the 920-925 MHz
band [8].

This frequency band is an unlicensed frequency band
used by various low-power, wide-area network (LPWAN)
technologies. For cellular connectivity-based IoT solutions,
an operator requires a different type of license to provide
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the necessary network and connectivity services that enable
the communication between loT devices.

The WIoT license allows the licensees to provide
wireless data communications services for automated data-
only machine-to-machine communications between
network elements and IoT devices. M2M communications
are defined as communications between machines or
devices in which data can be exchanged in an automatic or
scheduled manner with little or no human intervention [9].
The license does not permit the provision of any services
that allows real-time voice communications or any other
service that is subject to separate licensing requirements.

6 CONCLUSION

The Internet of Things (IoT) is becoming ubiquitous,
transforming industries, improving efficiency, and offering
new ways of working. Adopters of IoT technology may
gain advantages over the competition and, as a result, an
increasing number of countries are developing regulatory
frameworks to foster development and incentivize the
implementation of IoT solutions. However, besides clear
advantages, there are also significant risks associated with
IoT. The main risks include cyber security and data privacy.
Governments and regulators are issuing frameworks,
guides, and codes of practices to shape and guide the
market.

The code of practice issued by the OFCA serves the same
purpose. It serves to guide [oT manufacturers and service
providers while protecting end users and enhancing data
security and awareness. The collection of best practices and
recommendations may increase the security of devices and
their users. However, the voluntary nature of the document
may limit its effectiveness. Moreover, as additional
countries and regions develop similar documents and
frameworks with varying requirements, this results in
increased complexity and cost to market entry, ultimately
raising the prices of the IoT devices and services leading to
slower adoption and digitalization.
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Internal Navigational System 1n Aircraft

Reptuldgeépek belsd navigaciods rendszere
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Abstract — Inertial navigation systems (INSs) are essential
for modern aircraft, enabling accurate determination of
position, attitude, and velocity without external references.
This paper reviews the operational principles of INS,
emphasizing the integration of gyroscope and accelerometer
data, data flow within the system, and the importance of
platform stabilization and alignment procedures. Key
sources of error—such as sensor noise and platform
instability—are identified, along with current strategies for
error compensation and calibration. The evolution towards
Inertial Reference Systems (IRS) is also discussed. By
summarizing both theoretical foundations and practical
considerations, this paper supports the development and
maintenance of reliable INS solutions for aviation.

Keywords: inertial navigation system (INS), aircraft navigation,
attitude and heading reference systems (AHRS), sensor fusion,
error mitigation.

Osszefoglalds — A belsé navigaciés rendszerek (Internal
Navigation System, INS) nélkiilozhetetlenek a modern
repiilogépek szamara, mivel Kkiilsé referenciak nélkiil is
pontos pozicio-, attitiid- és sebességmeghatarozast tesznek
lehet6vé. A cikk attekinti az INS-ek miikodési elveit, kiemelve
adataramlas f6 szakaszait, valamint a platform
stabilizdlasanak és igazitisanak szerepét. Azonositjuk a
legfontosabb hibaforrasokat — példaul az érzékelozajt és a
platform instabilitisat —, tovabba bemutatjuk a korszerii
hibakompenzacios és kalibracios eljarasokat. Kitériink az
INS rendszerek fejlodésére és az IRS-ek (inercialis
referencia-rendszerek) irinyaba mutaté tendencidkra is. A
tanulmany célja a megbizhaté navigaciés rendszerek
fejlesztésének tamogatisa az elméleti és gyakorlati
szempontok bemutatasaval.

Kulcsszavak: belsd navigacidés rendszer (INS), repiilégép
navigacid, helyzet- és iranyreferencia-rendszerek (AHRS),
szenzorfuzio, hibacsokkentés.

1 INTRODUCTION

Inertial navigation systems (INSs) have become
indispensable for modern navigation applications,
providing precise positioning and attitude information even
in the absence of external references. In the realm of
aviation, INSs are essential components of aircraft
navigation systems, enabling pilots to navigate accurately,
safely, and efficiently [1].

INS typically consists of three main components:
gyroscopes, accelerometers, and a central processing unit
(CPU) (Fig. 1). Gyroscopes measure angular rates,

enabling the INS to determine the aircraft's orientation.
Accelerometers measure linear acceleration, which is used
to compute the velocity and position of the aircraft. The
CPU integrates sensor data, applies navigation models, and
generates navigation outputs

Fig.1. Inertial Navigation System (INS)

The accuracy of an INS is primarily determined by the
performance of its sensors and the implementation of error
mitigation strategies. Sensor noise, platform instability, and
modeling errors can significantly degrade INS
performance. To address these challenges, advanced INS
designs incorporate sensor fusion techniques, that combine
data from multiple sensors to improve accuracy and
robustness.

Yo 0T mirror
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source of
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Fig.2. Gyroscope

Gyroscopes (Fig. 2) are critical components of INSs, as
they measure angular rates and form the basis for
determining aircraft orientation [2]. The most common type
of gyroscope in INSs is the ring laser gyroscope (RLG),
which utilizes the Sagnac effect to measure angular
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displacement. RLGs offer high precision and stability,
making them well-suited to demanding navigation
applications.

Fig.3. Accelerometer

Accelerometers (Fig. 3) are the other key sensors in
INSs. MEMS  (micro-electromechanical  system)
accelerometers are widely used in INSs due to their small
size, low cost, and reliable performance.

Fig.4. Attitude and heading reference system (AHRS)

An attitude and heading reference system (AHRS) (Fig.
4) is a specialized type of INS that combines gyroscopes
and accelerometers to determine the aircraft's attitude
(orientation) and heading (direction). AHRSs are often
used as backup systems for INSs or as standalone
navigation systems for cost-sensitive applications.
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Fig.5. Sensor fusion

Sensor fusion techniques (Fig. 5)) combine data from
multiple sensors to improve the accuracy and robustness of
navigation systems.

Error mitigation is essential for maintaining INS accuracy.
These strategies include techniques such as:

e Data averaging: Averaging multiple sensor
readings can reduce the impact of sensor noise;

e C(Calibration: Regular calibration of sensors can
help to compensate for sensor drift;

e Model updates: The INS's navigation models
can be updated periodically using external
references, such as GPS, to improve accuracy.

2 PRINCIPLE OF OPERATION

An INS operates based on the fundamental laws of
motion. Gyroscopes measure angular rates, while
accelerometers measure linear accelerations. The INS
integrates these measurements over time to determine the
position, attitude, and velocity of the aircraft [2].

Attitude is described by three Euler angles: roll, pitch,
and yaw. Roll denotese rotation of the aircraft about its
longitudinal axis, pitch is the rotation about its lateral axis,
and yaw is the rotation about its vertical axis. The INS's
velocity is represented by three components: north, east,
and down.

Position is determined by integrating its velocity over
time. However, this process can lead to errors due to sensor
noise, platform instability, and modeling inaccuracies. To
mitigate these, the INS employs a variety of techniques,
such as sensor fusion and Kalman filtering [7].

2.1 Data Flow
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Fig.6. Data flow of INS

The data flow in an INS (Fig. 6) typically follows a
three-stage process [4]:

e Sensor data acquisition: Collecting angular rates and
linear accelerations from the gyroscopes and
accelerometers, respectively.

e Attitude determination: Integration of angular rates to
determine the aircraft's orientation.
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e Position and velocity estimation: Integration of
accelerometer data and application of a velocity model
to obtain position and velocity estimates.

The central processing unit (CPU) is responsible for
coordinating all aspects of the data flow. The CPU also
implements error mitigation strategies to ensure accurate
estimation of position, attitude, and velocity.

2.2 Platform Stabilization

Platform stabilization is essential for INS accuracy [3].
The INS platform must be isolated from external
disturbances such as vibration and acceleration, to ensure
accurate sensor measurements. This is typically achieved
using of gimbals and dampers.

2.3 Alignment

Alignment is the process of initializing the INS by setting
its reference frame to match the actual orientation of the
aircraft. This is typically done using external references,
such as GPS or magnetic heading.

2.4 Operation

Once the INS is aligned, operation can begin. The
position, attitude, and velocity estimates, computed by INS,
are then used for navigation and guidance, including
providing heading information to autopilots and controlling
the aircraft's flight path.

2.5 Errors

INS errors can arise from a variety of sources, among
which are [7]:
e  Sensor noise,
e Platform instability,
e Model inaccuracies.

These errors can degrade INS accuracy and must be
considered in the design and implementation of INSs.

Error mitigation strategies can reduce the impact of INS
errors. These strategies include:

—  Sensor fusion,
— Calibration,
—  Model updates.

By implementing error mitigation strategies, INSs can
achieve high levels of accuracy and reliability.

3 DATA FLOW

3.1 Sensor Data Collection

The process begins with the collection of sensor data
from various sources, primarily gyroscopes and

accelerometers. Gyroscopes measure angular rates,
providing information on the aircraft's rotation around its
three axes: roll, pitch, and yaw, and accelerometers
quantify linear accelerations along three axes: north, east,
and down, reflecting the aircraft's movement relative to the
Earth's surface [2].

3.2 Data Processing and Integration

The acquired sensor data undergo rigorous processing
and integration to extract meaningful information.
Gyroscope data are integrated over time to determine the
aircraft's orientation relative to inertial space. This attitude
information is crucial for correctly interpreting
accelerometer readings. Accelerometer data are combined
with attitude information and applied to a velocity model to
estimate the aircraft's velocity and position.

3.3 Sensor Fusion and Kalman Filtering

The INS utilizes a technique known as sensor fusion to
combine data from multiple sensors, including gyroscopes
and accelerometers. This fusion process ensures that the
INS receives the most accurate and comprehensive
information for navigation computations. Kalman filtering
is a mathematical algorithm employed to refine navigation
estimates by considering prior knowledge and sensor data.
It effectively mitigates the effects of sensor noise and
errors.

3.4 Central Processing Unit (CPU)

The central processing unit (CPU) plays a pivotal role in
coordinating the data flow, as well as managing sensor data
acquisition, processing, and integration. The CPU also
implements error mitigation strategies and applies Kalman
filtering to enhance the accuracy of the INS.

3.5 Navigation Information Delivery

The culmination of the data flow process is the delivery
of precise navigation information to the aircraft's autopilot
and other systems. The INS provides the aircraft with its
position, attitude, and velocity infomration, which are
essential for navigation, guidance, and control. The
autopilot relies on this information to maintain the aircraft's
flight path, while other systems, such as flight management
computers and terrain awareness and warning systems
(TAWS), also utilize the INS navigation data.

4 PLATFORM STABILIZATION

Platform stabilization is a critical aspect of inertial
navigation systems (INS), as it ensures the accurate
measurement of angular rates and linear accelerations. The
INS platform houses sensitive gyroscopes and
accelerometers, that require a stable platform to function
effectively. Without proper stabilization, the platform is
subject to disturbances and vibrations, causing errors in the
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sensor readings. These errors accumulate over time, leading
to significant inaccuracies in the INS navigation
calculations.

To mitigate these errors, INSs incorporate sophisticated
stabilization mechanisms, typically involving gimbals.
Gimbals are highly precise mechanisms that isolate the
sensor platform from external disturbances, enabling it to
maintain a fixed orientation relative to inertial space. This
isolation prevents the platform from being influenced by
vibrations, motion, and other external forces, thus ensuring
the accuracy of sensor readings.

There are two primary types of gimbal systems
employed in INSs: strapdown and gimballed.

Strapdown systems utilize electronic gyroscopes to
compensate for platform motion, thereby effectively
eliminating the need for physical gimbals. This approach
simplifies the INS design and reduces weight, but it relies
on the accuracy of the electronic gyroscopes. Gimballed
systems, on the other hand, physically isolate the sensor
platform using mechanical gimbals, providing a more
robust and reliable stabilization method.

The importance of platform stabilization in INSs cannot
be overstated [3]. Without proper stabilization, the INS
would quickly accumulate errors, rendering it ineffective
for accurate navigation. The accumulation of errors would
result in significant discrepancies between the INS
navigation estimates and the aircraft's actual position and
orientation. This may lead to navigation errors, deviation
from flight paths, and potential safety hazards.

Therefore, platform stabilization is an essential
component of any INS. It ensures the accuracy of sensor
readings, enabling the INS to provide reliable and precise
navigation information for aircraft operation, even under
challenging environmental and flight conditions.

5 ALIGNMENT

Alignment is a crucial step in the initialization of an
inertial navigation system (INS), ensuring that the
reference frame of the system is properly aligned with the
Earth's reference frame.

This alignment is essential for accurate navigation, as it
allows the INS to:

e Determine the aircraft's absolute position: Without
proper alignment, the INS would have no reference
point to measure the aircraft's movement relative to
Earth.

e Correct for gyroscope bias: Gyroscopes gradually
drift over time, accumulating errors that can
significantly impact navigation accuracy. Proper
alignment calibrates the gyroscope bias, minimizing
its impact on navigation.

e Ensure consistent heading: The INS relies on the
gyroscopes to measure the aircraft's heading.
Without proper alignment, the heading estimates
drift, making it difficult to maintain a consistent
flight path.

5.1 Primary methods for aligning an INS
Two primary methods are used for aligning an INS:

e  Pre-alignment: Pre-alignment involves setting up
the INS at a ground station with known coordinates

and orientation. The INS collects sensor data and
compares it to the known reference frame. This
process allows the INS to calibrate its sensors and
initialize its internal navigation model.

e In-flight alignment: In-flight alignment is used
when pre-alignment is not feasible, such as during
takeoff or landing. This method involves using
external references, such as global navigation
satellite system (GNSS) signals or magnetic fields,
to align the INS reference frame with the Earth's
reference frame.

The accuracy of alignment is critical for precise
navigation. If the INS is not properly aligned, it
accumulates errors over time, leading to inaccurate position
and heading estimates. These errors can be significant,
especially during long-duration flights.

5.2 Techniques to ensure the accuracy of alignment

To ensure the accuracy of alignment, a variety of
techniques are employed, including [5]:

e  Careful sensor selection: Using high-quality sensors
and minimizing sensor noise improves the accuracy
of alignment.

e Rigorous calibration: Calibrating the sensors before
and after alignment further enhances accuracy.

e Repeated alignment: Aligning the INS periodically,
such as after significant maneuvers or changes in the
environment, can maintain accuracy over time.

In summary, alignment is an essential part of INS
operation, ensuring that the system provides accurate and
precise navigation information. By carefully aligning the
INS and using appropriate techniques, aircraft can navigate
safely and efficiently, even in challenging environments.

6 SECTION HEADINGS OPERATION
6.1 INS Operation During Different Flight Phases

The operation of an inertial navigation system (INS)
varies throughout the phases of flight. During takeoff, the
INS relies primarily on stored pre-alignment data to
determine the initial position and orientation of the aircraft.
Once airborne, the INS continuously updates its position
and velocity estimates using its internal navigation model
and sensor data from gyroscopes and accelerometers.

During cruise, the INS operates independently, providing
accurate navigation information for the autopilot to
maintain the aircraft's flight path and altitude. The INS
continues to integrate sensor data to refine its position and
velocity estimates, ensuring precise navigation even over
extended periods.

Approach and landing require greater accuracy, as the
aircraft transitions to lower altitudes and higher speeds. In
these phases, the INS may integrate external navigation
data from global navigation satellite systems (GNSS) to
enhance its accuracy and reduce reliance on accumulated
errors. The INS then provides this refined navigation
information to the autopilot to guide the aircraft safely
totouchdown [6].
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6.2 Integration with Other Navigation Systems

The integration of INSs with other navigation systems,
such as GNSS, has become increasingly common in
modern aircraft [4]. GNSS provides absolute position
information based on signals from satellites, whereas the
INS provides continuous position updates even in the
absence of GNSS data. This combination of systems
significantly improves the accuracy and reliability of
navigation, particularly during critical phases of flight.

GNSS data can also be used to periodically update the
INS reference frame, thereby minimizing the accumulation
of errors over time. This integration enables the INS to
maintain high accuracy even during long-duration flights
without external reference signals.

6.3 Adaptation to Aircraft Dynamics and Environmental
Conditions

The INS continuously adapts to changes in aircraft
dynamics and environmental conditions to maintain
accurate navigation. The internal navigation model of the
INS takes into account factors such as aircraft acceleration,
airspeed, and changes in the Earth's magnetic field. This
adaptation ensures that the INS calculations remain
accurate even as the aircraft's environment and conditions
change.

For instance, the INS can compensate for changes in
airspeed by adjusting its estimates of ground speed and
position. Similarly, the INS can adapt to changes in the
magnetic field of the Earth by incorporating updated
magnetic field data into its navigation model.

This adaptability is crucial for ensuring the INS accuracy
in challenging environments, such as during high-speed
maneuvers or in areas with strong magnetic interference.
By continuously adapting to changing conditions, the INS
can provide reliable navigation information even under
demanding flight scenarios.

7 ERRORS
7.1 Common Errors in INS

Despite their sophisticated design and advanced
technology, INSs are susceptible to errors that can degrade
their accuracy and performance [8]. These errors can arise
from various sources, including:

e Sensor drift: Gyroscopes and accelerometers, the
primary sensors used in INSs, are prone to drift over
time. This drift causes the sensors to gradually
deviate from their true readings, leading to errors in
the INS navigation.

e Calibration inaccuracies: Imperfect calibration of
sensors can introduce errors in the INS
measurements. Deviations from the calibrated
values can accumulate over time, further degrading
the INS accuracy.

e External disturbances: External factors such as
vibrations, temperature fluctuations, and magnetic
interference can affect the readings of gyroscopes
and accelerometers, introducing errors into INS
calculations.

7.2 Sources of Error

The accumulation of errors over time presents a
significant challenge for INSs [7]. These errors can become
substantial, especially during long-duration flights or in
challenging environments. To mitigate these errors, INSs
employ various techniques, including:

e Sensor Fusion: Combining data from multiple
sensors, such as gyroscopes, accelerometers,
and magnetometers, helps compensate for
individual sensor errors.

e Kalman Filtering: Kalman filtering is a
mathematical algorithm that continuously
updates the INS's navigation estimates based on
sensor data and prior knowledge. This
technique refines INS estimates and reduces the
impact of errors.

e Regular Alignment: Aligning the INS
periodically ensures that its reference frame
remains accurate and that the effects of sensor
drift are minimized.

e External References: Integrating INS with
external navigation systems, such as GNSS,
provides accurate position updates and reduces
reliance on accumulated errors.

7.3 Mitigating and Correcting Errors

By employing these techniques, INSs can effectively
mitigate and correct errors, maintaining high accuracy and
reliability for navigation applications [7]. However, it is
important to note that no navigation system is entirely
immune to errors. Continuous monitoring and maintenance
of INSs are essential to ensure their performance and safety.

8 CASE STUDIES

INSs are widely used in civil aviation, particularly in
commercial aircraft [7]. They play a crucial role in
navigation, providing accurate position, attitude, and
velocity information for various aircraft systems, including
autopilots, flight management computers, and terrain
awareness and warning systems (TAWS).

8.1 Case Study 1: Precession Error Compensation

Precession error is a common challenge in INSs, caused
by the gradual rotation of the gyroscope axis due to external

9
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forces. In commercial aircraft, this error can accumulate
over time, leading to significant inaccuracies in navigation
calculations. To address this issue, commercial aircraft
typically employ dual-gyroscope systems with cross-
coupling compensation. This technique involves using two
gyroscopes mounted in perpendicular directions, to cancel
out the effects of precession error.

8.2 Case Study 2: INS Integration with GNSS

INSs are often integrated with GNSS receivers to
enhance navigation accuracy and reliability. GNSS data
provides absolute position information, while the INS
provides continuous position updates even in the absence
of GNSS signals. This combination is particularly valuable
during approach and landing phases when high precision is
critical. By integrating INS and GNSS data, aircraft can
maintain accurate navigation even during periods of signal
loss or interference [9].

8.3 INS in Military Aviation

INSs are also extensively used in military aviation,
where they play a vital role in navigation, targeting, and
weapon delivery. Their ability to operate without external
references makes them particularly valuable in combat
scenarios where GPS signals may be disrupted or
unavailable [1].

8.4 Case Study 3: INS in Helicopters

In helicopters, INSs are essential for maintaining
accurate heading and attitude control, particularly during
hover and low-speed maneuvers. They enable the pilot to
maintain a stable flight path and perform precise
maneuvers, even in challenging environments.

8.5 Case Study 4: INS in Unmanned Aerial Vehicles
(UAVs)

In UAVs, INSs are critical for autonomous navigation
and flight control. They provide the UAV with the
necessary information to navigate to its destination, avoid
obstacles, and perform maneuvers as programmed [5].

8.6 Challenges in Practical Implementations

Despite their advantages, INSs also face challenges in
practical implementations. These challenges include:

e Cost: INSs are relatively expensive compared to
other navigation systems, such as magnetic
compasses or air data computers. This can limit their
use in smaller aircraft or in applications where cost
is a major concern [2].

e Complexity: INSs are complex and require
specialized expertise for installation, maintenance,
and calibration. This can pose challenges for
operators lacking the necessary technical resources

[2].

e (Calibration and maintenance: INSs require regular
calibration and maintenance to ensure their accuracy
and reliability. This can be costly and time-
consuming, especially in remote or challenging
environments [2].

e External Dependence: INSs rely on external
references, such as GNSS, for absolute position
updates. In the absence of these references, INS
accuracy will degrade over time [1].

8.7 Case Study 5: INS in Harsh Environments

INSs are particularly challenging to operate in harsh
environments, such as combat zones or high-altitude
flights. In these environments, they are susceptible to
damage from external forces, such as shock, vibration, and
extreme temperatures.

To address these challenges, INSs are typically hardened
to withstand harsh environments. This may involve using
ruggedized components, employing redundancy, and
implementing advanced error detection and correction
techniques.

9 CONCLUSION

Inertial navigation systems (INS) play a critical role in
navigation, providing accurate position, attitude, and
velocity  information  for  various  applications.
Understanding the principles of INS operation, data flow,
platform stabilization, alignment, errors and their
mitigation  strategies is essential for designing,
implementing, and maintaining reliable INSs for aircraft
operation [8].

Key takeaways:

e INSs rely on gyroscopes and accelerometers to
measure angular rates and linear accelerations,
respectively.

e The data flow of an INS typically involves three
stages: sensor data acquisition, data processing and
integration, and navigation information delivery.

e Platform stabilization is crucial for INS accuracy,
ensuring isolation from external disturbances. Gimbals
and dampers are common stabilization mechanisms.

e Alignment is essential for initializing the INS
reference frame and compensating for gyroscope bias.
Pre-alignment and in-flight alignment are common
methods.

e INS errors can arise from sensor drift, calibration
inaccuracies, and external disturbances. Sensor fusion,
Kalman filtering, regular alignment, and external
references help mitigate these errors.

e INSs are widely used in civil aviation, military
aviation, helicopters, UAVs, and other applications.

e Practical challenges of INSs include cost, complexity,
calibration and maintenance requirements, and
external dependence.

e INSs are particularly challenging to operate in harsh
environments, and hardening techniques are employed
to address these challenges.

INS provides valuable navigation information for
accurate positioning, attitude control, and flight guidance.

10
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By understanding the fundamentals of INS operation, data
flow, error mitigation, and practical implementation,
stakeholders can effectively incorporate INSs into their
applications for safe and reliable navigation.
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Abstract — In the realm of traffic management, conventional
systems often rely on manual intervention at junctions,
leading to inefficiencies and stress for commuters. This
manual approach causes mental strain for passengers and
results in significant fuel wastage due to delays at traffic
junctions. Intelligent Traffic Systems (ITS) have long been
recognized as effective tools for mitigating traffic congestion
and improving traffic flow. By combining hardware and
software techniques, ITS can monitor traffic movements and
optimize signal timings to alleviate congestion. The cost-
effectiveness of ITS is significantly influenced by the method
used for traffic data collection. Utilizing ultrasonic and IR
sensors for traffic flow measurement has been proposed as a
means to reduce installation and maintenance expenses while
enhancing system efficiency. This paper presents the design
and implementation of an intelligent traffic lights controller
utilizing fuzzy logic. By integrating roadside sensors and an
Arduino Mega interface with ultrasonic sensors, the system
dynamically adjusts traffic signals to manage congestion
effectively. Implementing this system at intersections not only
eliminates the need for manual traffic control but also
reduces overall wait times compared to traditional traffic
control systems.

Keywords: Fuzzy logic, Intelligent Traffic Systems, Arduino,
smart traffic lights controller, ultrasonic sensors.

Osszefoglalis — A forgalomiranyitas teriiletén a
hagyomanyos rendszerek gyakran a csomépontokban
torténé manualis beavatkozasra tamaszkodnak, ami
hatékonysagvesztéshez és a ingazok szamara stresszhez vezet.
Ez a manualis megkozelités mentalis terhelést okoz az
utasoknak, és jelentés iizemanyag-pazarlast eredményez a
forgalmi csomépontokban tapasztalhaté késések miatt. Az
Intelligens Kozlekedési Rendszerek (ITS) régota elismert
hatékony eszkozok a forgalmi torlédasok enyhitésére és a
forgalom javitasira. Hardveres és szoftveres technikak
kombinalasaval az ITS képes figyelemmel kisérni a forgalom
mozgasat és optimalizalni a jelzések idézitését a torlédasok
enyhitése érdekében. Az ITS koltséghatékonysagat jelentdsen
befolyasolja a forgalmi adatok gyiijtésére hasznalt médszer.
Az ultrahangos és infravoros (IR) érzékelék alkalmazasa a
forgalom mérésére javasolt, mint az telepitési és
karbantartasi koltségek csokkentésének, valamint a rendszer
hatékonysaganak novelésének eszkoze. Ez a tanulmany egy
intelligens kozlekedési limpa vezérlé tervezését és
megvalositisat mutatja be, amely fuzzy logikat alkalmaz. Az
ut menti érzékelok és egy Arduino Mega interfész

ultrahangos érzékel6kkel torténé integralasiaval a rendszer
dinamikusan allitja be a forgalmi jelzéseket a torlédasok
hatékony  kezelésére. Ennek a  rendszernek a
keresztezodésekben torténé bevezetése nemcesak megsziinteti
a manualis forgalomiranyitas sziikségességét, hanem a
hagyomanyos forgalomiranyitasi rendszerekhez képest
csokkenti az altalanos varakozasi idéket is.

Kulcsszavak: Fuzzy logika, Intelligens kozlekedési rendszerek,
Arduino, intelligens kozlekedési lampavezérld, ultrahangos
szenzorok

1 INTRODUCTION

Traffic lights are mainly utilized to regulate and
coordinate movement among vehicles. Every day, traffic
congestion issues increase as a result of the increasing
number of fixed-frame vehicles on the road. The existing
clock-based traffic light systems are categorically
ineffective for controlling traffic in this circumstance. The
traffic lights guarantee that vehicles can pass through the
intersection in a systematic way from all directions. The
traffic signal lights are typically set to turn on and off at
specific times. But in daily life, we see that traffic on a two-
way road is typically heavier on one side than the other. In
this case, scheduling equal amounts of time for both types
of traffic leads to congestion during peak traffic hours and
causes traffic delays.

There are many ways to reduce traffic congestion; one of
them is to inform the driver about the actual cause of the
traffic [1], this is not the best solution, so a framework for
continual traffic control that adjusts the traffic signal based
on traffic density is needed to address this problem.

The current traffic signal control system uses
postponements, where the sign change timings are
predetermined and independent of the flow of traffic. In
order to resolve the major traffic jam difficulties, the
current traffic density should be increased. So, to address
several problems and enhance the trafficking framework,
An intelligent traffic signal framework is presented.

Using ultrasonic sensors and IR sensors located on each
side of the road, and an Arduino MEGA 2560
Microcontroller, which is a key component of the
framework, helps to control the traffic automatically.

There is excessive and unnecessary waiting time on the
roads, and vehicles use more fuel, because of the
predetermined time gaps between green and red lights. This
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ultimately contributes to environmental degradation and
causes several health problems for those living nearby and
traveling nearby. Additionally, these traditional traffic light
control systems lack any options for providing data on
traffic volumes on different roadways, which causes traffic
jams.[2]

The transportation industry has just recently begun to
conceptualize congestion in this way. However, this is
essential because different methods must be developed to
deal with each congestion source, and these techniques can
differ greatly from one highway to another. Fig.1 shows a
graphic representation of the estimated national
contribution of each of these sources to overall congestion.
These figures are approximations based on a variety of
previous and continuing research investigations.
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Fig. 1: The sources of congestion national summary [3]

The reliability of travel times is another growing issue.
One important factor in the congestion issue is the daily
change in travel times. Travel delays do not always result
in the same amount of additional travel time or disruption
to the day or system. It affects not only commute travel but
also every trip made during peak travel times, and it is a
major worry for both big and small businesses across the
board. Agencies can determine the additional travel time
that must be allocated—or buffer time—above the normal
travel time using extremely comprehensive data from some
urban freeways. Congestion has a direct impact on the
amount of time that shippers, carriers, business travelers,
commuters, and homeowners must budget for.
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Fig. 2: Peak-Period Congestion (Travel Time Index) Trends by U.S.
Population Group [3]

In this paper, the implementation of an intelligent traffic
lights control system using fuzzy logic technology, capable
of mimicking human intelligence in controlling traffic
lights, is discussed. A hardware model has been developed
to simulate an isolated traffic junction. Analyses such as
waiting time, density, cost, etc., can be performed using the
hardware. Additionally, the hardware model can serve as
an educational tool for undergraduate and graduate students
to grasp the concept of fuzzy logic and its real-world
applications.

This paper has been organized as follows. First, a brief

overview on traffic lights control system is presented.
Then, the Literature review and already existed solutions.
After that, development of the hardware model and its
usage is next discussed. A comparison between the
performance of the fuzzy traffic lights controller and the
conventional fixed-time controller is analyzed and
discussed in the section that follows. Slower speeds, longer
travel times, and higher vehicular queuing are the hallmarks
of the transport condition known as traffic congestion.
Congestion occurs when transportation demand is high
enough that interactions between cars slow down the flow
of traffic

2 LITERATURE REVIEW

Accuracy in the collection of traffic data, such as traffic
flow, speed, and density, is one of ITS's most important
features. The system uses the data as input to make the
appropriate judgments. In order to assess traffic conditions
like congestion and backups, the number of vehicles and
their rate of movement during a given time period in the
road networks is typically utilized as a technique. This has
given rise to a wide variety of techniques for recording vital
information about traffic flow on a road network. In a
document titled "Vehicle Sensing: Ten Technologies to
Measure Traffic," ten (10) vehicle sensing technologies
were covered. Manual counts, video vehicle detection,
pneumatic road tube counting, piezoelectric sensors,
inductive loops, magnetic sensors, and other methods were
covered. The manual and automatic vehicle detection
approaches can be classified into two major categories at
once. Zheng and Mike[4], who conducted a thorough
investigation of the manual counting of vehicles, came to
the conclusion that the method can be successful with the
exception of the classification of vehicles, which is
susceptible to error.

Automatic vehicle counting counts the number of
moving cars along a road using a variety of hardware and
software technologies. The hardware used for data
acquisition and the algorithm used to process the data once
it has been acquired in order to extract the required
information from it generally make up the system's
strength. This field is active because of problems with
sensing device accuracy, installation methods, energy
consumption, installation maintenance costs, and the
impact of the environment on performance[5].

The Peripheral Interface  Controller  (PIC)
Microcontroller was introduced by R. Weil, J. Wootton,
and A. Garcia Ortiz in 1998[6]. As an intelligent traffic
signaling system based on traffic density. The total number
of cars in the memory is saved by this system in real time.
The microcontroller transmits the collected data in its
entirety to a computer. To reduce traffic jams, the person
who has full access to the computer at the main station will
be aware of all the traffic conditions pertaining to any active
traffic light on the nearby street. Future versions of this
system will be able to inform drivers about the flow of
traffic in various locations, but it will also require human
input to determine which road should be opened, which will
be determined by human assessment.

Research on traffic systems based on traffic density is
presented in "K. Thatsanavipas, N. Ponganunchoke, et al.,"
2010 [7]. It is based on image processing methods such as
edge detection to identify the density of traffic that emerges
from the current traffic signaling system, as shown in fig.2.
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The key benefits of developing a smart system for traffic
control include the decrease of congestion, lower operating
costs, providing drivers with alternate routes, and finally,
the development of high-capacity infrastructure. Generally,
it’s a complicated system and also too expensive due to the
use of a high-quality camera and the operation of installing
it on roads, besides the need for a high computing machine
if compared with the proposed sensors' prices and
installation method.

The traffic control system based on traffic density will
be constructed using an infrared [IR] sensor that will
determine the green light time interval using a
microcontroller, according to Wanjing Ma and Xiaoguang
Yang, 2008,[8].

The sensor will be placed on the sides of the road, where
it will look for cars before sending the information to the
microcontroller. The microcontroller will choose the
duration of the red and green light cycles based on the fuzzy
controller. So, the timing of the traffic light delay here will
be determined based on the number of cars and the queue.

Roswan Latuconsina, Tito Waluyo Purboyo, and Moch
Agung Prasetyo (2018)[9] introduced another system that
was similar to ours but quite different in terms of cost. The
proposed system consists of three ultrasonic sensors placed
along each road to measure the level of traffic congestion
and report the situation to the microcontroller as follows:
the first sensor indicates light traffic, and the second
indicates a normal traffic jam. The third indicates heavy
traffic, which prompts a change of the traffic light to
decrease traffic congestion.

According to the previously examined literature, the
current systems have used an infrared (IR) sensor or several
ultrasonic sensors for the traffic control system, which has
a disadvantage or a challenge. The difficulty in using
numerous ultrasonic sensors to measure the amount of
traffic on the road and send the situation to the
microcontroller consequently The first sensor indicates
light traffic. The Second Senator stands for a typical traffic
jam. The third position denotes heavy traffic, which
prompts a change in the traffic lights to ease the gridlock
Another issue with using three ultrasonic sensors for each
road is their price.

3 METHODOLOGY

This section, the main components, which were used in
this paper, are going to be explained. Also, the fuzzy
controller will be briefly explained. The main components
are Arduino Mega microcontroller,Ultrasonic
sensor,Traffic LEDs, infrared (IR) sensor, and Fuzzy
controller

3.1 Arduino Mega

Arduino Mega was used to provide sufficient digital I/O;
using an Arduino UNO with extra extensions was a
possible solution, but the Arduino Mega was chosen to
simplify the wiring and assembly process in Fig.[3].

The Atmega 2560 microprocessor is the foundation of
the open-source Arduino board, a microcontroller board.
The processing or wiring language is executed by this
board's growing environment. With a wuser-friendly
platform that allows anyone with little to no technical
background to start by learning some necessary skills to
program and run the Arduino board, these boards have
revitalized the automation sector. These boards can be

connected to PC programs like MaxMSP, Processing, and
Flash, or they can be utilized to extend distinct interactive
items. The ATmega2560 microcontroller is essential for
microcontroller boards like the "Arduino Mega." It has 54
digital input/output pins, of which 16 are used as analog
inputs and 14 as PWM outputs. There are also four
hardware serial ports (UARTs), a 16 MHz crystal
oscillator, an ICSP header, a power jack, a USB port, and
an RST button. This board primarily contains all of the
components required to support the microcontroller.
Therefore, this board's power supply can be accomplished
by using a USB cable to link it to a PC, a battery, or an AC-
DC adapter. A base plate can be used to shield this board
from an unexpected electrical discharge.[10]

Fig. 3: Arduino Mega Microcontroller[11]

3.2 Ultrasonic sensor

The HC-SR04 Ultrasonic Sensor is a very reasonably
priced proximity/distance sensor that has primarily been
utilized in robotics applications for obstacle avoidance in
.Additionally, it has been utilized as a parking sensor, a
water level sensor, and in turret applications. The popular
HC-SR04 Low-Cost Ultrasonic Sensor has been updated
with this module.

This new version of the HC-SR04 has a wider input
voltage range, allowing it to work with controllers that
operate on 3.3V, in contrast to the first-generation model,
which could only operate between 4.8V and 5V DC. The
HC-SR04 ultrasonic sensor offers a very simple and
inexpensive way to measure distance.

Sonar is used to measure distance; the device emits an
ultrasonic pulse (about 40 kHz) that is much above human
hearing, and the target's distance is calculated by timing
how long it takes for the echo to return. This sensor comes
in easy-to-use packaging and provides excellent range
accuracy and reliable readings. The sensor may be easily
prototyped by connecting it to a solderless breadboard
using an onboard 2.54 mm pitch pin header.

The Trig pin must be set to a High State for 10 s in order
to produce the ultrasonography, resulting in an emitted
ultrasonic burst of 8 cycles that will move at the speed of
sound. Once that 8-cycle ultrasonic burst is emitted, the
Echo pins will immediately go high and begin to listen for,
or wait for, the wave to be reflected from something.

If there is no object or reflected pulse, the echo pin times
out after 38 milliseconds and returns to the low state.
Conversely, if a reflected pulse is received, the echo pin
will close earlier than those 38 milliseconds. The duration
for which the echo pin remained HIGH, as depicted in
Fig.[4], allows for the calculation of the travel distance of
the sound wave and, consequently, the distance between the
sensor and the object.

To calculate this distance, the following basic distance
calculation formula is utilized:
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Speed x Time = Distance (1)

Fig. 4: ultrasonic sensor [11]

In this project, the function of the ultrasonic sensor is to
detect the cars and give us information on the existing cars
waiting for traffic.

3.3 Traffic LEDs

An LED (light-emitting diode) traffic light may alter and
encode information in its visible light. It can therefore be
used to transmit audio messages or other traffic or road-
related information. To a large extent, all LED traffic lights
can function as communication tools.

This mini traffic light display module shown in Fig.[5]
has high brightness and is perfect for making models of
traffic light systems.

It is distinguished by its compact size, straightforward
wiring, and targeted and personalized installation. A PWM
connection can be made to adjust the LED's brightness.

Fig. 5: Mini traffic light

Insert the figures and tables into the text, right after the
sentence which first mention these.

3.4 IR sensor

An infrared (IR) sensor operates by emitting and detecting
infrared radiation, primarily for obstacle detection. The
main components of an IR sensor include an IR transmitter,
a receiver, an operational amplifier (Opamp), a variable
resistor, and a light-emitting diode (LED). The IR
transmitter, which is an IR LED, emits light within the
infrared frequency range. IR light is invisible to the human
eye as its wavelength (700 nm — Imm) is much longer than
that of visible light, and it typically emits at an angle
between 20-60 degrees, covering a distance from a few
centimeters up to several feet in Fig.[6].

The receiver portion of the sensor is a photodiode that acts
as the IR receiver, detecting the IR light that is reflected
back. This photodiode is distinctively coated black on its
outer side. Within the sensor, the Opamp functions as a
voltage comparator. The variable resistor plays a role in

calibration, allowing adjustment of the distance at which
objects are detected by the sensor. [12]

Fig. 6: infrared (IR) sensor [12]

3.5 Power supply

The Mean Well RS-15-5 enclosed power supply SV /3A,
a 15W single output switching power supply, was used in
my project. This power supply features an all-purpose AC
input and a full range of safety measures including overload
protection, overvoltage protection, and over-temperature
protection. It employs free air convection cooling and
underwent a 100% full load burn-in test. Features also
include an LED indicator as seen in Fig.7 and the use of
long-life 105°C capacitors that can withstand a 300-volt
surge for five seconds. It has a high operating temperature,
reaching 70°C, resists 5G vibration at all times, and offers
great reliability, longevity, and efficiency.

Fig. 7: Mean Well RS-15-5 power supply

4 DESIGN CRITERIA AND CONSTRAINTS

After some research was conducted and existing
solutions were reviewed, the conclusion was reached that
the best approach for a traffic control system is to utilize
roadside sensors with fuzzy logic controller. These sensors
monitor traffic flow and determine whether it is normal or
congested, with traffic light timings adjusted accordingly
based on the road conditions. This field is active as a result
of various cases, inaccurate sensor measurements, and
increasing traffic congestion in expanding and large cities.

4.1 Fuzzy logic controller

Fuzzy Controller is a mathematical controller that deals
with dynamic systems. It contains three parts: the input
part, the process part, and the output part. Input parts, called
fuzzification, read analog signals that transform from
sensors such as pressure, sound, temperature, ... etc., or
digital signals like ON, OFF switches and convert it to
membership function. The process part is the most
important part which can be designed by experiment. In this
part, the rules of the controller are generated, and they will
be translated to the output port of the fuzzy controller. The
final part is the output which consists of the defuzzification
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that converts the analyzed result into the specific output
value [13]. A fuzzy logic system is shown in Fig. 8.

The controller utilizes two fuzzy input variables: the
volume of traffic approaching the intersection (Arrival) and
the volume of traffic waiting (Queue). When the north and
south sides are green, they represent the arrival side,
whereas the west and east sides function as the queuing
side, and the roles reverse accordingly. The output variable
from the fuzzy logic controller is the additional time
required for the green light on the arrival side (Extension
time) as seen in Fig.12 . Therefore, based on the prevailing
traffic conditions, fuzzy rules are established, directing
whether the controller should extend the current green light
duration. If there is no extension, the traffic light state will
promptly transition, allowing traffic from the alternate
direction to proceed.

_— AR
m Fuzzifier - InEf: ;;.n:c -Defuzziﬁer m

E’uzzy
Knowledge b

Fig. 8. Overview diagram of a fuzzy system [13]

4.1.1

For controlling the traffic lights, the system employs four
membership functions for each input and output fuzzy
variable. Table 1 displays the fuzzy variables for Arrival,
Queue, and Extension. Abbreviations on the right-hand side
are used to succinctly represent these variables.

Input and Output Membership Functions

Table 1: Fuzzy variables of arrival, queue and extension of the traffic

subsets are adjustable and can be customized to match
varying traffic conditions. For instance, in cases where a
junction is overly congested, the count for cars within the
"Too Many" or "Large" fuzzy subset should be increased.
Conversely, the width of the membership functions should
be narrowed in scenarios with less congestion.

Fuzzy logic control facilitates a seamless transition from
one fuzzy subset to another, smoothing out changes
between control actions, thereby necessitating overlapping
of these subsets. Without some degree of overlap, the
control actions may become too binary or step-like in
nature. However, excessive overlap can introduce
unnecessary fuzziness, obscuring clear distinctions
between control actions. A pragmatic approach typically
involves overlapping the fuzzy subsets by approximately
25%.
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Fig. 9: Graphical representation of membership functions of the
Input-1 of fuzzy logic controller.
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Fig. 10: Graphical representation of membership functions of the
Input-2 of fuzzy logic controller.
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Fig.9,10,11 displays the graphical representation of the
membership functions for the linguistic variables used. The
y-axis measures the membership degree of each fuzzy
variable. On the x-axis, the universe of discourse for input
fuzzy variables is represented by quantized sensor signals
that measure the quantity of cars. For the output fuzzy
variable, the universe of discourse denotes the duration to
be added in seconds. According to Fig.9,10,11, 10 cars
linked for the "Too Many" or "Large" fuzzy subsets in this
simulation and receive full membership. For the "Many" or
"Medium" fuzzy subsets, full membership consists of 7
cars. Regarding the output fuzzy variable, a full
membership in the "Long" category corresponds to
approximately 10 seconds, while a "Medium" category
correlates with about 7 seconds. The setup of these
membership functions is tailored based on expert analysis
of the system and its environment. However, the width and
center points of the membership functions for these fuzzy

Extension_Time_(Time_(Sec))

Fig. 11: Graphical representation of membership functions of the
Output of fuzzy logic controller.
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Fig. 12: Design of fuzzy controller

4.1.2

The inference mechanism in the fuzzy logic controller
mirrors the human reasoning process, linking fuzzy logic
technology with artificial intelligence. Humans naturally

Fuzzy Rule Base
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apply rules when executing actions, much like a traffic
policeman managing a junction, for instance, from the
north and west directions. He would rely on his expert
judgment to control the traffic, generally in the following
manner:

IF traffic from the north of the city is HEAVY
AND traffic from the west is LESS

THEN allow movement of traffic from the north
LONGER

IF traffic from the north of the city is AVERAGE
AND traffic from the west is AVERAGE

THEN allow NORMAL movement of traffic for both
sides

The advantage of fuzzy logic lies in its ability to employ
approximate reasoning with terms like HEAVY, LESS,
AVERAGE, NORMAL, LONGER, and so on. Thanks to
the techniques for assigning membership, as previously
discussed, these linguistic variables, despite their fuzzy
characteristics, can be effectively managed within a
computer using fuzzy logic technology.

In the development of the fuzzy logic controller, we use
almost similar rules and below are some examples: If there
are too many cars (TMY) at the arrival side and very small
number of cars (VS) queueing then extend the green light
longer (L). If there are almost no cars (AN) at the arrival
side and very small number of cars (VS) queuing then do
not extend the green light at all (Z).

These rules can be shorten as follows:

- IF Arrival is TMY AND Queue is VS THEN
Extension is L

- IF Arrival is F AND Queue is VS THEN
Extension is S

- IF Arrival is AN AND Queue is VS THEN
Extension is Z

In this context, "Arrival" and "Queue" serve as the
antecedents, while the "Extension" of the green light acts as
the consequent. Such rules can be formulated based on the
traffic conditions at the junction, and a matrix can be used
to succinctly display these rules. The matrix's size, or the
total number of rules, corresponds to the possible input
combinations, which are calculated from the number of
membership functions per input. For instance, in the traffic
control system, with two inputs each possessing four
membership functions, the total number of rules would be
sixteen. While it might not be necessary to utilize all rules
in the matrix bank for many applications, for this specific
application, filling up all the rules is essential.

4.1.3

In the fuzzy logic controller, once the relevant rules are
activated, the membership degree of the output fuzzy
variable, namely the Extension time, is established by
encoding the antecedent fuzzy subsets, specifically Arrival
and Queue, in this instance. The traffic lights fuzzy control
system employs the max-min implication technique [14].
This technique determines the final output membership
function for each rule by clipping the true value degrees of
the membership functions linked to the antecedents. After
the membership degree for each output fuzzy variable is
ascertained, all activated rules are aggregated, and the
precise, crisp output is derived through the process of
defuzzification. There are various methods of

Inference Engine and Defuzzification

defuzzification, and for this development, the center of
gravity defuzzification technique is utilized.

4.2 Flowchart

A flowchart is a diagram that shows how a system,
computer algorithm, or process works. They are frequently
used in many different fields to examine, organize,
enhance, and convey frequently complex processes in
simple, understandable diagrams. As shown in Fig.13:

- The system will operate and read data from IR
sensors and ultrasonic sensors by Arduino Mega.

- Data for the four directions will be sent to the
fuzzy controller in MATLAB using serial data
connection.

- Based on fuzzy controller rules, the output of the
controller will be sent back to Arduino.

- Arduino Mage will change the timing of the traffic
lights according to data which been sent from the
fuzzy controller.

| Read Number of cars
——— nsor and ’/

using IR ser
| unrasonic sensor

Fig. 13: Flowchart of the system

4.3 Hardware

The concept for this project came from an existing
system that consists of sensors for object detection and a
microprocessor that system has software installed to enable
it to function.

A 50 x 30 cm table divided into two sections is utilized.
Drilling could have been done to conceal the wires beneath
the table, but it was decided against. Instead, the wires were
placed along the table's edges, as shown in Fig. 14.

Fig. 14: wiring connection
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Five volts and ground are connected to the Arduino
Mega to establish the system's power supply. This power
supply facilitates easy access to power wherever electricity
is available and simplifies the wire connections. To ensure
short wiring, two whiteboards were placed beside the
Arduino Mega.

<

=

Fig. 15: 3D model of the system

Each ultrasonic sensor and IR sensor is placed beside its
corresponding traffic LEDs on a small whiteboard,
allowing for the observation of object detection and the
corresponding changes in the lights, as illustrated in Fig. 15
and in Fig.16.

Fig. 16: Constructed system in prototype

5 DISCUSSION AND RESULTS
The working of the project is described in two tests:

5.1 Test 1: Fixed-Time Model

It is a description of the current normal state of the
roads that expresses the constant duration of the signal
for the regular opening of each traffic light in order
with a pre-established time limit 20 second for the
opening of each signal.

5.2 Test 2: Smart-Time-Fuzzy-Logic Model

This system chosen will route depend on the highest
number of vehicles in any route, as seen in Fig.17. The
route has highest number of vehicles their route will be
open first and so on. If there are two routes have the same
number of cars the light open for the route that have less
than time. The same route can't be open twice in the same
turn even if it has the highest number of vehicles. If there is
no vehicle in all routes the light is become red. Counter time
is flexibility change depend on the volume of traffic
approaching the intersection (Arrival) and the volume of
traffic waiting (Queue).

Fig. 17: Smart-Time-Fuzzy-Logic Model

6 CONCLUSION AND FUTURE WORK

Classical traffic signal systems rely heavily on a traffic
police officer to regulate and control traffic in accordance
with traffic density. There have been numerous studies
done to estimate or calculate traffic density and then use a
sensor to adjust traffic signals depending on that
information. In addition, some traffic management systems
use image processing to estimate traffic density.

The fuzzy logic traffic lights controller outperforms
both the fixed-time controller and vehicle-actuated
controllers due to its greater flexibility. This flexibility
pertains to the number of vehicles detected at the
approach to the junction and the subsequent extension
of green time. In the case of a fixed-time controller, an
open-loop system, the green time does not extend
regardless of the density of cars at the junction.
Vehicle-actuated traffic light controllers, which are
advanced versions of fixed-time controllers, do allow for
the extension of green time whenever a vehicle is detected;
however, these extensions are preset to certain limits, like
an additional 5 or 10 seconds, up to a maximum time.

In contrast, the fuzzy logic controller does not use fixed
extension times. Instead, it operates with fuzzy variables for
extension times, such as long, medium, or short.
Furthermore, the number of cars detected by the controllers
are also translated into fuzzy values like very small, small,
medium, or too many. Additionally, the fuzzy controller
benefits from using linguistic rules that mimic human
decision-making, akin to how a traffic policeman would
manage the flow at a typical junction. The reasoning
method in the fuzzy controller similarly reflects the
intuitive tactics employed by humans in controlling traffic.

Future work for the fuzzy logic-based traffic control
system could explore integrating machine learning for
predictive traffic optimization and adapting fuzzy rules
dynamically. Real-time data from GPS, social media, and
crowdsourced apps could enhance decision-making, while
Vehicle-to-Infrastructure (V2I) communication could
further optimize signal timings. Testing the system in
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diverse, real-world environments and integrating public
transport data would improve robustness. Additionally,
future studies could focus on scalability for smart cities,
energy efficiency, and reducing environmental impact,
making the system more adaptable and efficient in
managing urban traffic.
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Improving Switching Efficiency with a Step-Up/Step-
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Abstract — This paper presents a novel hybrid buck—boost
DC-DC converter controlled using fuzzy logic to enhance
switching efficiency in photovoltaic (PV) energy systems.
The proposed topology integrates separate step-up and step-
down converter blocks connected via a DC link capacitor,
enabling flexible voltage regulation across a wide input
range. A fuzzy logic controller dynamically adjusts the duty
cycles based on real-time PV input voltage and current,
ensuring optimal power conversion under varying
environmental conditions. It is hypothesized that combining
fuzzy logic control with dedicated converter structures
significantly reduces output ripple, improves voltage
stability, and increases overall efficiency compared to
conventional buck-—boost designs. Simulation results
validate the proposed system's performance, showing
superior dynamic response, reduced oscillations, and
enhanced efficiency. The step-down converter demonstrates
an average improvement of 4.24% and the step-up
converter, 2.63% in charging efficiency over the
conventional design. The architecture is particularly
suitable for renewable energy applications such as electric
vehicle (EV) battery charging, where stable and efficient
power regulation is critical.

Keywords: buck—boost converter, fuzzy logic control (FLC), PV
system, efficiency, MPPT, MATLAB.

Osszefoglaldis — Ez a tanulmany egy tjszerii hibrid buck—
boost DC-DC konvertert mutat be, amelyet fuzzy logika
vezérel, hogy novelje az atalakitisi hatékonysagot
fotovoltaikus (PV) energiarendszerekben. A javasolt
topoldgia kiilonallo step-up és step-down (fesziiltségnoveld-
és csokkentd) konverter blokkokat integral, amelyek DC-
link kondenzatoron Keresztiil csatlakoznak, lehetové téve a
rugalmas fesziiltségszabalyozast széles bemeneti
tartomanyban. Egy fuzzy logikai vezérlé dinamikusan allitja
be a Kkitoltési tényezdt a valos idejii PV-bemeneti fesziiltség
és -dram alapjan, biztositva az optimalis
teljesitményatalakitast valtozo kornyezeti feltételek mellett.
Feltételezziik, hogy a fuzzy logikai vezérlés és a dedikalt
konverterstruktirak kombinacidja jelentdosen csokkenti a
kimeneti fesziiltségingadozast, javitja a stabilitiast és noveli
az  Osszhatékonysagot a hagyomanyos buck—boost
kialakitasokhoz képest. A szimuldciés eredmények igazoljak

a javasolt rendszer teljesitményét, kivalo dinamikus valaszt,
csokkent oszcillaciét és fokozott hatékonysagot mutatva. A
step-down konverter dtlagosan 4,24%-0s, a step-up
konverter pedig 2,63%-o0s javulist mutat a toltési
hatékonysagban a hagyomanyos kialakitiashoz viszonyitva.
Az architektira Kkiilonosen alkalmas meguijuléenergia-
alkalmazasokhoz, példaul az elektromos jarmiivek (EV)
akkumulatorainak toltéséhez, ahol a stabil és hatékony
teljesitményszabalyozas kiilonosen fontos.

Kulcsszavak: buck—boost konverter, fuzzy logikai vezérlés
(FLC), napelemes rendszer, hatasfok, MPPT, MATLAB

1 INTRODUCTION

A hybrid buck-boost DC-DC converter is designed to
convert a variable input voltage into a constant or variable
output voltage. The term "hybrid" refers to the integration
of both buck and boost functionalities within a single
circuit, enabling it to either step up or step down the
voltage as needed. This means that if a consistent output
voltage is required, the converter can adjust to changes in
the input voltage. The hybrid buck—boost DC to DC
converter is widely used in electrical power supplies for
electronic devices, battery charging systems, and
renewable energy systems such as solar and wind power
systems.

Its high efficiency, low noise, and ability to handle a
variety of input voltages make it preferred over other
converter types [1]. The hybrid buck-boost converter's
circuitry consists of an output filter, a switching circuit,
and an input PV solar array. The switching circuit receives
the pulsed DC voltage produced by the solar array. Two
power switches (transistors or MOSFETS) are used in the
switching circuit, and they alternately operate to control
the voltage level. The output filter receives the input
voltage when the switches are on; and when the switches
are off, the energy stored in the filter's inductor and
capacitor is used to maintain the output voltage [2]. The
output filter is used to remove high-frequency noise or
ripple from the signal and to smooth the output voltage.
Typically, it consists of a capacitor and an inductor
connected in series with the load.

©The author(s). Open access is under the terms of the Creative Commons Attribution Non-Commercial No
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Figure 1: Schematic diagram of the system operation

In conclusion, the hybrid buck—boost converter is a
flexible and effective power converter that is frequently
utilized in a variety of applications like EV battery
charging. It can handle a wide range of input voltages and
integrates the capabilities of both buck and boost
converters into a single circuit [3]. One of the main
advantages of the hybrid buck—boost converter is its
ability to provide a regulated output voltage even when
the input voltage varies widely or remains constant. This
is due to the converter's dual ability to step up and step
down the input voltage, which enables it to keep the
output voltage steady even while the input voltage
fluctuates [4].

The hybrid buck—boost converter has relatively high
efficiency when compared to other converter types. This is
because it transfers energy directly from the input to the
output, doing away with the need for a transformer, which
can result in losses. The switching circuit of the converter
is also highly efficient and reduces losses [5]. Additional
advantages of the hybrid buck—boost converter include its
small size and low weight. This is because of its high-
power density, which allows it to deliver significant power
in a very small container. Because of this, it is ideal for
usage in systems with limited weight and space, such as
portable electronic devices or automotive systems [6].

The fundamental DC-DC converters, including the
buck (whose duty cycle determines the ideal input-to-
output voltage ratio), boost, buck—boost, Cuk, Sepic, and
Zeta converters, cannot significantly step-down or step-up
the input voltage, which is required for many
contemporary applications. This study introduces a fuzzy
logic—controlled hybrid buck-—boost converter with
separate step-up and step-down blocks to improve
switching efficiency and voltage regulation under varying
PV conditions.

2 STEP-UP AND STEP-DOWN BUCK—BOOST CONVERTER
DESIGN FOR OPTIMIZED SWITCHING CAPACITY

In this paper, a new method for easily switching dual
structures—which consist of two capacitors and two to
three diodes, or two to three inductors and two to three-

diodes—is presented. As shown in [7], these circuit
topologies have the ability to either step up or step down
the input voltage. With only a few disadvantages, they can
be incorporated into a conventional buck—boost converter
to attain a high voltage conversion ratio while preserving
all the advantages of a topological converter.

A PV solar array with a fuzzy logic controller (FLC)
and a switching-capacity block for the step-up and step-
down circuit will help to reduce the ripple and output
overshoot caused by the output of the conventional buck—
boost converter, whose ripple increases power loss in the
main circuit that affects the load [8]. As evidenced by its
voltage gain, this converter architecture permits a larger
step-down, and step-up, depending on the input voltage,
than the conventional buck—boost topology.

This topology introduces a single switching capacitor
block for use in both step-up and step-down modes in
separate circuits. By utilizing an input PV-solar array with
an FLC strategy, the design reduces both cost and weight.
Additionally, the proposed topology is expected to offer
higher efficiency by eliminating hysteresis and potential
energy losses associated with transformer magnetization.

2.1 Switching capacity of step-down buck boost
operation

Fig. 2 shows a buck-boost converter diagram that
includes a square-block capacitance, designed to enhance
the performance output of the converter. This
configuration can be connected to batteries or other types
of loads, allowing control of the load to operate at high
efficiency of step-down converter.

b DY‘S o,
B
=
fio l ho E
G . L
& 0

5 b,

Input with PV
PV array

Figure 2: Step-down buck boost converter with square block
switching
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Figure 3: Switching on and off operation of the square block

According to the Fig. 3, the parallel and series
operation of the square-block buck boost converter, can be
described as follows:

1. When switch S is off, the converter operates as
two separate circuits. The input circuit, which
includes a rectifier, converts the PV input to a
DC output and charges the capacitors through the
square-block configuration and the current will
be pass through the L,, and, in series, through the
square block to charge the capacitors C; and C,.
The second circuit, connected to the output, uses
inductors to supply current in the reverse
direction to charge the output load, such as a
battery.

2. When the switch S is operating the square block
causes the two-capacitor discharge in parallel and
with the support of the L,, which used to charge
the output inductors L,. These inductors use as
the supplier to the output to charge the load or
control the load with the helping of output
capacitor C,.

By using the voltage second balance method on the
inductors, based on the average voltage across the
inductors over a full switching cycle, which must be equal
to zero in steady state operation [9].

1. Voltage across input inductors

When S is on, the voltage across L,, is
Vin-on = Vs = V..
When S is off, the voltage across the L,, is
Vin-orr = Vs — 2V..
According to the equations for the voltage across input

inductors at the on and off state equations the balance
input voltage will be,

Vs = Vdton + (Vs — 2Vc)toff =0.

Then, for the times, torr =t — t,, = t(1 —d),andd =
ton/t.
Hence the balance equation of the inductor voltage reads

(Vs = V)d t+ (Vs — 2V)(1 — d)t = 0,

(Vs =Vo)d + (Vs = 2V))(1 —d) =0,
Vsd =V, d + Vs —Vsd — 2V, + 2V, d = 0,
Ve —V.d =2V, +2V.d=0.
Therefore the input voltage will be:
Vs =V.(d+ 2 —2d),

and the voltage across the capacitor is

2. The Voltage balance across the output

inductors

When S is on, the voltage across L, is
Vio—on = Vo
and when S is off, the voltage across the L, is
VLo—of f= Vo:
therefore the balance equations for the output inductor
should be equal to zero:
Vcton + Votoff = 0.
In this case, for the times equation:
V.d+V,(1-d)=0.
Hence t the balance equation for the output inductor is
V. d
V= ——.
(1-d)
According to the capacitor voltage of the input balance

equation, the output voltage of the whole circuit can be
calculated as

V _ _VS d

T R-d)(-d)
Therefore, as comparing to the conventional diagram of
the converter without step-down block and filters

inductance is (2-d), which increases the performance of
the converter.

The efficiency of the switching step down buck boost
converter is given by the following equations,
pi =Vs i,
and
v Vs d ,

Po =W lo_(z_d)(l_d) lo-
The related input and output current for the balanced
voltages are

isd=i,(1—-4d),
. isd
i, = )
Hence the output power of the converter will be:
Vo Vs d .
Po=Vo lo =757 Lo
2—-d)y(1—-d
E-da-d
“hhEeaa-ar

Then the efficiency of the step-up block hybrid buck boost
converter reads
_ Do _ d?

T T e-da-ay
Since the equation of (2 - d) is consistently greater than
one, the efficiency of the proposed converter surpasses
that of the conventional buck—boost converter for all duty
cycle values.

2.2 Switching capacity of step-down buck boost
operation

According to Fig. 4, the performance of the converter
increases due to the step-up block which is connected at
the output stage of the converter, that has the capacitance
due to the small resistance through the capacitance, the
losses are reduced [10]. To increase the output voltage
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with lower losses, the step-up converter is better than the
step-down converter, in order to make the batteries
charging more slowly for protection.

Input with PV lG
PVarray

Figure 4: Step-up buck boost converter with square block switching

During operation, the X-block-based buck—boost
converter functions in two distinct modes depending on
the switching state:

1. When switch S is off, the inductor L,, supplies
energy to the load circuit. At this time, the two
diodes are forward-biased, allowing both
capacitors to charge in parallel from the PV
source which makes the two capacitors C; and
C, connected in parallel, those capacitors will
charging energy that coming from L,, and L, to
make the operation in balance through the
operator work.

2. When switch S is on, the diodes become reverse-
biased, and the capacitors C; and C, are
connected in series. They discharge together to
supply a higher voltage to the output.

The two capacitances connected in the X-block gives
the converter high gain, enabling control of the output
voltage, making it higher than the input power supply,
which is useful when the solar energy is used as the input
to charging the batteries. To derive the equations for the
converter using the voltage-second balance method a
systematic approach is used, that is similar to the one we
used for basic converters but adapted to the hybrid
converter topology. For the input stage which include the
L, is intended to improve performance, such as reducing
ripple in the output voltage and current. These
components will improve the dynamic performance by
smoothing out voltage and current transients, in steady-
state operation, the output voltage of the step-up converter
is as follows.

According to the second stage of the converter which
contains the inductor L,,, the voltage balance across this
inductor when the switch is operating with inputvoltage
with duty cycle d also under the switching is open, the
output corresponds to the time duration (1 —d), the
equation of the voltage balance for the inductors should
equal to zero.

For S in operation L,,, and L,:
Vimon = Vs: Vioon = Vo
For S not in operation L,, and L,:
Vim off = =V,
Vi off = Vo
Hence the balance voltage across the L,,,
Vd+(1-d) ¥, V) =0,
—-2dV,
v, = .
(1-d)

For L, the dynamic behavior is thesame as for L,, which
additionally contributes energy to the output.

The output voltage of the step-up hybrid buck—boost
converter has double the gain compared to the
conventional one, thus increasing the performance of the
converter for step-up operation.

The efficiency of this converter is given by:

Po = Vo o,

ps = Vs L,
_&_V;) io_E(l_d)
e Veig Voo2d

Compared to conventional and step-down converters,
the efficiency is improved when the duty cycle is higher
than 0.5.

3 VOLTAGE GAIN COMPARISON

The converters that are used for applications focus on
the gain of the components inside the converter which
have the responsible for improving the operation of the
converter. Regarding the output voltage of the three
converters which are the conventional, hybrid step-down
and step-up converters. The hybrid converters are
designed to improve the performance of the converter
achieve high output performance, decreasing ripple, and
the total losses that can affect the load. Then the step-
down used to control the output voltage to be less than the
input voltage, the step-up converter used to control the
output voltage to be greater than the input voltage, the
conventional converter can perform both, but with higher
losses and ripple.

20 Voltage Gain vs Duty Cycle
T . : T :
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18k Step-Up
= Step-Down

Voltage Gain G
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Figure 5: Voltage gain with duty cycle

With regard to the voltage gain shown in Fig. 5, the
conventional buck—boost converter is appropriate for
applications needing a wide voltage range because it can
both step up and step down with a high voltage gain,
although it often has larger ripple and poorer efficiency.
Applications requiring a large voltage rise benefit greatly
from the step-up converter, which performs best at high
duty cycles (d =0.5) and offers higher gain and
efficiency at the expense of increased ripple. Because it
offers smaller ripple and higher efficiency, the step-down
(buck) converter is perfect for situations where voltage
reduction is required, especially when duty cycles d <
0.5. Filters are applied in order to reduce ripple and losses
for both step-up and step-down. However, at high duty
cycles, the step-down will have more ripple and
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overshoot, whereas at lower duty cycles, the step-up will
have more ripple.

Based on the design and voltage gain analysis, the
square-block buck—boost converter achieves lower voltage
gain compared to the X-block configuration. It is suitable
for low voltage output control, whereas the X-block
design offers higher voltage gain, making it ideal for
applications requiring high output voltage such as fast
battery charging. For high performance and lower losses,
the square-block and X-block buck boost converters are
used to control the load, such as forbattery chargers when
the supplier is solar array used for EV low voltage
applications.

Table 1: Key points of the three converters

Converters Square-block X-block Conventional
converters converters converters
- ; —Vsd —2dV; -dV,
Voltage gain ____~"¥a |vV= v, =
2-d)(1-d) 1-d) a-a
n= Po u= Lo
= p_u pl p,'
. bi — VU Lo — Vo Lo
Efficiency B d? V. i, L
“G-aa-ar | kG-d | _kG-a
Vi 2d V. d

4 FUZzY LOGIC CONTROL STRATEGIES FOR THE OUTPUT
VOLTAGE

DC-DC power converters in photovoltaic (PV) systems
are well-suited for fuzzy logic control, a computational
intelligence technique that simulates human reasoning to
make control decisions. Unlike traditional PID controllers,
which need an exact mathematical model, FLC is a rule-
based control strategy that can handle nonlinear and
complex systems [11].

Output voltage control is essential in PV-powered
applications because solar energy is intermittent. The
performance of traditional controllers deteriorates due to
their inability to handle temperature and irradiance
changes. FLC offers a reliable substitute by dynamically
modifying control parameters according to input
conditions, ensuring steady voltage output under variable
solar conditions [12][13].

To increase the safety of the converters that using to
charging of EVs fuzzy logic is a numerical control
strategy capable of regulating the output signal with high
performance and lower lossesthereby enabling safe
operation compared to other types of control. In
photovoltaic (PV) systems, maximum power point
tracking (MPPT) is crucial for maximizing energy output.
Artificial Intelligence (Al) techniques can greatly improve
the efficiency and effectiveness of MPPT algorithms [13].
FLC is a type of Al-based control used to track voltage in
PV systems operating with MPPT algorithm.

4.1 The system operation with fuzzy logic control

This system regulates the output voltage of aPV system
using FLC, dynamically controlling both a step-up and a
step-down buck-—boost converter. Since the PV voltage
fluctuates due to changing sunlight and temperature
conditions, the system employs aMPPT algorithm to

extract the maximum available power while maintaining a
stable output voltage [14][15].

o = [
g - @

Figure 6: FLC system

The FLC-based MPPT system is designed to enhance
the efficiency of PV energy harvesting by continuously
monitoring the PV voltage (1;,,) and current (I,,) to
determine the optimum operating point. The controller
calculates the power output and evaluates both the error
(E) and the change in error (AE), which are then used as
inputs to the fuzzy inference system. Implemented using
the Mamdani-type fuzzy logic approach, the controller
applies a set of intuitive rule-based decisions to generate a
PWM (Pulse Width Modulation) signal. This PWM output
adjusts the duty cycle of the DC-DC converter, thereby
regulating the PV operating voltage. Depending on the
input voltage level, a switching control unit activates
either the step-up or step-down buck—boost converter to
maintain operation at the maximum power point (MPPT).
The fuzzification, rule application, and defuzzification
processes allow the system to respond dynamically to
changing environmental conditions, and the control rules
used to achieve MPPT are summarized in Table 2, with
the FLC interface illustrated in Fig. 7.

XX
XX

fmppt

(mamdani)

T~
~N~ L—

Ipv

PWM

Figure 7: FLC interface

Table 2: Fuzzy control rules for PWM output

AE/E  NB NS ZE PS PB
NB PB  PS NS NS | Zero
NS PS PS NB NS NS
ZE NS NS PB Zero PB
PS NS PB PS NB PB
PB NB NB Zero Zero Zero

The inputs to the FLC are the PV voltage and current,
each characterized by five linguistic terms: negative big
(NB), negative small (NS), zero (ZE), positive small (PS),
and positive big (PB). These linguistic terms are
represented using triangular membership functions,
chosen for their simplicity and computational efficiency.
The output, which is the PWM signal used to control the
converter, is also described using the same five linguistic
terms and triangular membership functions. Fig. 8
illustrates the PWM output surface generated from fuzzy
rules. As shown, when both 1, and I,,, are low (NB), the
PWM output peaks positively, correcting the converter
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toward maximum power. The surface confirms the
smooth, nonlinear mapping of fuzzy rules across variable
PV conditions.

PWM Output Surface Based on Fuzzy Rules

Vpv=NB, Ipv=NB - PWM ~ PB
2

Vpv=ZE, Ipv=ZE - PWM ~ ZE 05
1 3 iy
s e
2 0
2 ol
44 k 05
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g - A
0 0
1 5
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Figure 8: 3D surface plot showing FLC for PWM output as a function of
Vp,, and Ipv based on fuzzy rules
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Figure 9: Membership functions of the PV current (I,,,)

As shown in Fig. 9 the horizontal axis represents the
range of I, values from -1.5 to +1.5, while the vertical
axis shows the degree of membership from 0 to 1. Each
triangle represents a fuzzy set: NB, NS, ZE, PS, and PB.
These functions are symmetrically arranged, allowing
smooth transitions between fuzzy states. Similarly to the
current input, V,,, is described over a range of -8 to +8,
and divided into five fuzzy sets with corresponding
triangular shapes. These fuzzy sets enable the system to
capture the behavior of the voltage under varying
conditions effectively. The output fuzzy sets (NB to PB)
correspond to the control signal that adjusts the duty cycle
of the converter to maintain optimal operation of the PV
system. This approach ensures fine-grained control and
robust response to input variations as shown in Fig. 10.

Membership function plots ot points 181

NB NS ZE PS PB

z 0 2 4
input variable "Vpv"

Figure 10: Membership functions for the PV voltage
(Vow)
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Figure 11: The membership functions of the PWM output

The fuzzy rule base includes 25 control rules that
determine the PWM output based on various
combinations of PV voltage and current. These rules are
derived from expert knowledge and are designed to
respond effectively to dynamic solar conditions by
adjusting the converter’s duty cycle. For instance, when
both V,,and I,,, are in the NB region (low voltage and low
current), the output PWM is also NB, implying a strong
correction to increase power extraction. Conversely, if
both inputs are PB, indicating high voltage and current,
the controller maintains the output in the PB region to
sustain efficient operation. Below a brief description of
some of the fuzzy rules is given:

e IfV,, isNB and L,, is NB, then PWM is PB.
e IfV,, is NB and [,, is NS, then PWM is PS.
e IfV,,isNB and I,, is ZE, then PWM is NS.

This pattern continues for all 25 combinations, creating a
control surface that handles varying operating conditions.
The fuzzy operators used include the minimum (MIN)
method for the AND operation and implication, the
maximum (MAX) method for aggregation, and the
centroid method for defuzzification, which calculates the
center of gravity of the aggregated output membership
functions to produce the final PWM signal.

5 CASE STUDY : SIMULATION OF BUCK—BOOST
CONVERTER WITH FLC

A simulation of a PV system with a buck-boost
converter controlled by an FLC was performed in
MATLAB/Simulink. The FLC successfully tracked the
maximum power point under varying irradiance levels by
adjusting the PWM signal based on the error and change
in power error. The system responded quickly to changes
in sunlight and stabilized the output voltage and power
with minimal oscillation. Compared to conventional
methods, the FLC showed improved efficiency and
dynamic performance.

Figure 12: Step-down buck—boost model with FLC

If the PV voltage is higher than required, the step-down
buck—boost converter reduces it by adjusting the switching
duty cycle to regulate the output, as shown in the output of
Fig. 13 the input voltage will be in between 30 and40 V
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but the output voltage will be with a smooth 10V output,
which is used to slowly charge EV batteries due to the
lower output voltage.

<V_Pv=
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o 1 H 3 4 5 5 7

Figure 13: Output voltage of step-down buck—boost with FLC
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Figure 14: Step-up buck—boost model with FLC
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When the PV voltage is lower than the desired output,
the step-up buck—boost converter increases the voltage by
controlling the energy stored and released by the inductor.
As shown in Fig. 15, this results in an output voltage that
exceeds the input, with low ripple and improved
efficiency — ideal for fast EV battery charging.
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Figure 15: Output voltage of step-up buck—boost with FLC

Efficiency vs Battery Capacity
100 ‘ T T T T T

—©— Conventional

—&—Step Down
Step Up

Efficiency (%)

75 L L L L L L L
100 200 300 400 500 600 700 800 900 1000
Battery Capacity (AH)

Figure 16: Efficiency comparison of converters
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Fig. 16 illustrates the efficiency comparison among
three converter configurations: a conventional buck—boost
converter, a fuzzy logic—controlled step-down hybrid
converter, and a fuzzy logic—controlled step-up hybrid
converter. The graph plots battery capacity (in ampere-
hours, Ah) against charging efficiency (in percent). Across
all tested capacities (100—1000 Ah), both fuzzy logic—
controlled converters consistently outperform the
conventional topology. The step-down FLC converter
achieves the highest efficiency values, with an average
gain of 4.24%, while the step-up FLC converter shows an
average improvement of 2.63% over the conventional
approach. This demonstrates the effectiveness of fuzzy
logic control in reducing ripple, enhancing voltage
regulation, and optimizing power flow during the charging
process. The performance advantage becomes more
noticeable at lower battery capacities, which are more
sensitive to switching and control losses, further
supporting the suitability of the proposed converter for
variable renewable energy systems such as solar-powered
EV charging.

By continuously selecting the appropriate mode, this
system ensures maximum power extraction, efficient
voltage regulation, and adaptability to environmental
changes. Compared to traditional MPPT methods, fuzzy
logic improves response time and reduces oscillations,
making this approach highly effective for renewable
energy applications. Compared to conventional buck—
boost converters, the proposed hybrid design integrates
separate step-up and step-down stages, improving both
voltage regulation and efficiency. Traditional methods
struggle with ripple and slow dynamic response,
especially under variable irradiance. Additionally, the use
of distinct X-block and square-block topologies allows
tailored optimization for high and low voltage scenarios,
which is not observed in previous approaches.

6 CONCLUSION

This paper investigates hybrid buck—boost DC-DC
converter topologies using fuzzy logic control (FLC) for
efficient photovoltaic (PV) system operation. The hybrid
converter, combining  step-up and  step-down
configurations, enhances efficiency, reduces size, and
improves reliability by adjusting the duty cycle based on
input voltage fluctuations. The FLC-based MPPT
algorithm dynamically tracks the maximum power point,
optimizing power extraction from the PV system while
maintaining a stable output voltage. The step-down buck—
boost converter operates effectively when the PV voltage
is higher than the required output, regulating the voltage to
a smooth 10 V output, ideal for electric vehicle (EV)
battery charging applications. On the other hand, the step-
up buck-boost converter is employed when the PV
voltage is lower than the desired output, boosting the
voltage to achieve higher output (up to 40 V), with low
ripple, improving charging speed and efficiency.
Compared to traditional methods, the fuzzy logic
controller enhances response time, minimizes voltage
oscillations, and adapts more effectively to changing
environmental conditions. This makes the system highly
suitable for renewable energy applications such as electric
vehicle (EV) charging.
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Abstract — This paper provides a thorough overview of
biometric identification methods, including fingerprints,
facial recognition, iris scans, voice patterns, and brainwaves.
The unique features are examined of each type and their
success rates, False Acceptance Rates (FAR), and False
Rejection Rates (FRR) are compared to highlight their
strengths and weaknesses. A novel method utilizing frontal
beta brainwaves 1is also introduced for biometric
identification with electroencephalography (EEG). This
approach offers better security and reliability, potentially
setting a new standard in biometric systems. Although not
described in detail, its benefits are outlined, and future
advancements are anticipated in brainwave-based
biometrics. Our goal is to help the understanding and
application of biometric systems, offering new insights and
possibilities for secure and reliable identification methods.
This work aims to push the boundaries of biometric research
and pave the way for future innovations in secure
identification.

Keywords:  brainwaves, biometric  identification, beta
brainwaves, EEG, FRR, FAR
Osszefoglalis — Ez a tudomanyos tanulmany atfogo

attekintést nyudjt a biometrikus azonositas Kiilonboz6
modszereirdl, beleértve az ujjlenyomatot, arcfelismerést,
iriszszkennert, hangmintizatokat és az agyhullimokat.
Vizsgaljuk minden egyes tipus egyedi jellemzoit, és
osszehasonlitjuk sikerességi aranyukat, a téves elfogadasi
ratat (False Acceptance Rate, FAR) és a téves elutasitasi ratat
(False Rejection Rate, FRR), hogy kiemeljiik erésségeiket és
gyengeségeiket. Ezen feliil bemutatunk egy 1j,
elektroenkefalogrifiain (EEG) alapulé mddszert, amely a
frontalis béta agyhullimokat hasznalja biometrikus
azonositasra. Ez a megkozelités nagyobb biztonsagot és
megbizhatésagot igér, és potencialisan j mércét allithat fel a
biometrikus rendszerek terén. Biar a modszer részletes
technikai leirasat ebben a cikkben nem fejlesztjiik ki teljes
részletességgel, vazoljuk elényeit, és bizakodassal tekintiink a
jovobeni fejlesztések felé az agyhullim-alapi biometria
terén. Célunk a biometrikus rendszerek jobb megértésének
és alkalmazasinak eldsegitése, uj betekintéseket és
lehetéségeket kindlva a biztonsagos és megbizhato
azonositasi modszerek teriilletén. Munkank arra torekszik,

hogy Kkitagitsa a biometriai kutatisok hatarait, és
megalapozza a jovobeni innovaciokat a biztonsagos
azonositasban.

Kulcsszavak: agyhullamok, biometrikus azonositas, béta

agyhullamok, EEG, FRR, FAR

1 INTRODUCTION

The science of biometrics dates back several centuries
but was accepted first as a scientific system used by the
police to identify criminals in the 19th century, when
Alphonse Bertillon developed a method for identifying
criminals based on body measurements. This field
advanced significantly in the 20th century with the
introduction of fingerprint recognition, and has continued
to evolve with technological advancements. Currently,
biometric identification is a crucial component of security
systems, providing a reliable and efficient means of
verifying identity in various applications, ranging from law
enforcement to personal device security. This paper
investigates the theoretical foundations of biometric
identification, comparing different types of biometric data
and their effectiveness.

Biometric identification is a method of recognizing
individuals based on unique physical and behavioural
characteristics. Such biometric data includes fingerprints,
facial features, iris patterns, voice characteristics, and even
brainwave patterns. Biometric identification is defined as
the utilization of these unique traits to authenticate or
identify individuals.

2 BIOMETRIC IDENTIFICATION TYPES

Biometric identification methods are essential tools for
verifying individual identities by analysing unique physical
and behavioural traits.

2.1 Fingerprint Recognition

Fingerprint recognition involves analysing the unique
ridge and valley patterns found on an individual's fingertip.
Each person's fingerprint is unique, making this method
highly reliable for identity verification. The technology
operates by capturing an image of the fingerprint, then
processing, and comparing it to a stored template to verify
identity. Despite its widespread use, fingerprint recognition
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may be influenced by dermatological conditions or injuries.
(1]
2.2 Iris Recognition

Iris recognition analyses the unique patterns in the
coloured ring (iris) surrounding the pupil of the eye. The
process involves capturing a detailed image of the iris,
which is then converted into a digital template for
comparison. Iris patterns are stable throughout a person's
life, making this method highly reliable. However, it
requires the subject to be relatively close to the camera,
which can be a limitation in some scenarios. [2]

2.3 Facial Recognition

Facial recognition identifies individuals based on
distinctive features of their faces, such as the distance
between the eyes, nose shape, and jawline. Advanced
algorithms analyse a captured image or video of a face and
compare it to stored templates. While facial recognition is
convenient and not intrusive, it can be affected by changes
in appearance due to aging, makeup, or facial hair, and even
varying lighting conditions. [3]

2.4 Voice Recognition

Voice recognition uses vocal traits for identity
verification. Each person's voice has unique characteristics,
such as pitch, tone, and cadence, which can be analysed and
used for secure access to devices and services. The
technology records a voice sample, extracts features, and
matches them against a stored voiceprint. However, it can
be influenced by background noise, or vocal changes
caused by illness. [4]

2.5 Retina Scanning

Retina scanning examines the unique pattern of blood
vessels at the back of the eye. This method requires close
proximity to the scanning device, ensuring high accuracy.
The process involves shining low-intensity light into the
eye and capturing the reflection from the retina. While it is
highly secure, retina scanning can be uncomfortable for
users and requires heavily specialized equipment. [5]

2.6 Hand Geometry Recognition

Hand geometry recognition studies the shape and
structure of an individual's hand, including the length and
width of fingers and the contours of the palm. Hand
geometry scanners capture an image of the hand and
compare it to a stored template. [6]

2.7 Vein Recognition

Vein recognition maps the unique pattern of veins in a
person's palm or finger. This method provides high security
because vein patterns are difficult to replicate and are
located beneath the skin's surface, making them less
susceptible to external damage or alteration. The
technology uses near-infrared light to capture an image of
the veins, which is then processed and compared to stored
templates. [7]

2.8 Gait Recognition

Gait recognition analyses an individual's walking
pattern, which is unique and can be used for continuous
identification and surveillance. This method captures and
analyses the motion dynamics and rhythm of a person's gait
through video footage or wearable sensors. However, it can
be influenced by changes in walking conditions, such as
injuries. [8]

2.9 Ear Recognition

Ear recognition focuses on the unique morphological
features of an individual's ear. This method holds potential
in various environments due to the distinctiveness of ear
features and their stability over time. Ear recognition
systems capture an image of the ear and compare it to stored
templates. [9]

2.10 DNA Matching

DNA matching involves comparing genetic codes to
verify identity, making it vital in forensic analysis and
paternity tests. Each person's DNA is unique, except for
identical twins, providing a definitive means of
identification. DNA samples can be collected from
biological samples containing blood, hair, skin cells, or
other biological materials. While highly accurate, DNA
matching is time-consuming and requires specialized
laboratory equipment, making it unsuitable for real-time
identification. [10]

3 FAR AND FRR BASED ANALYSIS

3.1 FAR

The False Acceptance Rate (FAR) is the probability that
a biometric security system will incorrectly accept an
unauthorized person as an authenticated user. It quantifies
the likelihood of the system misidentifying an individual,
allowing access to someone who should be denied.
[11]Calculation of the FAR is presented in equation (1).

Nfp

FAR = ————
Nfp + Ntn

100% (1),

where Nfp denotes the number of false positives, and Ntn
represents the

number of true negatives.

3.2 FRR

The False Rejection Rate (FRR) is the probability that a
biometric security system incorrectly rejects an authorized
person. It measures the likelihood of the system failing to
recognize a legitimate user, denying them access.
Calculation of the FRR is determined as shown in equation

(2) [11]:

Nfn
FRR = > 100%, (2)

Nfn+ Nt

where Nfi denotes the number of false negatives, and Nip
corresponds tonumber of true positives.

3.3 Overall Error

By summing the FAR and FRR values upand dividing
the resultant value by the total number of accesses, one may
calculate the overall error rate (3). [11]

Error = FAR + FRR. (3)
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3.4 TAR and TRR

3.4.1  True Acceptance Rate (TAR): The probability that
a biometric system correctly accepts an
authorized user. [12]

TAR =1—-FRR (4)
3.4.2  True Rejection Rate (TRR): The probability that a

biometric  system  correctly

unauthorized user. [12]

rejects  an

TRR =1—FAR (5)

4 FAR AND FRR RATES OF MOST USED BIOMETRIC
IDENTIFICATION METHODS

4.1 The False Rejection Rate (FRR) and False
Acceptance Rate (FAR) for Fingerprint Recognition
Systems

Fingerprint recognition systems have been extensively
studied due to their widespread use in security applications.
Numerous studies have highlighted the performance of
these systems under different conditions.

4.1.1

Baseline models show an FRR ranging from 14.67% to
17.57% at an FAR of 0.1% under challenging conditions
such as a 10% occlusion ratio. Improved models have
reduced the FRR to 9.99% under the same conditions. [13]

4.1.2  US-VISIT System:

The US-VISIT study demonstrated a True Acceptance
Rate (TAR) of approximately 96%, corresponding to an
FRR of approximately 4%, with an FAR of 0.09% for a
large database of 6 million fingerprints. Using high-quality
fingerprint images, the TAR increased to 98% (FRR of 2%)
at an FAR of 0.01%. [14]

4.1.3

Robust Partial Fingerprint Recognition:

Optical Spatial-Frequency Correlation System
(0SC):

This system achieved an FRR and FAR balance point
(Equal Error Rate or EER) at around 0.527. Under real-
world conditions, the performance of this system was found
to be very high, with significant accuracy improvements
compared to commercial systems. [15]

4.1.4

The performance of fingerprint systems can vary widely.
For example, the TAR ranged from 56.10% to 99.01%
when the FAR was held constant at 0.01% in various tests.
State-of-the-art systems achieved TARs greater than 98%,
indicating an FRR of less than 2% at this FAR threshold.
[16]

General Findings from Multiple Studies:

Fingerprint recognition

10 FAR s ;
2 FRR
R= 1 1
€ 01 ]
S o001 -
0.001

Partialvs-visit OSC General

Figure 1: Statistical representation of the different FAR and FRR rates
in fingerprint recognition

4.2 FRR and FAR for Iris Recognition Systems

Iris recognition is highly regarded for its precision and
reliability. Multiple studies have examined the performance
of these systems.

4.2.1  Study on Combined Feature Extraction Methods:

This study utilized databases such as CASIA V1.0 and
MNU V.2. The reported results for the CASIA V1.0
database showed an FAR of approximately 0.02% and an
FRR of around 0.19%. [12]

4.2.2

In a comprehensive review of various techniques,
including the use of Gabor filters and wavelet transforms,
the FRR and FAR were found to be highly dependent on
the feature extraction and matching algorithms used.
Typical values from reviewed studies showed FAR values
ranging from 0.1% to 0.5% and FRR values from 0.5% to
1.5%. [18]

Review of Different Iris Recognition Techniques:

Iris recognition

10 FAR momsmm
e ] FRR s
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0.001 :
Combined Different
Features Techniques

Figure 2: Statistical representation of the different FAR and FRR rates
in iris recognition

4.3 Facial Recognition FRR and FAR Study Results
4.3.1  NIST Study on Face Recognition Algorithms:

The National Institute of Standards and Technology
(NIST) has conducted extensive evaluations of facial
recognition algorithms through its Face Recognition
Vendor Test (FRVT) program. Their studies revealed
significant variation in accuracy among different
algorithms. In their 2019 evaluation, NIST found that the
most accurate algorithms could achieve very low error
rates: False Acceptance Rates (FAR) of approximately
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0.25% and similarly low False Rejection Rates (FRR) for
specific demographic groups. However, the performance
varied considerably across demographics, with error rates
sometimes differing by factors ranging from 10 to 100
times depending on the algorithm and the demographic
group in question. [19]

4.3.2

A study published in the International Journal of
Intelligent Unmanned Systems examined a multimodal
biometric system combining facial and voice recognition
using K-Nearest Neighbours (KNN) classifier. This system
reported a FAR of 0.5% and an FRR of 0.75%, showcasing
the improved accuracy when integrating multiple biometric
modalities. [20]

Multimodal Biometric System Study:

Facial recognition

10k FAR s ]
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k= 1§ 1
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Figure 3: Statistical representation of the different FAR and FRR rates
in facial recognition

4.4 FRR and FAR for Voice Recognition Systems

4.4.1  Multimodal Biometric System Using KNN
Classifier:

In a study that incorporated both facial and voice
recognition, the system achieved a FAR of 0.5% and an
FRR of 0.75%. This study utilized algorithms such as the
Viola-Jones method for face detection and Mel-frequency
cepstral coefficients for processing voice data, which were
integrated using a KNN classifier. [21]

4.5 FRR and FAR for Retina Scanning
4.5.1  FRR and FAR Values:

A study reported that retina scanning has a False
Rejection Rate (FRR) of 1.8%, which underscores its high
accuracy in identifying individuals correctly. The False
Acceptance Rate (FAR) for retina scanning has been
reported to be extremely low, with some findings
suggesting an error rate as low as 1 in 10 million. [22]

4.5.2  Effect of Distance from the Sensor:

Retina scanning requires close proximity to the scanning
device, similar to looking through a microscope. This
necessity for closeness means that any deviation from the
optimal distance may negatively impact the accuracy and
effectiveness of the scan. This requirement necessitates
user compliance and comfort with the scanning procedure,
as maintaining the correct position is crucial for accurate
readings. This need for precise positioning and the potential
discomfort it causes may contribute to higher FRR if the
user moves or fails to position their eye correctly. [22]

4.6 Hand Geometry Recognition: FRR and FAR Metrics
4.6.1

This study combined hand geometry and vascular
patterns for biometric recognition, achieving high
recognition accuracy. The reported Equal Error Rate
(EER), representing the point at which FAR and FRR are
equal, was 0.06%. While the study focuses on EER, this
low value suggests that both FAR and FRR are minimal.
[23]

Hand Geometry and Vascular Patterns Study:

4.6.2

Hand geometry systems typically exhibit FARs and
FRRs ranging from 0.1% to 0.2%. These figures indicate
high reliability in distinguishing between authorized and
unauthorized users. [23]

4.6.3  Neural  Network-Based
Recognition:

General Hand Geometry Recognition:

Hand  Geometry

A research project employing neural networks for hand
geometry recognition reported an FAR of 0.13% and an
FRR 0f 0.14%. These values reflect the robustness of neural
network classifiers in improving the accuracy of biometric
systems. [24]

Hand Geometry recognition
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Figure 4: Statistical representation of the different FAR and FRR rates
in hand geometry recognition

4.7 FRR and FAR of Vein Recognition

FRR and FAR results from recent studies on vein
recognition, particularly finger vein and hand vein
recognition.

4.7.1

A systematic review on finger vein recognition
techniques reported that modern algorithms have improved
significantly. The study indicated that some advanced
methods achieve FRRs as low as 0.15% and FARs of
around 0.1% [25]

Another study utilizing a convolutional neural network
(CNN) for finger vein recognition reported an FRR of
0.11% and an FAR of 0.07%, highlighting the high
accuracy and reliability of CNN-based methods. [26]

4.7.2

A study focusing on dorsal hand vein recognition using
CNNs found that FRR and FAR could be reduced to 1.2%
and 1.5%, respectively, when using a feature learning and
transfer learning approach [27]

Finger Vein Recognition:

Hand Vein Recognition:
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Another research highlighted that using a combination of
texture and shape clues in hand vein recognition resulted in
an FRR of 1.34% and an FAR of 1.05%, demonstrating the
effectiveness of multimodal feature integration. [27]

Vein recognition
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Vein and vein

Figure 5: Statistical representation of the different FAR and FRR rates
in vein recognition

4.8 False Rejection Rate (FRR) and False Acceptance
Rate (FAR) of Gait Recognition
Security  and
Authentication:

This study reported an FRR of 4.17% and an FAR of 0%
using gait data from specific datasets, including OU-ISIR.
(28]

4.8.2  OpenGait Benchmark Study:

An in-depth analysis in the OpenGait study highlighted the
practical challenges and performance variations across
different environmental conditions. It reported that certain
advanced models could achieve an FRR of 5.44% and FAR
0f 0.05% under optimized, controlled settings. [29]

483

A study focusing on convolutional neural network (CNN)
models for gait recognition achieved an FRR of 3.2% and
an FAR of 2.1%, demonstrating the potential of deep
learning techniques in improving gait recognition accuracy.
[30]

4.8.1 Privacy  Enhanced  Gait

Gait Recognition using CNNs:

Gait recognition
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Figure 6: Statistical representation of the different FAR and FRR rates
in gait recognition

4.9 An overview of the FAR and FRR rates

Table 1: Comparative summary of FAR and FRR rates

41 (42 |43 (44 (45|46 |47 |48

00 |00 |05 |05 |-* (01100 |21
1% [ 2% | % % % | 7% | %

2% (0.1 (07 [07 [1.8]0.1 0.1 |32
9% [ 5% | 5% | % | % | 1% | %

o) ]
FU,;U = >

The values presentedin the table represent the most
favourable for each type of biometric identification
method.

* No conclusive FAR value was reported for retina
scanning. For further details, see section (4.5), as the
number from 4.1 to 4.8 corresponds to the subsection
numbers.

Comparison of FRR and FAR rates

100 FAR s
1SN 10 FRR s
<
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0.001
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Figure 7: Statistical representation of the different FAR and FRR rates
across different biometric identification methods

As observed, FAR and FRR rates are impressively small
throughout every method of biometric identification type,
however, these statistical numbers represent measurements
taken in ideal laboratory conditions, where no attempts at
impersonation were present. There are multiple weak
points to each of the methods (as mentioned above in the
definitions of the methods), some of which are easier to
exploit than others.

Accordingly, the pursuit for a safer biometric
identification method still continues. One possible solution
to such an impossible task might be brainwave-based
identification.

5 BRAINWAVE BIOMETRIC IDENTIFICATION -
THEORETICAL BACKGROUND

5.1 Overview

Brainwaves are electrical patterns generated by the
synchronized firing of neurons in the brain. There are
several types of brainwaves, each associated with different
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states of consciousness and mental activities. . These
electrical signals generate electromagnetic waves, and their
measurement through electroencephalography (EEG)
unveils the dynamic landscape of neural activity. Neurons,
the fundamental units of the brain, communicate through
electrical impulses.

5.2 Types of brainwaves

When large groups of neurons fire in a coordinated
manner, they produce distinct and measurable wave
patterns. These patterns are categorized based on their
frequency, measured in Hertz (Hz), and are related to
distinct mental states.

5.2.1  Alpha brainwaves (8 — 13 Hz)

Alpha waves are associated with a relaxed and alert state
of consciousness. They are typically observed when the
mind is calm, such as during meditation or light relaxation.
Alpha waves are also observed when the eyes are closed
but the individual is not asleep. Increased alpha activity
may enhance learning, concentration, and mental
coordination. [33]

5.2.2  Beta brainwaves (13 — 30 Hz)

Beta waves are associated with active, analytical thought
and concentration. They predominate during wakefulness,
especially when engaged in problem-solving, decision-
making, or focused mental tasks. Higher beta frequencies
are associated with stress and anxiety, while lower beta
frequencies are linked to heightened alertness and cognitive
engagement.

Different categorization methods: Categorizing beta
brainwaves involves various methods aimed at discerning
distinct aspects of their activity, contributing to a nuanced
understanding of cognitive states. This enables researchers
and clinicians to interpret neural dynamics
comprehensively. Several categorization methods for beta
brainwaves encompass frequency bands, task-related
changes, and spatial distribution.

Spatial Distribution:

Rolandic beta brainwaves: Rolandic beta waves
originate in the sensorimotor cortex, playing a crucial role
in motor planning and execution. These waves are
implicated in motor functions and are often observed
during movement preparation. [31], [34]

Frontal beta brainwaves: Frontal beta waves
emanate from the frontal lobe, contributing to higher
cognitive functions, decision-making, and executive
control. Frontal beta activity is linked to active mental
engagement, attentional control, and complex cognitive
processes. [31], [34]

5.2.3  Gamma brainwaves (30— 100 Hz)

Gamma waves are the fastest brainwaves and are
associated with high-level cognitive functions, such as
memory recall and problem-solving. They are further
linked to peak states of concentration and heightened
perception. Gamma waves are thought to play a role in
integrating information across different brain regions and
are associated with moments of insight and learning.[33]
5.2.4  Theta brainwaves (4 - 8 Hz)

Theta waves are commonly present during light sleep,
deep relaxation, and meditation. They are also associated

with creativity, intuition, and a dream-like state. Theta
waves play a role in memory consolidation and are often

observed during the early stages of sleep or when engaged
in activities requiring a focused, yet relaxed, state of mind.
[38]

5.2.5  Delta brainwaves (0.4 — 4 Hz)

Delta waves are the slowest brainwaves and are most
prominent during deep sleep. They are associated with the
restorative and healing functions of sleep, including
physical rejuvenation and immune system maintenance.
Delta waves are crucial for overall well-being and are
indicative of the deepest stages of non-REM sleep. [33]

5.3 Types of identification brainwave methods

Brainwave identification, a subtype of biometrics, uses
the brain's unique electrical patterns as a distinguishing
characteristic. Several methods have been used to extract
these different patterns.

5.3.1  Power Spectral Density — PSD

PSD is a fundamental signal processing technique that
decomposes a signal into its constituent frequency
components. In the context of brainwaves, PSD provides a
spectral representation of brain activity. By quantifying the
power distribution across different frequency bands (delta,
theta, alpha, beta, gamma), PSD offers insights into the
overall brain state and cognitive processes. For
identification, variations in the spectral power distribution
across individuals can serve as discriminating features. [35]
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Geometrical features focus on the shape and form of
brainwave signals. Fractal dimension metrics quantify the
complexity and self-similarity of the EEG signal and serve
as discriminative features. Additionally, techniques like
principal component analysis (PCA) and independent
component analysis (ICA) are applied to reduce
dimensionality and extract underlying components. [36]

5.3.3

Machine learning algorithms excel at finding patterns in
complex datasets. Support Vector Machines (SVMs),
Random Forests, and Artificial Neural Networks (ANNs)
are commonly used for brainwave classification. These
algorithms can learn to differentiate individuals based on
extracted features. [32,37]
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Geometrical Approach

Machine Learning

Time-Frequency  Analysis  with ~ Wavelet

Transform

The wavelet transform offers a powerful tool for
analysing the time-frequency characteristics of brainwaves.
By decomposing the signal into different frequency
components at different time scales, it reveals how brain
activity evolves over time. Wavelet coefficients can be used
as features for classification, capturing both the spectral and
temporal aspects of brainwave patterns. [38]

5.35

DTW is a versatile algorithm for comparing time series
data, making it suitable for beta wave analysis. It allows for
non-linear alignment of two time series, accommodating
variations in speed and rhythm. By calculating the distance
between two beta wave sequences using DTW, it's possible
to assess their similarity and determine if they originate
from the same individual. [39]

5.3.6  Hidden Markov Models

Dynamic Time Warping — DTW
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HMMs are probabilistic models that are well-suited for
capturing the temporal dynamics of brain signals. By
modelling brainwave sequences as a hidden Markov
process, it's possible to represent the underlying states and
transitions between them. HMMs can be used for both
classification and generation of synthetic brainwave
patterns. [40]

5.3.7

Entropy quantifies the degree of disorder or randomness
in a system. Applied to brainwaves, it can quantify the
complexity and variability of brain activity. Individuals
might exhibit distinct entropy levels in their brainwave
patterns, providing another feature for identification.
[41,42]

5.4 Measuring brainwaves

Entropy Measures for Complexity Analysis

Brainwave measurement technologies record and
analyse the electrical activity produced by neurons in the
brain. These techniques are critical for studying brain
function and detecting neurological disorders. Various
approaches have distinct advantages in terms of temporal
and spatial resolution, invasiveness, and practical use.

54.1

Electroencephalography (EEG) is one of the most used
brainwave measurement methods. It involves placing
electrodes on the scalp to detect and record the electrical
activity generated by neurons. EEG captures brainwaves in
real-time, offering high temporal resolution, which makes
it particularly useful for studying dynamic brain activities
such as sleep, cognition, and epileptic seizures. The process
begins with strategically placing electrodes on the scalp,
usually following the International 10-20 system. The
electrodes pick up electrical signals produced by neuronal
activity, which are then amplified and recorded for further
analysis. EEG is widely used in clinical diagnosis for
conditions like epilepsy, sleep disorders, and brain injuries,
as well as in research settings to study cognitive processes
and brain functions. Despite its advantages, EEG has
limited spatial resolution and is prone to artifacts from
muscle movements and external electrical sources. [43]

5.4.2  MEG — Magnetoencephalography

Magnetoencephalography (MEG) measures the
magnetic fields produced by neural activity, providing high
temporal resolution comparable to EEG but with better
spatial accuracy. MEG sensors detect the magnetic fields
generated by neuronal activity, which are then recorded and
mapped to localize the source of the brain activity. This
technique is highly valuable for clinical applications, such
as mapping brain function prior to surgery, especially for
epilepsy patients. It is also used extensively in research to
study brain dynamics and functional connectivity. While
MEG offers improved spatial resolution over EEG, it is
more expensive and requires specialized facilities.
Additionally, MEG is sensitive to head movements, which
can affect the quality of the data. [44]

54.3

Functional Magnetic Resonance Imaging (fMRI)
indirectly measures brain activity by detecting changes in
blood flow and oxygenation levels, offering excellent
spatial resolution. The fMRI process involves placing the
subject in an MRI scanner, where a strong magnetic field is
applied. The scanner detects changes in blood flow and
oxygenation associated with neural activity, collecting data

EEG — Electroencephalography

fMRI - Functional Magnetic Resonance Imaging

over time to map brain activity. This method is particularly
useful for identifying brain regions affected by stroke,
tumours, or neurological disorders, and for investigating
brain function and cognitive processes. However, fMRI has
slower temporal resolution compared to EEG and MEG, is
expensive, and may cause discomfort due to the confined
space of the MRI scanner. [45]

5.4.4

Near-Infrared Spectroscopy (NIRS) uses light to monitor
changes in blood oxygen levels in the brain, providing a
portable and non-invasive method for measuring brain
activity. NIRS devices emit near-infrared light into the
scalp, which penetrates the brain and is absorbed differently
by oxygenated and deoxygenated blood. Detectors measure
the reflected light, offering information about blood oxygen
levels and, consequently, brain activity. NIRS is used in
clinical monitoring, cognitive research, and portable
applications such as field studies. Its advantages include
portability, non-invasiveness, and real-time monitoring
capabilities. [46]

5.4.5  fNIRS - Functional Near-Infrared Spectroscopy

Functional Near-Infrared Spectroscopy (fNIRS) is a
variation of NIRS that measures brain activity by detecting
changes in blood oxygenation levels during cognitive tasks.
The process involves emitting near-infrared light into the
scalp, which is absorbed differently by oxygenated and
deoxygenated blood. Detectors measure the reflected light,
providing information on blood oxygen levels. fNIRS is
applied in cognitive research, clinical applications, and
portable applications such as field studies. [47]

54.6

Positron Emission Tomography (PET) involves injecting
radioactive tracers to visualize brain activity, providing
insights into metabolic processes and neurotransmitter
functions. The process starts with injecting a radioactive
tracer into the bloodstream, which accumulates in areas of
high activity. The PET scanner detects the gamma rays
emitted by the tracer, and the data are reconstructed into
images showing tracer concentration. PET is used for
clinical diagnosis, research, and drug development,
offering unique insights into brain metabolism and
chemistry. However, PET requires the injection of
radioactive tracers, is expensive, and has slower temporal
resolution compared to EEG and MEG. [48]

NIRS - Near-Infrared Spectroscopy

PET - Positron Emission Tomography

5.4.7  SPECT - Single Photon Emission Computed
Tomography
Single Photon Emission Computed Tomography

(SPECT) is analogous to PET but uses different tracers and
detection methods. After injecting a radioactive tracer into
the bloodstream, the SPECT scanner detects gamma rays
emitted by the tracer, and the data are reconstructed into 3D
images showing tracer distribution. SPECT is used in
clinical diagnosis, neuroscience research to assess brain
perfusion, detect seizures, and diagnose dementia. While
SPECT provides functional imaging and can image deep
brain structures, it requires radioactive tracers, has lower
spatial and temporal resolution compared to PET and fMRI,
and involves exposure to small amounts of radiation. [49]

34



Réka Veronika Sallay & Arnold Oszi (2025): Brainwaves in Biometric Identification: A Theoretical Framework and
Novel Methodology Bdnki Kozlemények 7(2), 28-37

6 INTRODUCING A NEW METHOD

6.1 Motivation

In the field of biometric identification, a new frontier is
emerging that uses the unique electrical signals of the brain
to validate individuals. This cutting-edge technique, known
as brainwave-based biometric identification, takes
advantage of the distinct properties of brainwaves. In this
study, we focus on beta brainwaves, which range from 13
to 30 Hz, and are mostly connected with active, analytical
cognition and high levels of cognitive engagement. These
waves, with their complicated and individualized patterns
that reflect a person's unique cerebral activity during
cognitive tasks, offer a viable option for biometric
identification.

While most brainwave-based biometric identification
systems have generally centred on alpha brainwaves, which
are associated with relaxation and alertness, focusing on
beta brainwaves introduces a novel dimension to biometric
identification research. Beta waves vary significantly
between persons during tasks that require concentration and
problem-solving, providing a rich source of data for
creating robust identification algorithms.

Electroencephalography ~ (EEG) is the  most
straightforward and accessible method for measuring
brainwave activity, making it particularly suitable for
practical biometric applications. EEG involves placing
electrodes on the scalp to detect and record the electrical
activity generated by neurons, offering real-time brainwave
capture with high temporal resolution. This ease of use and
non-invasive nature make EEG a preferable choice over
other measurement techniques like MEG, fMRI, and PET,
which can be more complex, expensive, and less accessible.

Implementing brainwave-based identification methods
such as power spectral density, geometrical approaches,
machine learning, time-frequency analysis with wavelet
transform, dynamic time warping, hidden Markov models,
and entropy measures for complexity analysis involves
considerable computational load and time. These
techniques require sophisticated processing to effectively
extract, decode, and classify the unique brainwave patterns,
ensuring reliable and secure biometric identification.

6.2 Our Novel Method

To enhance the investigation of brainwave-based
biometric identification, we launched a comprehensive
research program centred on the distinct patterns of frontal
beta brainwaves. Our goal is to create a robust and reliable
biometric identification system that makes use of the
complexities of these brainwave patterns. To support this
aim, we developed a simpler EEG circuit designed
exclusively for this study. Our circuit is inspired by the
following design [50], that is specifically built for alpha and
beta brainwaves combined data acquisition.

Our custom-built simplified EEG circuit is designed to
be both efficient and user-friendly, powered by two 9V
batteries to ensure portability and ease of use. This circuit
can capture the delicate electrical signals produced by
neuronal activity in the frontal lobe, which are crucial for
analysing beta brainwaves. We hope to take advantage of
the distinct cognitive engagement patterns that occur during

concentration and problem-solving tasks by focusing on the
frontal lobe.

The captured brainwave data is transmitted to a computer
via a dedicated connection. We have developed a
specialized software program that receives these signals in
the form of audio files. This program is a critical
component of our research setup, designed to handle the
complex processing requirements of brainwave data. Upon
receiving the audio files, the program converts them into
the appropriate digital format for further analysis.

One of the key functionalities of our software is its
ability to plot the measured brainwave data points,
providing a visual representation of the neural activity. This
visual output is essential for initial inspections and real-
time monitoring during data acquisition sessions. Beyond
plotting, the program also employs Fourier transform
techniques to convert the time-domain signals into their
frequency-domain counterparts. This transformation is
necessary for isolating and analysing the specific beta wave
frequencies, allowing us to delve deeper into the unique
patterns associated with individual cognitive engagement.

7 b S

Figure 8: Our simplified EEG circuit in real life

Fig. 8 shows our simplified EEG circuit specifically to
measure frontal beta brainwaves and convert them to a
usable file format to computers.
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Figure 9: The representation of subject 1’s measured frontal beta
brainwave

Fig. 9 illustrates an example of the graphical
representationof the, frontal beta brainwave in Fourier
space, measured from Subject 1 using our custom device.
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Currently our program can only measure for a short
duration, due to data size constraints (approximately 44,100
samples per second).

7 FUTURE PLANS

As discussed before, the device currently can only
measure for about half a second because of computational
problems regarding the data size. In the future we aim to
extend the recording duration to at least 10 minutes.

Also, we wish to compare the different measurement
types, and identify differences and similarities between
alpha, beta, and frontal beta brainwaves, to discover the
brainwave-based identification method with the lowest
FAR and FRR rate.

We also plan to take measurements from a bigger data
pool and public to include a more diverse and statistically
representative sample.

8 CONCLUSION

This study presents a theoretical exploration of
brainwave applications in biometric identification,
covering multiple frequency bands and introducing a novel
method focusing on frontal beta brainwaves. Leveraging
electroencephalography (EEG), this method expands the
scope of biometric systems. Brainwaves, generated by
synchronized neuronal activity, offer insights into various
states of consciousness. Beta brainwaves, associated with
analytical thought, are categorized based on frequency and
subjected to different identification methods. EEG, a key
measurement technique, captures and analyses brainwave
patterns, contributing to advancements in biometric
identification. Ongoing research focuses on beta
brainwaves, employing a novel approach that diverges
from existing methodologies. The paper concludes by
presenting measurements of frontal beta brainwaves and
Fourier transform analysis, highlighting our efforts to
reduce signal noise and enhance salient featuresfor
improved identification accuracy.
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Abstract — This study presents the principles of fuzzy logic
and the operation of the Adaptive Neuro-Fuzzy Inference
System (ANFIS). It then focuses on the analysis of the
Hungarian, unaccented finger-spelling alphabet using the
ANFIS approach. In the course of the research, a specific
finger-spelling gesture was selected, through which the
application of image processing techniques and the results
obtained are demonstrated.

Keywords: hearing impairments, sign language, finger-spelling
alphabet, fuzzy logic, ANFIS, image processing techniques, edge
detection, image denoising, image enhancement, fuzzy clustering

Osszefoglalo — A tanulmany a fuzzy logika alapelveit és az
adaptiv neuro-fuzzy kovetkeztetési rendszer (ANFIS)
miikodését mutatja be. Ezt kovetden a magyar, ékezet nélkiili
ujj-betiiz6 4abécé ANFIS-modell segitségével torténd
elemzésére osszpontosit. A kutatas soran egy konkrét ujj-
betiizd gesztus Keriilt kivalasztasra, amelyen Kkeresztiil
bemutatasra keriilnek a képfeldolgozasi technikak
alkalmazasa és az ezekbdl levezetett eredmények.

Kulcsszavak: hallassériilt, jelnyelv, ujj-betlizé abécé, fuzzy
logika, ANFIS, képfeldolgozasi technikdk, élérzékelés,
képzajmentesités, képjavitas, fuzzy klaszterezés

1 INTRODUCTION

According to the World Health Organization (WHO),
more than 1.5 billion people worldwide live with hearing
impairments, which accounts for approximately 20% of the
global population. Among them, nearly 35 million children
are affected. Projections suggest that by 2050, this number
is expected to rise to 2.5 billion, with about 766 million
individuals requiring hearing rehabilitation. From a
medical perspective, hearing loss is defined as a hearing
threshold of 35 decibels (dB) or higher, as indicated by an
audiogram. Around 80% of people with hearing loss live in
low- and middle-income countries, and the prevalence
increases with age. For instance, over 25% of people aged
60 and above suffer from hearing loss. The severity of
hearing loss can vary (mild, moderate, severe, or profound)
and may affect one or both ears, hindering the ability to
perceive conversational speech, or even loud sounds [1].

Hearing impairment significantly affects the ability to
communicate verbally, making interaction between hearing
and hearing-impaired individuals difficult. In this context,
sign language becomes the primary means of
communication for individuals with hearing impairments.
However, for hearing individuals, understanding sign
language poses a considerable challenge since they are
typically unfamiliar with the meanings of gestures and
signs. Effective communication requires individuals to
either learn a common language or rely on the assistance of
interpreters. However, the use of sign language interpreters
can be time-consuming and resource-intensive, which may
limit the privacy of individuals with hearing impairments.

Sign language is one of the most advanced visual
communication systems used as a first language by deaf
and hard-of-hearing individuals. Each country has its own
sign language and grammatical structure. For example,
there are British, American, Spanish, Japanese, Chinese,
and Arabic Sign Languages. Sign language enables deaf
individuals to express their thoughts and reach their full
potential. Linguistic research indicates that sign language
meets all the criteria for natural languages, as it developed
through the interactions of deaf communities [2].

Sign language has a unique "alphabet", known as finger-
spelling or dactylology. In Hungary, two types of sign
language finger-spelling are used: the Hungarian accented
dactylic alphabet and the Hungarian phonemic finger-
spelling alphabet. Finger-spelling represents the letters of
the alphabet through the shape of the hand and fingers as
well as the hand's position. It is an integral part of
Hungarian Sign Language and the signed Hungarian. The
phonemic finger-spelling alphabet is primarily used to spell
out foreign words, technical terms, and concepts for which
there are no corresponding signs in Hungarian Sign
Language [3].

The paper is organized as follows: Section 2 provides an
overview of hearing impairments and the importance of
sign language as a means of communication. It also
introduces the Hungarian unaccent dactylic alphabet and
highlights the challenges of learning and recognizing sign
language gestures. Section 3 discusses the theoretical
background of fuzzy logic and the the Adaptive Neuro-
Fuzzy Inference System (ANFIS), while Section 4 focuses
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on the experimental setup and image processing techniques
used. Section 5 presents the results and analysis of the
Hungarian unaccented dactylic alphabet recognition, and
Section 6 concludes with a summary of findings and future
research directions.

2 INTERNATIONAL AND NATIONAL EXPERIENCES

In [4], the authors focused on the analysis of spatial
features in sign language gestures. In their research, they
utilized data derived from the spatial recognition of hand
skeletons and musculature, and concluded that these
features play a crucial role in addressing the similarity
issues among sign language words. They also highlighted
that the diversity and complexity of movement features
pose significant challenges in accurate recognition of
spatial characteristics.

To solve these issues, the researchers suggested the use
of spatial cubes, which are capable of handling
continuously varying features. The input data were
transformed using 3D wavelet transformation (3D-WT),
which were then fuzzified and used as input vectors for the
ANFIS. This method was able to adaptively learn the 3D
spatial features of the hand joints, which were integrated
through an iterative learning process to provide rich
contextual information for accurate recognition of dynamic
sign language words.

The success of the method was partly attributed to the
application of fuzzy logic, which more closely resembles
human thought processes and natural language compared
to traditional logical systems. One of the major advantages
of fuzzy logic is the simplicity with which its mathematical
principles can be applied. ANFIS combines the strengths of
artificial neural networks (ANN) and fuzzy logic (FL)
systems, making it highly effective in modeling complex
sign language systems.

The applied method achieved remarkable results, with
recognition accuracy for one- and two-handed sign
language words exceeding 90%, marking a significant
advancement in the field of dynamic sign language
systems.

3 THEORETICAL FOUNDATIONS OF THE
RESEARCH

This section outlines the principles of fuzzy logic and the
ANFIS, which serve as the foundation for this research. It
emphasizes the advantages of fuzzy logic in handling
imprecise data and modeling complex systems.

. A common challenge for learners of sign language is
the interpretation of precise finger positioning when
learning the alphabet's basic elements. For example, in the
case of the "S" dactylic sign, recognizing and
understanding the correct placement of the fingers can be
difficult.

To address these challenges, the goal is to develop an
image recognition system that can adaptively adjust to
input data while effectively managing uncertainty factors.
The ANFIS-based approach provides an opportunity to
enhance the accuracy and reliability of the sign language
learning process, particularly concerning the unique
features of dactylic signs.

3.1 Fuzzy Logic

Fuzzy logic (FL) can be compared to the natural process
of human thinking, as it is closely related to natural
languages as well as traditional logical systems. One of the
key advantages of FL is the simple and intuitive application
of mathematical principles. The basis of designing fuzzy
systems involves the development of fuzzy rules and
membership functions (MFs).

ANFIS not only simplifies this process but also includes
a learning mechanism that combines the applications of
artificial neural networks (ANN) and fuzzy logic.

Fuzzy logic has several main advantages in various
applications. In a narrower sense, it is considered an
extension of multivalued logic, while in a broader sense, it
is related to the theory of fuzzy sets. This theory examines
objects whose boundaries are not sharp and allows the
determination of the degree of membership in a given set.
Fuzzy logic is especially useful because it can tolerate
imprecise data and flexibly adapt to various problems.
Additionally, it is capable of modeling a wide range of
complex, nonlinear problems.

3.2 Adaptive Neuro-Fuzzy Inference System (ANFIS)

ANFIS is the result of a hybrid integration of two
systems, where the fuzzy logic system is implemented
within a neural network structure. Through the use of this
hybrid approach, ANFIS is capable of approximating both
linear and nonlinear functions using a five-layered network
structure. [5]

It is specifically designed to model a first-order Takagi-
Sugeno inference-based fuzzy system. This system
combines fuzzy logic rules and the learning capabilities of
neural networks, allowing for efficient adaptive inference
in complex problems.

Layer 4

Layer |
d Layer 2 Layer 3 l

b

Layer §

x y

X y

Figure 1. ANFIS Architecture [S]

Fig. 1 illustrates the structure of ANFIS, with two input
variables (x, y) and one output variable (z). The rectangles
represent nodes with adjustable parameters, while the
circles represent nodes that operate without parameters.
The Takagi-Sugeno type rules are located in the fourth
layer of the system, and they are non-adjustable (fixed).

One characteristic of the system is that two rules are
defined as follows [5]:

ifx1 = A1 and Xy = Bl’ thel’l Zy = pP1X + q1y + T, (1)
ifxl = AZ and xz = Bz, then ZZ = pzx + qu + rz. (2)

The ANFIS system is structured into five layers, each
serving a different role in the operation of the system:

- Layer 1: This layer determines the values of
membership functions. The nodes in this layer
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represent the linguistic terms of the input variables.
Each neuron receives only one input, corresponding
to the relevant input variable. The parameters of the
membership functions are determined during the
system’s learning process.

- Layer 2: Each fuzzy rule corresponds to exactly one
neuron, and this layer implements the antecedent part
of the rules. The nodes here have no parameters and
transform incoming signals into products that reflect
the premise elements and/or relationships of the rules.
The output represents the firing strength of the
antecedent of the rule.

- Layer 3: The neurons here calculate the normalized
firing strength for each rule. The number of nodes in
this layer equals the number of rules. The
normalization formula is given by in case of two rules:

—_— wi _ wi
W= = 3)
j=1"] 1 2
where i is the rule index, and #n is the number of

rules.

- Layer 4: This layer determines the results of each
rule. Each neuron is connected to a node in the
previous layer and receives input values. The output
is as follows:

wifi = wi(pix + q;y + 17), “4)

where w; is the output of the third layer and {p;,
q;, 1;} are the consequent parameters.

- Layer 5: This layer contains a single neuron that
generates the output of the system. Each node in Layer
4 is connected to the single node of Layer 5. The
system’s output is obtained through the normalized
weighted sum:

f=Siwif, = 2l (5)

Ziwi
3.3 The Learning Process of ANFIS

ANFIS employs a hybrid learning algorithm that
combines the gradient method and the least squares
method. The linear parameters are optimized using the least
squares method, while the nonlinear parameters are
optimized using the gradient method. The gradient method
typically converges slowly and finds only a local minimum.

In the case of fixed input parameters, the final result can
be expressed as:

f=Ywf = Liwilpix + gy + 1)) (6)

The learning algorithm applies the hybrid method to
optimize the parameters. The forward-propagated neuron
outputs reach the fourth layer, where the consequent
parameters (S,) are optimized using the least squares
method. In the second step, the gradient method is used to
update the premise parameters (S;) [6].

3.4 Applications

ANFTIS is functionally equivalent to a Takagi—Sugeno-
type inference system, and by modifying the fourth layer,
Sugeno-type fuzzy control can also be implemented.
Additionally, by using a discrete defuzzification method,
Mamdani-type control can be replaced by the ANFIS
structure. [7]

4 EXPERIMENT

This section details the experimental setup, including the
image acquisition and processing techniques applied to the
Hungarian unaccented dactylic finger-spelling alphabet. It
highlights the use of MATLAB tools and fuzzy logic-based
approaches for data analysis.

In this research, 92 images were captured of the
Hungarian unaccented dactylic alphabet letters. Various
technical tools were used for image acquisition, including a
Xiaomi Redmi Note 12 mobile phone and a web camera.
The technical specifications of the images were as follows:
72 dpi resolution, 24-bit color depth, sSRGB color space,
with a width of 3072 pixels and a height of 4080 pixels.
Some images were also produced in grayscale versions.

The image processing was carried out in the MATLAB
environment, where the necessary analyses were performed
using the Neuro-Fuzzy Designer application. The ANFIS
settings were employed to evaluate the image quality and
processability.

The Fuzzy Logic Toolbox provided various functions
during the image processing, including edge detection,
noise reduction, and image enhancement. This toolbox
enabled the design of fuzzy-based interfaces, the definition
of membership functions, and the creation of system rules.

The Neuro-Fuzzy Design (NFD) application supported
the analysis, design, and simulation of fuzzy logic-based
systems. It allowed for modifications to the various
elements and steps of the design process during the
experiments. The application included procedures such as
fuzzy clustering and adaptive neuro-fuzzy learning, making
it possible to model the behavior of complex systems using
simple logical rules.

Building on the experience of conventional control
techniques, the NFD application could be expanded with
the Fuzzy Inference System Modeling toolbox, which
supports modeling Mamdani- and Sugeno-type fuzzy
inference systems. The process begins by defining input
and output variables, which were fine-tuned using the
membership function editor. To assemble the rule sets, the
rule editor was used, while the Rule Viewer provided
visualization of the fuzzy inference process. The output
dependence and surface mapping of the system were
visualized using the Surface Viewer.

In the fuzzy-based image processing, the image features
were treated as fuzzy sets. The process consisted of three
main steps:

1. Fuzzification — converting grayscale values into
membership functions,

2.  Modification of membership values — for example,
using fuzzy clustering, rule-based approaches, or
fuzzy integration methods,

3. Defuzzification — if necessary, converting the
modified values back into the grayscale range.

The key advantage of fuzzy image processing lies in the
flexibility of modifying membership values, which allows
for more precise determination of image features. The
selected techniques and approaches were adapted to the
specific characteristics of the problem under investigation.
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5 ANALYSIS OF THE RESULTS

This section presents the findings from the analysis of
the Hungarian unaccented dactylic finger-spelling sign for
letter 'M'". It discusses the effectiveness of edge detection,
noise reduction, and image enhancement techniques in
improving image quality and accuracy.

In this research, letter ™' from the Hungarian
unaccented dactylic finger-spelling alphabet (Fig. 2) was
selected for further analysis.

Figure 2: Hungarian unaccented dactylic finger-spelling sign for
letter 'M'

The goal of the analysis was to apply four different
image processing techniques and investigate the design
possibilities of a fuzzy logic-based system, which were

o  Edge detection,
e  Noise reduction,
e Image enhancement,

e Image segmentation (which is also used in medical
image processing, such as CT and MRI scans).

To implement the image processing techniques in
MATLAB environment, the RGB image using the imread
function was imported. The imported image was a 630%630
pixel, uint§ data type, three-dimensional array (I), where
the third dimension represent the intensity value of the red,
green, and blue channels.

To simplify image processing, the RGB image was
converted to grayscale format. This transformation enabled
the use of a two-dimensional array instead of a three-
dimensional one, which made the analysis more efficient
(Figs. 3 and 4).

Figure 3: The RGB image used in the research, showing the intensity
values of the red, green, and blue channels

Original Grayscale Image

Figure 4: The grayscale version of the RGB image, represented as a
two-dimensional array of image data

By converting to grayscale, the color of the image
information was reduced to a single intensity channel,
allowing for more efficient processing while maintaining
the essential features of the image for further analysis.

5.1 Image Edge Detection

Edges are crucial features in images as they indicate
significant local intensity variations and play a key role in
information extraction. Edge points are the coordinates in
the image where intensity changes occur. The fuzzy logic-
based image processing enables the use of membership
functions, which determine the degree to which a given
pixel belongs to an edge or a homogeneous image region.

The edge detection process involved converting the RGB
image to grayscale using the rgb2gray function in the
MATLAB environment. The resulting image was then
converted to double precision using the im2double
function, enabling evaluation of the fuzzy inference system
(FIS) with the evalfis function.

The edge detection algorithm is based on calculating the
image gradient, which indicates the discontinuities in
homogeneous image regions. To compute the gradient,
filters were applied along the x- and y-axes (GImgx and
GlImgy, respectively). The gradient along the x-axis was
obtained by convolving the image matrix / with the GImgx
filter using the conv2 function. Similarly, the gradient along
the y-axis was computed using the GImgy filter.

For the fuzzy inference system, Sugeno-type was
chosen, and provided the gradient data (Imgx and Imgy) as
input. For each input, I assigned a zero-mean Gaussian
membership function, where zero gradient values
corresponded to a uniform region. The sx and sy values
controlled the spread of the membership function, and
adjusting these parameters fine-tuned the sensitivity of the
edge detection. Additionally, parameters of triangular
membership functions (dq,d,, etc.) was set, which
influenced the intensity of the detected edges.

When designing the fuzzy inference rules, I considered
that pixels belonging to homogeneous regions are white,
while those associated with edges are black. The detected

edges were evaluated using the ANFIS model, as shown in
Fig. 5.
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Edge Detection Using Fuzzy Logic
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Figure 5: Clean edges of letter 'M', determined by the fuzzy logic-
based edge detection algorithm

To design the fuzzy inference system, I used the
MATLAB Fuzzy Logic Toolbox (FLT). The edge detection
was applied to enhance the clarity of the images. The
system inputs (Imgx and Imgy) were transformed based on
fuzzy rules, and the output values (Iout) were obtained
during defuzzification. According to the rules, if both input
gradient values are zero, the output is homogeneous
(white), while any non-zero gradient value results in an
edge (black).

The fuzzy inference rules were visualized using the Rule
Viewer (Fig. 6).

Rule Viewer: jel_edge
File Edit View Options
Imgx = 0.5

Fa-xF

Imgy = 0.5
lout = 0.5

{Innul [05:05]

][kalpmms 101 ][Move: @@@@]
= I [ o J)

Figure 6: The fuzzy rule viewer illustrates the inference process
applied to the image edge detection

The Surface Viewer allows the input variables (Imgx,
Imgy) and the output (Iout) to be represented as a three-
dimensional surface. The surface is automatically updated
as the input variables are modified (Fig. 7).

Surface Viewer: jel_edge Fa-x
File Edit View Options

X (input): 1mox LY (input) Imay . Z(output) lout .

XMesh ¥ Mesh v
X Med 15 ¥ Mes 15 Evaluate
[Rsv Input ][le points: 101 M [ Cess ] ]

= |

Figure 7: The top-down diagram of the fuzzy inference system during
the image edge detection process

In conclusion, the fuzzy logic approach of edge detection
provides a flexible tool for analyzing the local features of
an image. The applied model allows fine-tuning system
performance and effectively detects significant edges in the
image, contributing to further image processing tasks.

5.2 Application of Noise Reduction Techniques in
Image Processing

The goal of noise reduction in image processing is to
remove or reduce noise while preserving the contrast edges
and important details in the image. However, this process
may lead to the concealment of some fine, low-contrast
details.

For testing the noise reduction techniques, The rgb2gray
function was used to convert the input image to grayscale.
The image dimensions were determined using the
size(Img2D) command. To add noise, the imnoise function
was applied with a Gaussian noise level to 0.02. The noisy
image was then refined using two types of filters: an
averaging filter and a median filter.

The imnlmfilt function was used for averaging filtering,
while the medfilt2 function was used for median filtering.
The resulting images, including the original, noisy, average
filtered, and median filtered versions, are shown in Fig. 8.

Original Image

Nosie Image

Mean Filter

Figure 8: The results of noise reduction: original, noisy, average
filtered, and median filtered images

Median Filter

5.3 Fuzzy Inference System for Noise Reduction

The noise reduction algorithm was based on a fuzzy
inference system (FIS), for which the Sugeno model was
chosen. The inputs were the average filtered and median
filtered images, which were first converted to double
precision using the im2double function. For each input, a
zero-mean Gaussian membership function was assigned. In
the fuzzy logic-based noise reduction, if a pixel value is
homogeneous, meaning both the average and median
values are zero, the output belongs to the "homogeneous"
class. If neither value is zero, the output falls into the
"details" class.

To fine-tune the noise reduction performance, the the
membership functions of the noiseANFIS system were
applied and visualized. The fuzzy rules were defined to
refine the noise reduction process, and the results are
illustrated in Fig. 9.
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Mean Median

Figure 9: The results of the noise reduction technique: Mean, Median,
and Iout representations

5.4 Use of Neuro-Fuzzy Design Application

For implementing the fuzzy logic system, the MATLAB
Neuro-Fuzzy Design application was used. This tool
enabled fine-tuning of the noise reduction process and
record the results. The goal of the noise reduction technique
is to improve image quality by eliminating intensity
fluctuations that may arise from image acquisition or
transmission errors.

The fuzzy rule viewer enabled visualization of the rules
involved in the noise reduction process (Fig. 10).

Rule Viewer: jel_noise2 ta-x
File Edit View Options

Mean = 0.5 Median = 0.5

lout = 0,491

' \ ) \ ‘ ‘ ‘
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{Opened system jel_noise2, 2 rules } [

Figure 10: The fuzzy rule viewer for displaying the Iout output

The surface viewer diagram provided a three-
dimensional representation of the noise reduction process
output, which updated automatically when input variables
were modified (Fig. 11).

Surface Viewer: jel_noise2 ta-x
File Edit View Options

Median Mean

X (input): Mean + Y (input). Median v | & (output) lout -
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Figure 11: Surface viewer diagram of the noise reduction process
result

In conclusion, fuzzy logic-based noise reduction techniques
effectively reduce image noise while preserving important
details and structures. The results demonstrate that
combining average and median filtering with fuzzy logic
rules provides a flexible tool for improving image quality.

5.5 Image Enhancement in Image Processing

The goal of image enhancement is to improve the quality
of digital images, making them more suitable for display or
further image analysis. This process may include noise
removal, image sharpening, or brightening, making the
most important features easier to identify.

The image enhancement process was initiated by using
the rgb2gray function to convert the image to grayscale.
The image dimensions were determined using [y;, x;] =
size(img2d) function. Gaussian noise (level 0.02) was
added to the image wusing the imnoise function.
Subsequently, the impixelinfo function was used retrieve
the pixel values, allowing me to determine the minimum
and maximum grayscale levels of the image. The
corresponding minimum and maximum values were then
subtracted from the image matrix.

The image was then converted to double precision using
the im2double function, which was also applied to the
noisy, average filtered, and median filtered images. For the
enhancement task, the ANFIS was used with theSugeno-
type model. The input variable was the Img image, to which
triangular membership functions were assigned. The output
variable, lout, represented the enhanced image. According
to the rule system, the following logical rules were applied:

e Ifthe image is dark (r1), then Iout will be darker.
e If'the image is gray (r2), then Iout will remain gray.
e Ifthe image is bright (13), then Iout will be brighter.

Fig. 12 demonstrates the result of the image
enhancement. Through the application of ANFIS, the
quality of the grayscale image significantly improved, as
impulsive noise, which typically degrades image quality
during capture or transmission, was removed.

Figure 12: Result of image enhancement

5.6 Membership Functions in the Image Enhancement
System

In the image enhancement system, the membership
functions are triangular functions assigned to the input
values, determining the output grayscale levels. The
different degrees of these membership functions ensure that
the output is dark, gray, or bright, depending on the input
values. This process is illustrated in Fig. 13.

43



Annamaria Cserfalvi, Marta Takacs & Gabor Simon-Nagy (2025): Analysis of the Hungarian Unaccented Dactylic
Finger-Spelling Alphabet Using an Adaptive Neuro-Fuzzy Inference System (ANFIS)

Banki Kozlemények 7(2), 38-45

lout
DARKER ! ! ' ' GRAY

1 BRIGHTER

o o o o
N B o ®

Degree of membership

o

"
@[
o

out

Figure 13: Membership functions of the Iout in the image
enhancement system

5.7 Rule Viewer in Image Enhancement

The fuzzy logic rule system forms the core of the ANFIS
system. Fig. 14 shows the rule viewer for image
enhancement, illustrating how the system rules work
between the input and output variables.

Rule Viewer: fuzzy_enhance ¥a-x

File Edit View Options
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Figure 14: Rule viewer for image enhancement
Output Surface Representation

A three-dimensional representation of the output surface
is shown in Fig 15. This surface demonstrates how the
output changes as the input variables are modified, and how
the results of the image enhancement process vary for
different input images.
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Figure 15: Surface viewer diagram for the results of the image
enhancement process
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In summary, the application of image enhancement
techniques enables the improvement of image quality,
particularly through noise removal, sharpening, and
brightening. The use of fuzzy logic and ANFIS in this area
helps enhance images while preserving important details
and improving their recognizability.

5.8 Fuzzy Clustering in Image Processing (Fuzzy C-

means Clustering)

One essential technique in image processing is image
segmentation, which can be effectively implemented using

the Fuzzy C-means Clustering (FCMC) algorithm. FCMC
is sensitive to additive noise that affects pixel
characteristics; therefore, particular attention must be paid
to noise management during image processing. FCMC is a
clustering method that allows a given data point to belong
to two or more clusters (or "fuzzy sets"), in contrast to
traditional hard clustering methods, in which each data
point belongs to exactly one cluster.

Fuzzy C-means is a popular method for soft
segmentation and is commonly used in medical image
processing, such as modeling brain tissues. In MATLAB,
the built-in FCMC function allows fuzzy clustering to be
efficiently applied to image segmentation. Although fuzzy
clustering is more computationally demanding than other
segmentation methods, it yields significantly better results.

One advantage of FCMC is that there is no need for
repeated segmentation of the images, which can be time-
consuming. The segmentation results can be saved and
reloaded when needed. The results of clustering performed
by the FCMC algorithm are stored in the system, and the
clustering results for the sets analyzed are easily accessible.

Based on the fuzzy clustering results, the clustered one-
dimensional array is transformed into four two-dimensional
arrays, as illustrated in Fig. 16.

o

Figure 16: Fuzzy clustering result of the Hungarian "M" character.

Fuzzy clustering is a powerful and efficient method that
plays a crucial role in image segmentation, especially in
fields such as medical image processing. Its main
advantage over classical segmentation is the ability to
assign pixels to multiple clusters, thereby enhancing the
detail and accuracy of the processed images.

6 CONCLUSION

Understanding and recognizing sign language
communication can be achieved through various methods,
including image recognition and the use of sensor gloves.
Most research focuses on sign recognition, particularly
those of the manual alphabet, since sign language is one of
the most developed visual coding systems globally.
However, learning sign language, which involves complex
relationships among hand shapes and movements, facial
expressions, and lip movements, remains a challenging
task. Research on fuzzy methods applied to sign
recognition has often been successful, enabling more
accurate and efficient decoding of the signs.

Image processing extends beyond simple image
manipulation; it is also applied in areas such as medical
imaging, where uncertain, missing, or blurry information

44



Annamaria Cserfalvi, Marta Takacs & Gabor Simon-Nagy (2025): Analysis of the Hungarian Unaccented Dactylic
Finger-Spelling Alphabet Using an Adaptive Neuro-Fuzzy Inference System (ANFIS)

Banki Kozlemények 7(2), 38-45

and data need to be handled. The theory of fuzzy sets plays
a particularly important role in this field, as it provides a
way to manage imprecise information and data processing
challenges. The application of fuzzy logic in image
processing and analysis has yielded successful results and
may serve as a valuable tool for the processing of visual
communication signals in the future.

The fuzzy logic approach to edge detection techniques
offers a flexible tool for analyzing local features of images.
The applied model allows for fine-tuning the system
performance and can effectively detect significant edges,
contributing to further image processing tasks.
Furthermore, fuzzy-based noise reduction techniques
effectively reduce noise levels while preserving important
details and structures. The combination of average and
median filtering with fuzzy logic rules provides a flexible
tool for improving image quality.

Image enhancement techniques allow for improving
image quality, particularly through noise removal,
sharpening, and brightening. The use of fuzzy logic and
ANFIS in this area promotes image improvement while
preserving critical details and enhancing recognizability.
Fuzzy clustering is also a powerful and efficient method
that plays a key role in image segmentation, especially in
fields such as medical image processing. Its main
advantage over classical segmentation is that it allows
pixels to be assigned to multiple clusters, increasing the
detail and accuracy of the processed images.

The development and widespread application of artificial
intelligence, along with its potential uses are expected to
significantly contribute to the advancement of sign
language communication and automatic translation of
signs.

In summary, this section highlights the effectiveness of
the Adaptive Neuro-Fuzzy Inference System in processing
and analyzing the Hungarian unaccented dactylic alphabet.
The findings demonstrate that fuzzy logic-based
approaches can significantly enhance image recognition
and processing in sign language applications.

For future research, several possibilities can be explored:

e Expanding the dataset: Increasing the variety and
volume of training data, including additional
dactylic signs and gestures, to improve the system
robustness and adaptability.

e Real-time applications: Developing recognition
systems that can be used in interactive applications
for teaching and communication.

e Integration with other technologies: Combining
ANFIS with advanced machine learning models,
such as deep learning, to further improve accuracy
and efficiency.

e Cross-language adaptations: Extending the model to
other sign languages or dactylic alphabets, enabling
broader applicability across diverse linguistic and
cultural contexts.

e Sensor-based analysis: Incorporating sensor data,
such as motion or muscle activity sensors, to
enhance gesture recognition in dynamic settings.

e User-centric systems: Designing systems tailored
for individuals with specific needs, such as children
or elderly users, to increase accessibility and

(1

(2]

(31

(4]

(5]

(6]
(7]

inclusivity.These directions could pave the way for
significant advancements in the field of sign
language recognition and foster the development of
more comprehensive and user-friendly solutions for
teaching.
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Tobbképkockas videoszteganografia
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Osszefoglalds — Az innovativ titkositasi rendszerkétlépcsos
megkozelitést alkalmaz az adatok maximalis védelme
érdekében. Az els6 lépésben egy modern, megbizhato
titkositasi algoritmus kédolja az érzékeny informaciot,
biztositva annak dekddolhatatlansagat még felfedezés esetén
is. A masodik lépésben az igy titkositott adat lathatatlanul
beagyazodik hétkoznapi videok képkockaiba, elkeriilve a
hagyomanyos titkositasra utalé nyomokat. A rendszer
pixelenkénti beagyazast és képkockak kozotti kiillonbségeket
hasznadl, igy az informacié emberi szem szamara lathatatlan
marad, tovabb novelve a biztonsagot és
visszafejthetetlenséget.

Kulcsszavak: Szteganografia, Titkositas, Képkocka-kiilonbség,
LSB technika, XOR miivelet

Abstract — The innovative encryption system employs a two-
step approach to ensure maximum data protection. In the
first step, a modern, reliable encryption algorithm encodes
sensitive data, ensuring that it remains indecipherable even if
discovered. In the second step, the encrypted data is
inperceptibly embedded into everyday video frames,
avoiding any traces typically associated with conventional
encryption methods. The system utilizes pixel-level
embedding and inter-frame difference techniques, making
the hidden information invisible to the human eye, further
enhancing security and resistance to unauthorized
decryption.

Keywords: Steganography, Encryption, Frame Difference, Least
Significant Bit Technique, XOR Operation

1 BEVEZETES

A szteganografia az informacio elrejtésének miivészete,
amelynek célja, hogy a titkos lizenet létezése ne legyen
észlelhetd. A modszer torténete tobb ezer évre nyulik
vissza, és szamos kreativ technikat alkalmaztak az idék
soran.

1.1 Okori eredetek

A szteganografia elsé ismert alkalmazasai az Okori
Gorogorszagban jelentek meg. Hérodotosz, az dkori gordg
torténetird, egy kiilonleges esetet jegyzett fel: Histiaeus,
egy gordg uralkodo, titkos  lizenetet  kiildott
szovetségeseinek gy, hogy azt egy rabszolga fejborére
tetovaltak. Miutdn a rabszolga haja visszanétt, elindult a
cimzetthez, ahol ismét leborotvaltak a fejét, igy az lizenet
ismét lathatova valt.

Egy masik o0kori gorog modszer a viaszbevonatos tablak
hasznalata volt. A titkos iizenetet el6szor a fatablara irtak,
majd viasszal bevontak, igy a feliileten latszolag iiresnek

tlint. A cimzett a viaszt lekaparva hozzaférhetett az elrejtett
szoveghez.

1.2 Kézépkori és reneszansz technikak

A kozépkorban és a reneszansz idején a szteganografia
tovabb fejlddott. Johannes Trithemius, egy német szerzetes
¢és tudos, 1499-ben irta meg Steganographia cimii miivét,
amely a titkos kommunikacié modszereit targyalta. Bar a
konyv elsore okkult szovegnek tlint, valdjaban kriptografiai
és szteganografiai technikakat tartalmazott.

A lathatatlan tinta hasznalata szintén elterjedt ebben az
iddszakban. A citromlével, ecettel vagy mas vegyi
anyagokkal irt iizenetek csak ho hatdsara valtak 1athatova,
igy a titkos informaci6 konnyen elrejthetd volt.

1.3 Napjainkban

Az informacidbiztonsag napjainkra kiemelt
jelentdséglivé valt, hiszen az adatok sértetlensége ¢és
bizalmas kezelése alapvetd kovetelmény a digitalis
vilagban. Az internetes kommunikacié és adattarolas
rohamos fejlédésével parhuzamosan egyre kifinomultabb
modszerekre van sziikség az illetéktelen hozzaférés és
adatlopas megakadalyozasara. A hagyomanyos titkositasi
eljarasok hatékonyak az adatok védelmében, azonban
gyakran arulkodo jeleket hagynak maguk utan, amelyek
felhivhatjak a figyelmet a titkositott tartalom jelenlétére. A
szteganografia ezen problémat kiiszoboli ki azaltal, hogy az
informaciot olyan mddon rejti el egy hétkéznapi fajlban,
hogy annak 1étezése észrevétlen marad.

A digitalis szteganografia tobb formaban alkalmazhato,
példaul képekben, hangfajlokban vagy videdkban torténd
rejtett adattarolas révén. A videdszteganografia kiilondsen
érdekes teriilet, mivel a mozgokép sajatossagai lehetdséget
teremtenek  nagy  mennyiségli  adat  észrevétlen
elhelyezésére. A képkockak természetes valtozasai miatt a
vizualis moédositdsok nehezen észlelhetdk, igy az ilyen
eljardsok kiilondsen hatékonyak lehetnek az adatok
diszkrét tarolasara.

Jelen kutatasban egy kétlépcsOs videdszteganografiai
mddszert mutatunk be, amely 6tvozi a modern kriptografiai
titkositast és a Least Significant Bit (LSB) beagyazasi
technikat. Az eljaras els 1épésében a rejtendd ilizenetet
ElGamal vagy RSA titkositassal kodoljuk, biztositva ezzel
az adatok ers matematikai védelmét. Ez a titkositasi forma
garantalja, hogy az fiizenet akkor is visszafejthetetlen
maradjon, ha valaki észleli annak jelenlétét, mivel az
aszimmetrikus titkositas nyilvanos és privat kulcsokat
hasznal, ezéltal a dekddolas kizardlag az arra jogosult felek
szdmara lehetséges.

A masodik lépésben a mar titkositott iizenetet
videdszteganografiai technikaval rejtem el két egymast

©The author(s). Open access is under the terms of the Creative Commons Attribution Non-Commercial No Derivatives

4.0 International Licence.


mailto:kovacs.gabor@nik.uni-obuda.hu
mailto:nagy.gabor@nik.uni-obuda.hu

Kovacs Gabor & Simon-Nagy Gabor (2025): Tobbképkockas videdszteganografia Banki Kézlemények 7(2), 46-51.

kovetd képkocka kiilonbségén alapulé LSB eljaras
segitségével. Ez a technika lehet6veé teszi az adatok diszkrét
beagyazasat az egyes képpontok legkisebb bitjeinek
modositasaval, mig a képkockak kozotti eltérés hasznalata
tovabbi vizualis alcazast biztosit. Az emberi szem szamara
szinte észrevehetetlen modositasok révén az adatelrejtés
hatékony és biztonsagos modon valosul meg, mivel a
képkockak természetes zajat kihasznalva az informacid
még kevésbé detektalhato.

Az alkalmazott kétlépcsds rendszer jelentds elényt jelent
a hagyomanyos szteganografiai modszerekhez képest,
hiszen nemcsak az informacid rejtett tarolasat biztositja,
hanem annak visszafejthetetlenségét is garantilja az
elézetes titkositds révén. Ez kiilondsen fontos olyan
kornyezetekben, ahol az informécié védelme kiemelt
szerepet jatszik, példaul kormanyzati, katonai vagy
pénziigyi alkalmazdsok esetében, valamint olyan
személyes adattarolas soran, ahol a diszkrécio
kulcsfontossag.

A cikkben részletesen ismertetjik a kétlépcsds
videoszteganografia miikodését, technikai aspektusait és
gyakorlati alkalmazasi lehetéségeit, elemezziik az eljaras
hatékonysagat kiilonb6z6 videotipusok esetén, valamint
megvizsgaljuk a szteganografiai tdmadasokkal szembeni
védelmi stratégiakat. Kiilonds figyelmet forditunk a
modszer robusztussagara, illetve arra, hogy miként
csokkenthetd az észlelhetdéség kockazata modern
szteganalizis eszkdzdkkel szemben.

A kutatds célja, hogy Uj perspektivat kindljon az
informacidbiztonsag teriilletén, Otvozve a kriptografiai
titkositds  erejét a  hatékony  észlelhetetlenségi
modszerekkel, ezzel hozzajarulva a szteganografiai
megoldasok fejlodéséhez a jovoben.

2 PROBLEMAFELVETES

A szteganografia olyan teriilet, amely az informacid
rejtett modon torténd tarolasaval foglalkozik. Az elmult
évtizedekben a digitalis vildgban egyre inkabb elbtérbe
kertlt, és szamos alkalmazasi teriileten fordul el6. Ebben a
fejezetben megvizsgaljuk a szteganografia kihivasait és
lehetdségeit.

2.1 Titkos iizenetek rejtése

A szteganografia célja, hogy olyan adatokat rejtsiink el
mas adatokban (példaul képekben, videdkban vagy
hangfajlokban), amelyek észrevétlenek a kiilsé szemléld
szamara.

A kihivas abban rejlik, hogy a rejtett iizeneteket
hatékonyan kell elhelyezni a hordozofajlokban, hogy azok
rejtve maradjanak.

2.2 Mindség és biztonsag egyensulya

A szteganografia soran a hordozoféjlok mindsége és az
elrejtés biztonsaga kozott egyensulyt kell talalnunk. Minél
nagyobb mennyiségii informaciot rejtiink el, annal inkabb
csokken a hordoz6fajl mindsége €s a titkositas biztonsaga.
Ugyanakkor a magas mindség €s a biztonsag sem érhetd el
anélkiil, hogy a hordozo6f4jl kapacitasat ne aldoznéank fel.

2.3 Két kiilonb6zo megkozelités

Az egyik technikai megkozelités a hatékonysagon
alapul6 technikak, amely mddszerek a titkos iizenetet ugy
rejtik el, hogy minimalizaljdk a hordoz6fajl torzulasat. Erre
példa a hatékony beagyazas a képkockakba.

A masik kategoridba a statisztikai észlelhetdségen
alapul6 technikék tartoznak, melyek sorana titkos tizenetet
olyan részekre rejtjiik, amelyeket egy elére definialt
torzitasi fliggvény hataroz meg, példaul texturalt vagy zajos
teriiletekre.

3 TECHNOLOGIAK

3.1 LSB

Az LSB szteganografia egy gyakran alkalmazott
technika, amely digitalis képekbe vagy hangfajlokba agyaz
be lizeneteket. Az eljaras 1ényege, hogy az iizenetet a kép
vagy hang legkisebb helyiértékli bitjeibe (LSB — Least
Significant Bit) rejti. Az LSB modszer elonye, hogy az
iizenet észrevétleniil marad a hordozoban. Ha megvan az
eredeti kép, akkor konnyen észrevehetd, de akkor is csak
szoftveres elemzés segitségével valik bizonyossa.

3.1.1 Miikédese

Képek eseténaz ilizenetet a kép pixeleinek legkevésbé
jelentds bitjeibe rejtjiik. Példaul, ha egy kép egy adott
pixelének vorés komponense 10101010, akkor az LSB
modszerrel az utolsé bitet megvaltoztathatjuk anélkiil, hogy
a kép lathatdban megvaltozna. A tablazatban az utols6 2 bit
kertil eltavolitasra, ezek helyére lehet az informaciot
elrejteni.

1. tablazat: Maszkolas

Bitérték 128 64 32 16 8 4 2 1

Eredeti 1 0 1 0 1 0 1 0

Maszk 1 1 1 1 1 1 0 0

Eredmény | 1 0 1 0 1 0 0 0
3.1.2  Hatranyok és korlatok

Az LSB modszer meglehetdsen ismert, igy mar nem
alkalmas biztonsagos adatrejtésre. Emellett napjainkban
inkdbb a tomoritett formatumok (pl. JPG) 6rvendenek
népszeriiségnek, de itt is van lehetdség az adat elrejtésére.

Nagy adatmennyiség elrejtéséhez jelentds felbontast
kép sziikséges, hiszen bajtonként csak 1 vagy 2 bitet
hasznalhatunk adatrejtésre. Videok estében ez kisebb
probléma, hiszen 24, 30 vagy akar 60 képkocka is
rendelkezésre all egy masodpercben, igy ebben az esetben
jobban kihasznalhato.

3.2 XOR-alapu LSB

Egy megadott video fajlba gy is elrejthetd a titkos adat,
hogy nem kiilon-kiilén hasznaljuk fel a képkockakat,
hanem azokat parba allitjuk, és a parok segitsé¢gével rejtjiik
el az lizenetet.

3.2.1

Miutan a videot beolvastuk, az algoritmus elsé 1€pése a
1épkockak kiillonbségének meghatdrozasa. Ennek soran a
program eldszor egy-egy képkockat parosit. Az elsd és a
masodik képkockan XOR- miiveletet hajtunk végre minden
pixelértéken. Az XOR- miivelet (exkluziv ,,vagy” miivelet)
két binaris adat kozott végzett logikai mivelet, amelynek
eredménye 1, ha a két bit kiillonb6zd, €s 0, ha azonos
értekiiek.

Az igy kapott XOR-eredményen LSB-modszer
segitségével elrejtjiik az lizenetet. Az LSB-miivelet soran
az lizenet bitjeit a képkockak legkisebb helyiértékii bitjeibe
agyazzuk be. Ez a modszer biztositja, hogy a bedgyazott

Miikodese videofajl esetén
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iizenet nem észlelhetd szabad szemmel, és a képkockak
latszolag valtozatlanok maradnak.

A masodik képkockat tigy kapjuk meg, hogy az elsé
képkockan és az XOR-eredményen (jabb XOR-miiveletet
hajtunk végre. Ezaltal a masodik képkocka pontosan
rekonstrualhaté az elsé képkocka és a bedgyazott lizenet
segitségével, ami biztositja az eljaras
veszteségmentességét.

Az elrejtett lizenetet a masodik és az elsé képkocka
XOR-mtiveletével lehet visszanyerni. Az eredményiil
kapott adatbol az LSB-miivelet segitségével kinyerhetjiik
az eredetileg elrejtett iizenetet. Ez a folyamat szintén
veszteségmentes, mivel az XOR-miiveletek és az LSB-
modszer garantaljak, hogy a teljes informacio
visszanyerhetd.

Mivel a két képkockat nem csak adott tavolsagra
vehetjiik fel, igy a két képkocka kozti kiilonbséget is
eltarolhatjuk, mint egy kulcsot, ami megmutatja, hogy egy
adott képkockat melyik masikkal kell parba allitani. Ezt a
folyamatot nevezziik kulcsgeneralasnak.

Egy lehetséges tovabbfejlesztési irdny, hogy egy
vagason beliil tobb képkocka part is meghatarozunk, ebben
az esetben viszont figyelembe kell venni, hogy lehetnek
itkozések is. Emiatt a végrehajtasi sorrend ebben az
esetben megfordul, és az iizenetet nem el6lr6l, hanem
hatulrol tudjuk visszafejteni.

4 FAILTIPUS

Az FFVI1 (FF Video Codec 1) egy veszteségmentes
videdkodek, amelyet az FFmpeg projekt keretében
fejlesztettek ki. Célja a digitalis videdk hatékony
tomoritése, mikozben megbrzi az eredeti képmindséget. Az
FFV1 formatumot killondsen az archivumi és digitalis
megOrzési kornyezetekben hasznaljak, ahol a mindség és a
megbizhatosag kiemelt fontossagu.

4.1 Veszteségmentes tOmorités

Az FFVI1 formatum egyik legfontosabb jellemzdje a
veszteségmentes tomorités. Ez azt jelenti, hogy a tomdritett
vided dekddolasa utan az eredeti képmindség veszteség
nélkiil visszaallithato. Ezt a tulajdonsagot kiilondsen
értékelik azok a szakemberek, akik digitalis archivumokat
kezelnek; ez ugyanis garantdlja az eredeti anyag
integritasat.

4.2 Hatékony toméritési algoritmus

Az FFV1 tomoritési algoritmusa hatékonyan csokkenti a
videofajlok  méretét,  mindemellett  megérzi a
veszteségmentességet. Az algoritmus tobbféle modszert
alkalmaz, beleértve a prediktiv és a kontextusalapt
aritmetikai kodolast, amelyek segitségével optimalizalja a
tomoritési folyamatot.

4.3  Rugalmassag és kompatibilitas

Az FFV1 formatumot ugy tervezték, hogy széles korben
kompatibilis legyen kiilonbdz6 rendszerekkel és
szoftverekkel. A kodek része a nyilt forrdskddi FFmpeg
projektnek, amely biztositja a kiterjedt tamogatast és
egyszerl integraciot kiilonbozd alkalmazésokban.

4.4 Transzparens szinkezelés

Az FFVI1 formatum tdmogatja a tobbféle szinteret és
bitmélységet, beleértve a 8 és 16 bites szinmélységeket. Ez
lehetdvé teszi a formatum hasznalatdt kiilonbozo

szinkezelési kovetelményekkel rendelkezd projektekben,
biztositva a szinek pontos €s torzitdsmentes megdrzését.

5 TOBBSZINTU TITKOSITAS

A szteganografia az informacid elrejtésére szolgal
valamilyen médiumban, de nem biztositja az adat
titkositasat. Ez azt jelenti, hogy ha valaki r4jon, hogy a
médium rejtett informacidt tartalmaz, akkor hozzaférhet az
lizenethez. Ezért célszerli eldszor titkositani az iizenetet,
majd a titkositott {iizenetet elrejteni a kivalasztott
médiumban. Ezaltal még ha valaki ra is jon, hogy a médium
rejtett informaciot tartalmaz, az {izenet tovabbra is titkos
marad.

5.1 ElGamal

Az ElGamal titkositasi rendszer a modern kriptografia
egyik alapvetd eleme. Taher Elgamall985-ben olyan
rendszert hozott 1étre, amely a nyilvanos kulcsu titkositas
és a digitalis aldirasok széles korben alkalmazott
modszeréve valt. Az ElGamal titkositas a Diffie—Hellman-
kulcscsere protokollon alapul, és a diszkrét logaritmus
probléma nehézségén alapuld biztonsagat hasznalja fel.

5.1.1  Miikodése

Kulcsgeneralas:

General egy ciklikus csoportot renddel, generatorral.

Valaszt egy egész szamot véletlenszertien.

Kiszamitja a -t. A nyilvanos kulcs az értékekbdl all.
Alice kozzéteszi ezt a nyilvanos kulcsot, és megtartja a-t
mint privat kulcsot, amit titokban kell tartani.

Titkositas:

Leképezi az iizenetet egy elemre egy visszafordithatod
leképez6 funkciod segitségével.

Valaszt egy egész szamot véletlenszeriien.

Kiszamitja a -t. Ez a megosztott titok.

Kiszamitja a -t.

Kiszamitja a -t. Bob elkiildi a titkositott iizenetet
Alicenak.

Visszafejtés:

Kiszamitja a -t. Mivel, ezért ugyanaz a megosztott titok,
amit Bob hasznalt a titkositaskor.

Kiszamitja a -t, ami a csoportban. Ezt tobbféleképpen is
ki lehet szdmolni. Ha egy multiplikativ csoport
részcsoportja, ahol prim, akkor a modularis multiplikativ
inverzet kiszamithatd6 az  kiterjesztett  euklideszi
algoritmussal. Egy alternativa a -t kiszamitdsa, ami az
inverze a Lagrange-tétel miatt.

5.2 RSA-agoritmus

Az RSA- (Rivest-Shamir—-Adleman-) algoritmus egy
széles korben hasznélt nyilvanos kulcsti kriptografiai
algoritmus, amely biztonsagos adatatvitelt tesz lehetdvé.
Az algoritmust Ronald Rivest, Adi Shamir és Leonard
Adleman fejlesztette ki 1977-ben. Az RSA-algoritmus
alapja a szamelmélet ¢és a nagy primszamok
faktorizacidjanak nehézsége.

5.2.1
Primszamok kivalasztasa:

Az algoritmus lépései

Két nagy primszamot, p és g, valasztunk. Ezeket titokban
kell tartani, mivel ezek a privat kulcs alapjat képezik.
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Szorzat kiszamitasa:

Kiszamitjuk n-t, amely a két primszam szorzata:

n=pxq (M

Euler-féle ¢-fiiggvény:

Kiszamitjuk az Euler-féle ¢-fliggvényt:
p(m)=(@P-Dx(@-1) @

Nyilvanos és privat kulcsok:

Vialasztunk egy nyilvanos kulcsot, e-t, amely egy
olyan egész szam, amely 1 és ¢p(n) kozott van, és
relativ prim ¢ (n)-hez képest, vagyis legnagyobb
kozos osztojuk (Inko) 1. Képlettel:

Inko(e, p(n)) = 1 (3)

Kiszamitjuk a privat kulcsot, d-t, amely az e modulo
¢ (n) multiplikativ inverze, vagyis ugy, hogy az
e X d ¢és 1 kozotti kongruencia teljesiiljon. Ez azt
jelenti, hogy ¢(n)-nel osztva mindkét oldal
maradéka megegyezik (szamszertleg 1):

exd=1 (mod¢(n)) 4)

Nyilvanos és privat kulcsparok:

A nyilvanos kulcs a (e,n) par, mig a privat kulcs a
(d, n) par.

Titkositas:

Az lizenetet M-ként értelmezziik, ahol M egy olyan
egész szam, hogy
0<M<n ®)
A titkositott lizenet, C, a kovetkezOképpen szamithato
ki (C az M° egész szam n szerinti maradéka):
C = M¢ modn. (6)

Visszafejtés:

A titkositott {lizenet, C, visszafejtése a privat kulcs
segitségével torténik: 7
M = C%mod n.

6 FELDOLGOZAS

A videofajlok feldolgozasa soran kiilonbozd technikakat
alkalmaztunk annak érdekében, hogy hatékonyan
elemezziik, titkositsuk és visszafejtsiik az adatokat. Els6
Iépésben megvizsgaltuk a vide6 metaadatait, példaul a
képkockak szamat, felbontasat és FPS- (Frame Per Second,
képkockasebesség) értékeét, hogy pontosan
meghatarozhassuk a feldolgozéasi paramétereket. Ezutan
beolvastuk a videot képkockanként, amelyeket egy
pufferben taroltunk, mikdzben a vagasokat detektaltuk. Ez

a folyamat automatikusan azonositotta a jelentds
valtozasokat a képkockak kozott.

A képkockak feldolgozasa soran képpiramisokat
hasznaltunk, amelyek lehetévé tették a képkockak
kiilonb6zé méretli reprezentacidinak 1étrehozasat. A
képpiramisok alkalmazasa eldsegitette a hatékony elemzést
¢és feldolgozast, kiilondsen a vagasok detektdlasa soran,
mivel a piramisok segitségével kdnnyebben felismerhetdk
voltak a képkockak kozotti kiilonbségek alacsonyabb
felbontasban. Ez nemcsak az elemzést gyorsitotta fel,
hanem pontosabb detektalast is biztositott.

Az igy esélyesnek tartott képkockakat ezutan 4x4-es
blokkokra bontotta az eljaras, majd Ossze is hasonlitotta a
blokkok szinvilagat, ezzel javitva az eredményt..

A vagasok kozott véletlenszertien kivalasztottunk két
képkockat, amelyek tovabbi feldolgozasra keriiltek. Ezt
kovetden az LSB-szteganografiai modszerrel elrejtettiik az
adatokat.

A visszafejtési folyamat soran azonositottuk a két
képkockat a kulcs segitségével, majd ezeken elvégeztiik a
XOR-mtiveletet, az igy megkapott képen hajtottuk végre az
LSB-t visszafelé.

A teljes folyamat parhuzamosan futott tobb szalon, ahol
a képkockak olvasasat és az adatrejtést kiilon szalak
kezelték, amelyeket biztonsidgosan szinkronizaltunk egy
pufterrel és mutex segitségével.

A memoriahasznalat optimalizalasa miatt célszer(i a fajlt
kétszer beolvasni €s csak darabokban vizsgalni, mivel az
ilyen formatumu videofijlok nagy méretiieck. Az elsd
beolvasas soran torténik a vagasok detektdlasa, majd a
kulcs 1étrehozasa, végiil az ismételt beolvasaskor zajlik és
azadatok rejtése az allomanyba.

6.1 GPU-alapu megkozelites

Ebben a megkdzelitésben az OpenCL (Open Computing
Language) nevii nyilt, platformfiiggetlen programozasi

__kerr rne ™ + frameB,
t frameSize) {

if (id < ) {
uchar ¢ = frameA[id] * frameB[id];

| Cdatalid] & 1);

frameB[id] = frameA[id] " ¢;
}

__kernel void decodeXorLSBHernel(__global const uchar* framed, __glc nst uchars frameB,
global uchar* extractedData, int dataSize, int frameSize) {

" 1. dbra OpenCl kodrészlet

keretrendszer segitségével parhuzamosan futtatjuk a
titkositasi és dekodolasi (visszafejtési) miveleteket,
kihasznalva a modern GPU-k és szamitasi gyorsitok erejét.
Az alkalmazott kod egy részletét az 1. dbra mutatja.

A titkositas soran két adatfolyamot kezeliink. Az egyik
adatfolyam referenciaértékként szolgdl, a masikat
modositjuk. Az XOR-miivelet lehetdvé teszi az informacio
elrejtését gy, hogy az eredmény strukturalisan nem tér el
jelentdsen az eredetitol.

A folyamat soran az adatok beagyazasahoz az LSB-
technikat alkalmazzuk , azaz az adatok legkisebb
helyiértéki bitjeit moddositjuk. Ez biztositja, hogy az
informécid rejtve marad, mikdzben a vizualis vagy bindris
adatok alig valtoznak. A visszafejtési miivelet hasonlo
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logikéaval miikodik: a titkositott és az eredeti adatfolyamot
XOR-mtivelettel kombinalva rekonstrudlja az elrejtett
informécidt, majd az LSB-k kiolvasasaval visszanyeri az
eredeti adatokat.

Az OpenCL altal biztositott parhuzamos feldolgozas
jelentsen gyorsitja ezt a miiveletet, mivel egyszerre tobb
szalon torténik a szamitds, igy az XOR- és LSB-
manipulacioé hatékonyan és nagy méretii adathalmazokon is
gyorsan végrehajthato.

7 EREDMENYEK

A képeken két képkockan végrehajtott miiveletek
figyelhetdek meg. A program kivalasztotta a két képkockat,
amelyek a 2-es és a 3-as abran lathatéak. Ezt kdvetSen
eléallitotta a kiillonbségképet (4. abra), majd a masodik
képet feliilirta ennek segitségével, igy allt el az 5. dbra. Ez
a modositott kép keriil vissza a videdfajlba. Mivel a két kép
minimalisan tér el, igy a kiilonbség is viszonylagosan kicsi,
amin végrehajt a program egy LSB- miveletet. A
kiilonbség igencsak nehezen észrevehetd, a visszafejtéshez
mar két képre van sziikség.

2. abra Eredeti els6 képkocka

3. abra Eredeti masodik képkocka

4. abra A két képkocka kiilonbsége

5. abra Modositott masodik képkocka

8 OSSzEGzES

A Dbemutatott program egy innovativ, kétlépcsOs
titkositasi rendszerrel igyekszik garantdlni az adatok
maximalis védelmét. Ez a rendszer a szteganografia és az
erds kriptografia otvozésével biztositja az informacid
észrevétlen elrejtését és a visszafejtés elleni magas szintii
védelmet.

Az els6 1épésben a rendszer nem csupan titkositja,
hanem lathatatlannd is teszi az érzékeny informéacidkat,
azaltal, hogy egy hétkoznapi kép- vagy videofajlba rejti
azokat. Mig a klasszikus titkositasi technologiak
felismerhetdk (példaul egy jelszoval védett fajl kdnnyen
azonosithato), addig ez az eljaras nem kelt gyanut, hiszen a
modositott videdk a titkositas utan is hétkéznapi modon
megnyithatok. Csak akkor lehet megbizonyosodni, hogy
véaltozas tortént, ha az eredeti médiummal Ossze lehet
hasonlitani.

A masodik Iépcsdben a rejtett informacid egy
napjainkban  is  elismert, megbizhatd titkositasi
algoritmussal keriil titkositasra. Ez a kettés védelem
biztositja, hogy még ha valaki felfedezné is az adatrejtést,
az informacio dekodolasa az erds titkositas miatt tovabbra
sem lehetséges.

A rendszer tobbféle technikaval képes az adatok
integralasara:

e Pixel-alapti bedgyazas, amely az egyes képpontok
legkisebb helyiértékii bitjeit hasznalja fel informacio
tarolasara, biztositva, hogy a modositas vizualisan nem
érzékelheté marad.

e Tobb képkocka hasznalata az adatrejtéshez, hogy a
felfedezés utan a masik képkockat is meg kelljen
taldlni a feloldashoz.

Ezen modszerek kombinacidja lehetévé teszi, hogy az
elrejtett adatok maximalisan védve legyenek, mikdzben az
eredeti fajl mitkodése és hasznalhatosaga valtozatlan
marad. A program fejlesztése soran kiemelt figyelmet
kapott a lehetd leggyorsabb végrehajtds €s az iizenetek
biztonsagos elrejtése.

Ez az eljaras 1j szintre emeli az informaciobiztonsagot.
A hagyomanyos titkositasi technikak mellett egy nehezen
észrevehetd adatrejtési eljarast is alkalmaz, amely teljes
diszkrécidt tesz lehetdvé. Legyen szd érzékeny személyes
informaciokrol vagy kritikus tlizleti adatok titkositasarol, a
rendszer lehetdséget kinal arra, hogy ezek észrevétleniil és
biztonsagosan tovabbithatok és tarolhatok legyenek.
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A fuzzy logika alkalmazasa a gumiiparban

Implementation of Fuzzy Logic in Tyre Industry
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Osszefoglaldis — A tanulmany bemutatja a fuzzy logika
elméleti alapjait, valamint részletezi alkalmazasat a gumiipar
specidlis folyamataiban. Két esettanulméany (membran
élettartam-optimalizalas és présszerszam homérséklet-
szabalyozas) 1épésrol 1épésre bemutatja a fuzzy rendszerek
implementilasat és potencialis eredményeit. A MATLAB
Simulink segitségével a szimulaciok alitamasztottak a

gyartasi  folyamatok hatékonysaganak javulasat, a
selejtarany  jelentdés csokkentését és a  koltségek
optimalizalasat.

Kulesszavak: fuzzy logika, szimulacié, okos vulkanizalés,
membran-élettartam el6rejelzés

Abstract — The paper presents the theoretical foundations of
fuzzy logic and details its application in specific processes
within the rubber industry. Two case studies (membrane life
optimization and press tool temperature control)
demonstrate step-by-step the implementation of fuzzy
systems and their potential results. With the help of
MATLAB Simulink, the simulations confirmed the
improvement of the efficiency of production processes, a
significant reduction of the scrap rate and the optimization of
costs.

Keywords: fuzzy logic simulation, smart curing, bladder lifetime
prediction

1 BEVEZETES

A modern gumiabroncs-gyartas rendkiviil 6sszetett, tobb
tucatnyi fliggetlen és egymassal kolcsonhatasban allo
paramétert tartalmaz. Az egyik legfontosabb tényezo a
vulkanizalési folyamat hdmérsékletprofilja, amely soran a
szerszam feliileti hdmérséklete akar tobb tiz °C-kal is
ingadozhat az tizemeltetési kornyezet és a gbézrendszer
terheltségének  fiiggvényében. Emellett a relativ
paratartalom valtozékonysaga a gézrendszerben, valamint
az egyes gumidsszetevok (szintetikus kaucsuk, szilika,
karbon) batch-batch kozott eltéré anyagmindsége mind
hozzajarulhat a vulkanizalas soran keletkez6 belsd
fesziiltségek ¢és selejtképzodési mintazatok kialakuldsahoz
[2,3].

A hagyomanyos, kétértekli (ON/OFF) vezérlési
rendszerek a gyakorlatban Ggy szabalyozzak a géz- vagy
elektromos fiitést, hogy eldre definialt als6 és felso
hémérsékleti hatarok kozott kapcesoljak be-ki a flitést. Bar
napjainkban az iparban foként PID szabalyzast hasznalnak,
ez a megkozelités gyakran nem tudja kezelni a
homérséklet-atmeneteket, a szenzorok mérési

bizonytalansagait ¢és azt a tényt, hogy a gumi
viszkoelasztikus viselkedése nem kapcsolhatd egyszertien
»hideg” vagy ,.forrd” allapotokhoz. Ennek kovetkeztében a
ciklusok kozott akar 5-8 °C-os ingadozas is eléfordulhat,
ami a vulkanizalds soran, tGl-, vagy alulvulkanizalast
okozhat, és végsd soron csokkentheti a termék mechanikai
tulajdonsagainak megbizhatdsagat [4].

L. A. Zadeh 1965-6s Fuzzy Sets cikke tette lehetdveé,
hogy a vezérldalgoritmusok ne kizardlag éles
hatarértékekre tdmaszkodjanak, hanem valdsagos mérési

adatokban rejlé  bizonytalansagokat és  fokozatos
atmeneteket is  modellezhessék [1]. A  fuzzy
halmazelméletben minden mérési ¢és szabalyozasi

valtozohoz (példaul ,alacsony hémérséklet”, ,kdzepes
paratartalom™) hozzarendelheté egy tagsagi fiiggvény,
amely egy 0 és1 kozotti értékkel fejezi ki, hogy az aktualis
mérés mennyire felel meg egy adott nyelvi kifejezésnek.
[5].

A fuzzy logikat korabban sikerrel alkalmaztak haztartasi
gépeken (mosdgépek dobfordulatszama, vizlagyitas) és
épliletautomatizalasban (klima- ¢és vilagitasvezérlés),
amelyek esetében a felhaszndléi kényelem ¢és az
energiahatékonysag jelentds javulast mutatott [6,7]. Ezek a
tapasztalatok meggy6zden alatamasztjak, hogy a fuzzy
rendszerek rugalmasan képesek kezelni a nemlinedris €s
bizonytalansaggal terhelt folyamatrészeket.

A fuzzylogika-alapu rendszerek alkalmazdsa nem uj
keletli, de a mesterséges intelligencia jelenleg is zajlo
fejlodésével és a szamitasi teljesitmények novekedésével
napjainkban Ujra kozéppontba keriiltek. Szamos ipari
tanulmany és kisérleti modell igazolja, hogy a neuro-fuzzy
rendszerek, a fizikai torvényekkel tdmogatott fuzzy
modellek, valamint a hibrid szabalyzasi algoritmusok
eredményesen alkalmazhatok a gumiipari gyartasi
folyamatok, igy kiilondsen a vulkanizalas optimalizalasara
[14-17].

2 ANYAG ES MODSZER

A kialakitott fuzzy vezérlérendszer harom egymasra
¢épiil6 fazisra tagolodik:

2.1 Fuzzyfikalas (bemenetiadat-transzformacio)

A vulkanizalasi folyamatban négy kulcsfontossagu
bemeneti tényezOt azonositottunk: szerszamhdomérséklet,
gbéznyomas, cikluskozi sziinetid6 és relativ paratartalom. A
tagsagi fliggvények tervezése a kovetkezd Iépéseket
foglalta magéba.:
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A ciklusk6zi sziinetidére haromszog alaka tagsagi
figgvényeket definialtunk: 0—1 perc (rovid), 0,5-2 perc
(kdzepes), 1,5-5 perc (hosszu). A relativ paratartalom
esetén trapéz alaku tagsagi fliggvényeket alkalmaztunk: 0—
10% (alacsony), 8-40% (normal), 35-100% (magas).
Gauss-gorbe jelleglh tagsagi fiiggvényeket rendeltiink a
szerszamhomérséklet finomhangolt értékeléséhez, mivel
ott a valos mérések koriil kisebb ingadozasok is jelentdsen
befolyasoljak a vulkanizalds mindségét. Minden tagsagi
fiiggvény 0-1 kozotti értékkel fejezi ki, hogy a pillanatnyi
mérés mennyire illeszkedik egy adott nyelvi kifejezéshez

[2].

2.2 Szabalybazis és kovetkeztetés

A dontési logika if-then szerkezetekbdl épiil fel,
Osszesen 45 szakért6i szabalyt definialtunk. Példaul:

IF (Paratartalom IS magas)
AND (Szerszamhomeérséklet IS kozepes) (1)
THEN (Vulkanizalasi idé 1S névelendo)

A szabalyok finomhangolasat a gyartasbol érkezd adatok
segitségével végeztik el a korabbi selejtarany és
ciklusadatok elemzése alapjan. A Mamdani-tipusu
kompoziciés kovetkeztetést alkalmaztuk, amely a
szabalyok eldfeltételeinek illeszkedési fokat egyesiti a
konkluzié fuzzy kimenetével [S5]. Az ezt kovetd 1épés a
defuzzyfikalas, vagyis akimeneti numerikus értékképzés. A
kimeneti fuzzy halmazokat a stlyponti (Center of Gravity,

COG) modszerrel alakitottuk egyetlen, folytonos
numerikus vezérldjellé:
yix = | yesupp(Bi+)Bix(y)ydy @)

T [yesupp(Bi*)Bix(y)dy
wix = [y € supp(Bi*)Bi* (y)dy (3)

yCOG = 2=ty

Yo (wix)

teszi a futési
elkeriilve a

Ez lehetové
nyitasvezérlését,
tullovéseket [6].

szelep folyamatos
tranziensekbdl adodo

2.3 Szimulacio és validacio

A teljes fuzzy vezérlémodellt MATLAB/Simulink
kornyezetben  implementaltam, ahol laboratériumi
adatokkal kalibraltuk a tagsagi fliggvényeket és a
szabalyokat.

A szimulaciés eredményeket Osszevetettilk egy valds
izemmel, ahol a prototipus vezérlérendszert héarom
hoénapos probapados tesztelés soran értékeltiik. A fuzzy
rendszer bevezetése utan a selejtarany 12%-r61 4%-ra
csokkent, a ciklusidok atlagosan 5%-kal egyenletesebbek
lettek, és a gézfogyasztas 8%-kal mérséklodott.

3 EREDMENYEK

3.1 Membranmonitorozo rendszer teljesitménye

A vulkanizald prések gumimembranjanak allapotat
figyel6 fuzzy rendszer bevezetésével jelent6sen javult a
korai hibadetektalds pontossaga és megbizhatésaga. A
hagyomanyos megoldasként alkalmazott egyszerii riasztasi
kiiszobértékekkel szemben — melyeknél alacsony beallitas
esetén sok volt a téves riasztas, magasra allitva pedig a
rendszer nem jelezett idoben, ami miatt jelentds selejt
keletkezhetett — a  fuzzy logika alkalmazasa
kiegyensulyozottabb miikodést eredményez.

A tervezett fuzzy szabalyrendszer tobb bemeneti
valtozot (pl. kornyezeti paratartalom, hdmérsékleti adatok,
membranhasznalati id6) egyiittesen értékel, és Ot tagsagi
figgvényre osztja a kritikus paraméter tartomanyat a
finomabb érzékenység érdekében. Ennek kdszonhetden a
riasztasok joval nagyobb pontossdggal jelzik eloére a
membran meghibasodasat — a detektalds sikeressége
meghaladta a becslések szerint a 90%-ot —, mikdzben
minimalisra csokkent a hamis riasztasok szdma. A
késobbiekben bevezetett Al alapii prediktiv rendszer
miikddésének eredményességét a gyartasi adatok is
alatdmasztjadk. Amennyiben a fuzzy alapii monitorozas
idében érzékel egy gbzszivargast vagy membransériilést,
lehet6vé valik a prés azonnali leallitasa és a hiba elhdritésa,
mieldtt a hiba tovabbi selejt termékeket okozna. Mérések
szerint egy atlagos membranhiba esetén 5—6 abroncsot is
meg lehet menteni ilyenkor, ugyanis ennyi selejtes termék
keletkezne, miel6tt a probléma a hagyomanyos
szemrevételezés soran kideriilne. A fuzzy rendszer
bevezetésével tehat a membran okozta selejtarany
drasztikusan csokkenthetd, hosszii tavon gyakorlatilag a
nullara.

Az 1j membranmonitoroz6 megoldas nemcsak a
selejtszamot  mérsékli, hanem a meghibasodasok
elérejelzésének sikeraranya is kiemelkedd: a rendszer az
esetek tilnyomo tSbbségében képes volt még a kritikus
allapot bekovetkezése elott jelezni a  beavatkozas
sziikségességét. Mindezt a sajat fejlesztésti szabalybazis
altal generalt folyamatos visszajelzés biztositja, ami
lehetdvé teszi a membran élettartamanak dinamikus
becslését a gyartasi folyamat soran. Az esettanulmanyban
egy 3D felilleten szemlélteti a membran élettartam-
optimalizalas fuzzy modelljének kimenetét, melyen
lathatd, hogy a rendszer az alacsony élettartam-
tartomanyokban mar megfeleld jelzést ad, a teljes skalan
valo finomhangolas pedig tovabb ndveli a pontossagot.
Osszességében a membranallapot-figyeld fuzzy rendszer
joval megbizhatobb eldrejelzést és kisebb selejtarannyal
jar6 iizemet eredményez a korabbi, fix kiiszobértékeken
alapulé mddszerhez képest.

3.2 “Smart Curing” rendszer eredményei

A Smart Curing nevl intelligens vulkanizalasi rendszer
esetében a fuzzy logika alkalmazasa tobb szempontbdl is
jelentds javulast hozott a hagyomanyos technoldgiahoz
viszonyitva. Az 1ij szabalyozas bevezetésének egyik f6
célja az energiahatékonysag novelése volt. A kisérleti
eredmények alapjan a kétkords fuzzy szabalyozasa fiitési
rendszerrel a gbzfogyasztds varhatdan 10-20%-kal
csokkenthetd a jelenlegi egykords megoldashoz képest,
emellett a vulkanizalasi ciklusidében is 5-10%-os
csokkenés érhet6 el. Ezek az értékek dsszhangban vannak
a projekt kezdeti becsléseivel, €s ramutatnak a fuzzy alapa

vezérlés potencialis gazdasagi és termelékenységi
elényeire. Az idémegtakaritds abbol adoédik, hogy az
elméleti szamitasok szerint elegendd a sziikséges
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héenergidt a termékbe juttatni a kelld6 mértéka
térhaldsodashoz; ezt kdvetden a folyamat kiilsé hobevitel
nélkiil is befejezddhet, igy a ciklus a sziikséges energia
kozlése utan leallithatd, ami leréviditi a vulkanizalasi id6t
anélkiil, hogy a végtermék mindségét csokkentené. A
ciklusid6 ilyen optimalizalasa a 3T-elv (Time, Tension,
Temperature) alkalmazasaval wvalt lehetové, melynek
keretében a vulkanizalas idOtartamat, homérsékletét és

nyomdasat  egyszerre  szabalyoztuk a  folyamat
optimalizalasara.
A masik f6 eredmény a homérsékleteloszlas

egyenletességének javulasa a vulkanizald szerszdmon
beliil. A korabbi rendszerben — ahol a teljes formafiités
egyetlen g6zkoron tortént — a kiilonbozo szerszamrészek
hémérséklete kozott jelents eltérések alakultak ki.
Gyakran el6fordult, hogy a futofeliileti rész és az oldalfali
részek hémérséklete nem volt azonos, mivel a géz a felsé
fiit6lapbol sorosan haladt 4t a forman az als6 fiit6lap felé.
Ennek kdvetkeztében a szerszam belsejében homérséklet-
inhomogenitas volt megfigyelhet, és a gumiabroncsot
nem azonos intenzitasi hohatas érte, ami az abroncs egyes
részein eltéré mechanikai tulajdonsagokat eredményezhet,
sz¢ls6séges esetben selejt termékhez vezet. Ezzel szemben
az 0j, fuzzy vezérelt rendszerben a fiitékort két agra
bontottuk (belso és kiilsé kor), igy a szerszam kiilonbozo
részein kiilon szabalyozhatd a hémérséklet. Az 1 kivitelii
kétkoros gbzrendszer lehetdvé teszi, hogy kozvetleniil
mérjik a forma egyes kritikus pontjainak homérsékletét,
ezaltal joval tobb informacid all rendelkezésre a termék
aktualis héallapotardl és a beavatkozas sziikségességérol.
Az 1j szabalyozasi architektiiraban mind a futofeliiletet
melegitd, mind az oldalfalakat melegit6 ag sajat szeleppel
és érzékelovel rendelkezik, igy a két rész hémérséklete
egymastol fiiggetleniil szabalyozhato.

A mérési eredmények igazoljak a hémérséklet-eloszlas
kiegyenlitddését az intelligens rendszer alkalmazasaval. A
jelenleg hasznalt rendszerben a két fiit6lap hémérséklete
folyamatosan kb. 3—4 °C-os ingadozast mutatott, és a ciklus
végére a kiilonboz6 szerszamrészek kozott akar 4-5 °C-os
hémérsékletkiilonbség is kialakult.

Az 1. abra egy hagyomanyos vulkanizalasi ciklus
hémérséklet-ingadozasait szemlélteti. Lathato, hogy a
ciklus soran a szerszam kiilonb6zé pontjain jelentds
hémérsekletkiilonbségek alakulnak ki, ami instabil
héprofilhoz vezet.

Temperature in C
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1. abra: Hagyomanyos vulkanizalasi ciklus

Ezzel szemben, a 2. abran lathatd 0j fuzzy szabalyozas
eredményeként, a forma kiilonboz6 pontjain mért
hémérsékleti gorbék sokkal kdzelebb keriiltek egymashoz:

pressure In Kgicm2

a hémeérsékleti ingadozas mindodssze 2—3 °C a ciklus soran,
és a futofeliileti rész, valamint az als6 oldalfal hdmérséklete
csaknem azonos.
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2. abra: Smart Curing-vulkanizalasi ciklus

Fontos kiemelni, hogy a hémérsékleti profil
optimalizalasat a rendszer proaktiv mddon segiti el —
példaul a  prés nyitdsakor  torténdé  atmeneti

hémérsékletnoveléssel —, igy a ciklus elején kevesebb ideig
kell maximalis gdzzel fliteni, ami tovabb csokkenti a
sziikséges vulkanizalasi id6t. Az 1j szabalyozasi megoldas
szamos elénnyel jar: javult a szerszam hoémérsékletének
stabilitisa ¢és egyenletessége, ami kedvezéen hat a
késztermék mindségére. A homogénebb héeloszlas révén
az abroncs kiilonbozé részeinek mechanikai jellemzoi
egyenletesebbé valnak, csokken az egyes zonak kozti
eltérés, példaul keménységben vagy rugalmassagban.
Varhat6, hogy ezaltal mérséklodik a korabban az
egyenl6tlen vulkanizalasbol fakado selejtképzodés is,
hiszen kisebb az esélye annak, hogy egy abroncs valamely
része alul- vagy tulvulkanizalt marad.

Osszehasonlitva a korabbi megoldasokkal, mindkét
fejlesztés jelentGs elérelépést mutat. A membranfigyeld
fuzzy rendszer a fix hatarértékekkel dolgozo régi
modszerhez képest sokkal adaptivabb és megbizhatobb:
képes finomabban beallitani az érzékelési kiiszoboket és
egyszerre tobb tényezdt figyelembe venni, igy idében jelez
és minimalizalja a kiesést. Ennek eredményeként a
membran okozta varatlan allasidék és selejtek szama
jelentésen csokkenthetd. Hasonloképpen, a Smart Curing-
fuzzy  szabalyozas a  hagyomanyos  egykoros
hémérsékletszabalyozassal szemben hatékonyabb és
precizebb: csokken az energiafelhasznalas és a ciklusido,
mikdzben javul a hémérsékleti profil, és ezaltal a termék
mindsége. Bar az 0j rendszer bonyolultabb felépitési, és a
tobb szabalyozoelem miatt a karbantartasi igénye is
némileg magasabb, az elért eredményeck - az
egyenletesebb ~ hémérséklet-eloszlas, a  rovidebb
vulkanizalasi id6 és a jobb mechanikai mindéség —
messzemenden igazoljék a fejlesztés 1étjogosultsagat.

Az alkalmazott fuzzy logikai megkozelités tehat sikeresen
hozzajarulhat a gumiipari vulkanizaldsi folyamat
optimalizalasdhoz mind a gyartasi hatékonysag, mind a
termékmindség terén.

4 EREDMENYEK ERTEKELESE

Az eredmények egyértelmiien igazoljak, hogy a fuzzy
alapu vezérlés bevezetése jelentGs pozitiv hatast gyakorolt
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a vulkanizalasi folyamatra és a gyartas teljesitményére. A
fejlesztés révén csokkent a gépallasido, ritkultak a varatlan
karbantartasi beavatkozasok, mérséklédott a selejt aranya,
¢és javult a termelés hatékonysaga, ami Osszességében a
beruhdzas gyors megtériilését eredményezi. Az
alabbiakban 6sszefoglaljuk a legfontosabb eredményeket
strukturalt formaban.

Gépallasid6 csokkenése: Korabban egy membran
meghibasodasa elkeriilhetetleniil gépleallashoz vezetett,
hiszen a jelenlegi rendszer csak az elsd selejtes termék
keletkezése utan riaszt és allitja le a prést.

Ez azt jelenti, hogy minden vératlan membransériilés
legalabb egy selejtabroncsot és a termelés megszakitasat
okozta. A fuzzy vezérlés bevezetésével lehetévé valt a
membran allapotanak eldrejelzése és a beavatkozas még a
szakadas bekovetkezte el6tt. Ennek koszonhetden a prések
varatlan leallasai gyakorlatilag megsziintek, mivel a
membrant még a toréspont elott, tervezett leallas keretében
lehet kicserélni. A megel6zd csere minimalisra csokkenti a
nem tervezett allasidét, ezaltal noveli a berendezés
rendelkezésre allasat és a gyartasi kapacitast.

Karbantartasi beavatkozasok ritkulasa: A fuzzy alapu
rendszer egyik fontos eleme a tobbszords bemeneti
paraméterek haszndlata, beleértve a paratartalom- és a
hémérséklet-érzékeld  parhuzamos alkalmazasat. A
meglévo paratartalom-érzékeld a hasznalat soran hajlamos
elszennyezOdni és egy id6 utan megbizhatatlanna valni,
ami eddig rendszeres tisztitast vagy cserét igényelt.

Az 1j fuzzy vezérlés azonban redundans mddon épiti be
a homérsékleti adatokat is a dontéshozatalba: ha a
paraérzékeld meghibasodik vagy fals jelet ad, a rendszer a
hémérséklet alapjan tovabbra is miikodoképes marad és
megel6zi a selejtképzddést. Igy a szenzor hibaja vagy
karbantartasi igénye esetén sem kell azonnal leallitani a
gépet — a tisztitds vagy csere iltemezhetd egy tervezett
karbantartasi intervallumba. Ez a redundancia jelentésen
csokkenti a karbantartds miatti varatlan beavatkozasok
gyakorisagat. Emellett a kétkords goézrendszerre vald
attérés (bels6 és kiilso fitéhurkok szétvalasztasa) a
berendezések igénybevételét is mérsékli, mivel az adott
oldal fiitését le lehet kapcsolni, példaul allas vagy
formaatallas esetén, igy a komponensek (szelepek,
membranok) kevésbé kopnak. Ennek eredményeként a
tervezett karbantartasok kozott eltelt id6 no, és a
karbantartasi koltségek csokkennek.

Selejt csokkenése, mindségjavulas: A fuzzy vezérlés
elsdleges célja a vulkanizalasi ciklus sordn keletkezd
selejtabroncsok  szamanak minimalizaldsa volt. A
hagyomanyos  rendszertben @ a  membranszakadas
kovetkeztében keletkezo selejtet csak utolag észleltek, igy
minden ilyen esemény egy hibas terméket eredményezett.
Az 1 detektald és szabalyozd mechanizmus viszont
proaktivan beavatkozik: ha a bemeneti valtozok
(pératartalom, hoémérséklet, ciklusid6-sziinet hossza,
membran élettartama szazalékban) olyan kombinéciojat
érzékeli, ami a membran kifaradasara utal, akkor jelzi a
sziikséges beavatkozast (példaul a ciklus felfiiggesztését
vagy a membrdn cser¢jét) még mieldtt a hiba ténylegesen
bekovetkezne. Igy a membransériilés miatti selejt termékek
szama kozel nullara csokkenthet, hiszen az esetleges
rendellenességet azeldtt detektaljuk, hogy az abroncs
karosodna. Ezen tulmenden a fuzzy algoritmus a
vulkanizaldsi folyamat paramétereinek optimalizalasaval
hozzajarul a konzisztensebb mindséghez is. Példaul a

jelenlegi hagyomanyos flitési rendszerben jelentds
héingadozasok lépnek fel a ciklusok soran (a szerszam
hémérséklete ingadozik), ami negativan befolyasolja a
gumitermékek mindségstabilitasat. A bevezetett 0j, két
szabalyzokords gézrendszer és fuzzy logika kombinacidja
sokkal egyenletesebb hémérséklet-profilt biztosit: mig a
jelenlegi  rendszerben nagy  homérséklet-eltérések
figyelhetok meg, addig a tovabbfejlesztett rendszerben a
hémeérsékleti ingadozasok csokkennek.

A folyamatstabilitas javulasa kozvetlen hatassal van a
mindségre: csokken a til- vagy alulvulkanizalas esélye,
ezaltal kevesebb selejt keletkezik a nem megfelelden
kivulkanizalt termékekbdl. Osszességében a selejtardny
redukalasa nyersanyag-megtakaritast és
hulladékesokkentést eredményez, ami nemcsak gazdasagi,
de kornyezeti szempontbdl is elényos.

A kétkoros fiitési rendszer és a fuzzy szabalyozas
lehet6vé teszi a vulkanizalasi folyamat finomhangolasat az
aktualis kiils6 koriilményekhez. Ennek koszonhetéen
csokkent az egy abroncsra jutd vulkanizaldsi id6: a
becslések szerint 5-10%-kal révidebb id6 sziikséges egy
ciklus lefolytatasdhoz. Ez azt jelenti, hogy adott id6 alatt
ennyivel tobb terméket lehet vulkanizalni, tehat a gyartosor
kapacitasa 5-10%-kal emelkedhet a fejlesztés hatasara. A
3. abra szemlélteti a bemeneti paraméterek (pl. nyersgumi
hémérséklete,  szerszam  atlaghOmérséklete,  prés
mellékideje) hatasat a ciklusido-valtozasra a fuzzy
szabalybazis figyelembevételével.

Ciklusid6_valtozas

178
15 & GT,, omerseklet

3. abra: Vulkanizalasi ciklusid6 valtozasa a bemeneti fliggvények
hatésara

Lathato, hogy a rendszer képes adaptivan ndvelni vagy
csokkenteni a ciklusid6t a koriilmények fiiggvényében —
példaul hosszabb gyartasi megszakitas utan kissé noveli a
ciklushosszt a mindségbiztositas érdekében, mig normal
koriilmények kozott gyorsitja a ciklust. Ennek a dinamikus
optimalizacionak az eredménye a ciklusid6 atlagos
csokkenése, ami Osszességében a termelési volumen
novekedéséhez vezet. Rdadasul a gbzfogyasztas 10-20%-
os csokkenése is elérhetd az uj rendszerrel, mivel az
energiafelhasznalast a rendszert pontosabban hangolja
Ossze a sziikségletekkel. Az energiahatékonysag javulasa
kozvetlen koltségmegtakaritast jelent a gyar szamara, €s
hozzajarul a fenntarthatobb miikddéshez is.

Beruhazéasi koltség ¢és ROI  (befektetésaranyos
megtériilés): Az eredmények ismeretében elvégezhetd a
fejlesztés megtériilési idejének becslése. A fuzzy alapa
vezérlés bevezetése viszonylag kis beruhazasi koltséggel
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jart a potencialis hasznokhoz képest. A f6bb raforditdsok
kozott emlithetd a rendszer fejlesztési és integracios
koltsége (szoftverfejlesztés, vezérld algoritmus
implementalasa a PLC-be vagy egyéb iranyit6 egységbe), a
sziikséges érzékelok (példaul redundans hoémérséklet-
szenzor) és miszerezés kiépitése, valamint a kétkoros
fiitési rendszer hardveres atalakitasa (az 1j elektro-
pneumatikus szelepek és csovezeték kiépitése a belsd és
kiilsé kor szétvalasztasahoz). Ezek a kezdeti koltségek
azonban a megtakaritdsok fényében gyorsan megtériilnek.
A gozfogyasztas akar 20%-os csokkentése éves szinten
jelentds energiakoltség-megtakaritast hoz, és a 5—10%-kal
rovidebb ciklusiddé pedig ndveli a termelési darabszamot,
ami tobbletprofitot eredményez. Emellett a selejttermékek
szamanak drasztikus csokkenése tovabbi
koltségmegtakaritast jelent (hiszen kevesebb anyagot és
munkaid6t pazarol a gyar hibas darabokra), valamint a
gépallasidé minimalizdlasa fokozza a termelékenységet.
Becslés alapjan a beruhdzas megtériilési ideje akar
koriilbeliil 1 évre tehetd, ami kivételesen jo arany az ipari
automatizalasi projektek korében. Ez azt mutatja, hogy a
fuzzy logikara épiilé optimalizalas iizemi kornyezetben
nemcsak miszaki, de jovedelmezdségi szempontbdl is
megalapozott és kifizetédo fejlesztés.

5 OSSZEGZES

A tanulmanyban bemutatott megoldas ravilagitott arra,
hogy a fuzzy szabalyozas igéretes és hatékony eszkdz a
modern gumiabroncsgyartas folyamataiban felmertild
problémak kezelésére. Osszefoglalasképpen
megallapithatd, hogy a fejlesztett, fuzzy alapu
vezérlorendszer bevezetése jelentésen hozzajarult a
vulkanizalasi technologia optimalizalasahoz és a gyartas
hatékonysaganak javitasahoz.

A dolgozat ramutatott a fuzzy logika gyakorlati
alkalmazhatdsagara egy nagy volument ipari folyamatban.
Bemutatta, hogy a mesterséges intelligencia és a
hagyomanyos gépipari vezérlés integracioja lehetséges és
kifizet6do: a fuzzy rendszer képes természetes nyelvi
szabalyok formajaban kezelni a tapasztalati tudast, ezaltal
hidat képezve az emberi szakértelem €s az automatizalt
vezérlés kozott. A fejlesztés soran 1étrejott modell
modularisan tovabbfejlesztheté és mas, hasonlo jellegi
teriileteken is alkalmazhato, példaul olyan gyartdsori
folyamatnal, ahol tobb bizonytalan vagy Osszefiiggd
paraméter egylittes hatasat kell figyelembe venni a
szabalyozas soran. A kutatds eredményei megerdsitik, hogy
a fuzzy logika nem pusztan elméleti kuri6zum, hanem valos
ipari innovaciok alapja lehet, amely kézzelfogahto,
meérhetd javulast hoz a termelésben.

A kutatas lezdrasa utan szamos tovabbi fejlesztési
lehet6ség kinalkozik a rendszer tokéletesitésére. Az egyik
fontos irany a fuzzy rendszer tovabbfejlesztése uj bemeneti
paraméterek bevonasaval. Erdemes megvizsgalni, hogy
tovabbi szenzorok vagy folyamatjellemzok (példaul a
présben uralkodé6 nyomaés dinamikdja, a nyersanyag
tulajdonsagai, kornyezeti paraméterek stb.) bevitele miként
javithatna a modell eldrejelzd képességét. Uj bemeneti
valtozok  integraldsdval a  szabalyrendszer —még
pontosabban az adott gyartasi kdrnyezetre szabhatd, ami
még jobb eredményeket hozhat a selejtcsokkentés és
ciklusid6-optimalizalas terén.

Tovabbi potencial rejlik a fuzzy rendszer 6nadaptivva
tételében is. Jelenleg a szabdlybazis és a tagsagi
figgvények szakértéi tudas és kisérleti finomhangolas

eredményeként jottek 1étre. A jovoben azonban lehetséges
olyan tanuld algoritmusok integralasa, amelyek a rendszer
miikddése sordn gyujtott adatok alapjan automatikusan
hangoljak a fuzzy szabalyokat vagy tagsagi fliggvényeket.
A szakirodalomban taldlunk példdkat genetikus
algoritmusok altal vezérelt fuzzy rendszertervezésre is,
ahol a keresési folyamat optimalizalja a szabalyrendszert.
Emellett a modern iranyitastechnikai platformok (pl. a
Siemens TIA Portal) mar tartalmaznak autotuning
funkciokat is, amelyek iterativ paraméterallitassal érik el a
kivant beallitasokat. E technikak integralasa lehetové tenné
egy 0nhangold, 6noptimalizalo fuzzy vezérlés kialakitasat,
amely a valtozé lizemi koriilményekhez folyamatosan
alkalmazkodik. Igy példdul a rendszer képes lenne valos
idében tanulni az 1j tapasztalatokbol: ha valtozik a
gumikeverék Osszetétele vagy az lizemeltetési kdrnyezet, a
vezérlés automatikusan igazitana a dontési szabalyokat a
korabbi beavatkozasok sikeressége alapjan. Az onadaptiv
megkozelités novelné a szabalyozas robusztussagat és
hosszu tavon is biztositana az optimalis teljesitményt.

Végezetiil kiemelendd, hogy a fuzzy logika alkalmazésa
a gumiipari vulkanizalasban nemcsak az adott esetben
hozott szamottevd javulast, hanem példaértékii lehet mas
ipari folyamatok szamara is. A dolgozatban bemutatott
eredmények azt sugalljak, hogy a fuzzy alapu szabalyozok
bevezetése az Ipar 4.0 torekvésekkel Osszhangban 1évo
lépés, amely a hagyomanyos gyartorendszereket
intelligensebbé, rugalmasabba és hatékonyabba teheti. A
fejlesztés konkluzidja tehat az, hogy a bizonytalansagokat
¢és nemlinearitasokat jol kezel6 fuzzy vezérlés ¢letképes és
jovébe mutatd megoldas a gyartasoptimalizalas és
mindségbiztositas teriiletén, melynek tovabbfejlesztése és
széles korli ipari alkalmazasa a kovetkezé évek soran
varhatoan egyre inkabb el6térbe keriil.
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Osszefoglalis — A munkavallalok biztonsaganak és
egészségének megovasa egy rendkiviil fontos kérdéskor
napjainkban. Azonban ennek figyelése rengeteg human
eroforrast igényelne, igy legtobb esetében informatikai
rendszerek segitségével monitorozzuk a munkakornyezetet.
Ezeknek a rendszereknek koszonhetéen rengeteg adat all
rendelkezésre szamunkra, amelyet statisztikak készitésére
tudunk hasznilni. Ebben a cikkben egy fuzzy modell
megalkotasa a cél, amely a hegesztés kozben, szamszeriien
mérheté fiistparaméterek alapjan hivatott meghatarozni a
hegeszto Kitettségét. Ez a modell timogatja a dontéshozatalt
a munkavallalok egészségvédelmében, és a jovében
beavatkozasok elvégzésére is alkalmas lehet.

Kulcsszavak: hegesztési fiist, kockazatelemzés, fuzzy modell

Abstract — Ensuring the safety and health of workers is an
critical concerntoday. However, monitoring these aspects
requires a significant amount of human resources, thus, IT
systems are commonly used. Thanks to these systems, a vast
amount of data is available, which can be used for statistical
analysis. The aim of this paper is to develop a fuzzy model
that estimates the exposure of a welder based on
quantifiable parameters (such as welding fumes
concentration) during the welding process. This model
supports decision-making processes regarding worker
health protection and may facilitate future interventions.

Keywords: welding fumes, risk analysis, fuzzy model
1 BEVEZETES
A hegesztés az egyik legmeghatarozébb gyartési
technoldgia napjainkban. Alkalmazisa megtaldlhaté az

ipar szinte dsszes agazataban. A varratkialakitas mindsége
alapvetden hatdrozza meg a szerkezet mechanikai

tulajdonsagait. Ennek standardizalasaira mar régota
alkalmaznak gépesitett vagy robotizalt hegesztési
eljarasokat, amelyek egyenletes mindséget képesek
biztositani.

Ugyanakkor gyakran vannak olyan koriilmények , ahol
nem lehet megoldas a gépesitett eljaras, a hegesztést
embernek kell végeznie. Ez pedig felveti a hegesztd
munkavédelmének kritériumat is. A torvényi hattér
rendkiviil szigort szabalyok mentén hatarozza meg ezeket
a kritériumokat, ami nagy kihivast és feleldsséget r6 a
munkaltatokra.

A hegesztés egy kifejezetten veszélyes technologia az
egészségkarositd hatasok miatt. Ide tartoznak fizikai,
kémiai, biologiai és pszichoszocialis korilmények. Ezek
kozé sorolhatd tobbek kozott a hegesztési poziciobol
szarmaz6 ergondémiai probléma, az ivfény okozta
lataskarosodas, valamint —a cikk szempontjabol kiemelten
— ahegesztési flist altal okozott léguti megbetegedések.

Emiatt kulcsfontossagl, hogy folyamatosan vizsgaljuk
a munkavallalok kitettségét, fliggetleniil attol, hogy
elsdleges vagy masodlagos expozici6 éri 6ket. Tovabba
kiemelendd, hogy a Kkitettség nem allandd, szamos
koriilmény befolyasolja, amelyek fliggvényében kell
vizsgalni a hegeszt6 kitettségét. A gyakorlatban azonban
nincs lehetdség hosszas elemzésekre, a kockazatelemzés
eredményét a lehetd legrovidebb id6 alatt célszerii elérni.
A cikk célja egy fuzzy modell felépitése, amely képes a
kivalasztott hegesztési koriilmények figyelembe vételével
meghatarozni a hegeszt6 személy kitettségét.

2 HEGESZTESI FUST KOCKAZATAI

2.1 A fiist Osszetétele

A hegesztési flist egy komplex aeroszol, amely szilard
részecskék és gazok elegye. Ez a hegesztési iv altal
generalt hdé hatdsara parolog el els6sorban a
hozaganyagbol, illetve a hegesztendé fémbdl. A magas
hémérséklet hatasara ezek az anyagok g6z allapotba
keriilnek, majd a kérnyezé levegével érintkezve gyorsan
lehiilnek, és mikroszkopikus részecskékké
kondenzalodnak, amelyek  belélegezve komoly
egészségligyi kockazatot jelenthetnek.

A fiistben talalhato szilard részecskék jelentds része
oxidalt formaban fordul eld, és kémiai Osszetételiik
jelentés mértékben fiigg az alkalmazott hegesztési
eljarastol, a felhasznalt anyagoktol és a munkakornyezet
paramétereitdl. A leggyakrabban eléfordulé komponensek
kozé tartozik a vas-oxid, amely vassal torténd hegesztés
sordn keletkezik, valamint a mangan-oxid, amely a
hozaganyagokban  gyakori  6tvozéelem.  Ezenkiviil
eléfordulhatnak  krom- és  nikkel-oxidok, foként
rozsdamentesacél hegesztése soran, amelyek belélegzése
kiilondsen veszélyes, mivel hosszl tavon akar karcinogén
hatasi  lehet. Emellett jelen lehetnek szénalapu
vegyiletek, példaul szénkorom vagy egyéb szerves
eredetli szennyezodések.
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Nemcsak a részecskék, hanem a kiilonféle gazok is
jelentds szerepet jatszanak a hegesztési flist karos
hatdsaiban. A hegesztési eljaras tipusatél fiiggden
kiilonféle toxikus gazok keletkezhetnek, mint példaul
szén-monoxid (CO), szén-dioxid (CO2), nitrogén-oxidok
(NO ¢és NO2), valamint 6zon (Os). A szén-monoxid erésen
mérgezO, mert gatolja az oxigén szallitasat a vérben. A
nitrogén-oxidok és az 6zon erdsen irritaljak a légutakat,
gyulladast okozhatnak, ¢és tartds expozicid esetén
maradandé tlidokarosodast is eredményezhetnek. Egyes
esetekben ezek a gazok akar kozponti idegrendszeri
zavarokat, fejfajast, szédiilést vagy akar sulyosabb
mérgezési tiineteket is eldidézhetnek [1].

2.2 Részecskemeret

A hegesztési fiist egyik legfontosabb komponense a
benne talalhato szilard részecskék Osszessége, amelyek a
fiist jol lathato, stirti, gomolygd részét alkotjak. Ezek a
részecskék nem csupan optikai jelentdséggel birnak,
hanem komoly egészségiigyi kockazatot is jelentenck a
hegesztok és a kornyezetiikkben tartozkodok szdmara. A
részecskék a fémek parolgasa, oxidacidja, illetve
kiilonb6z6 kémiai reakciok eredményeképpen
keletkeznek, majd a levegében lebegve szallitddnak.
Szamos nemzetkézi kutatds és toxikoldgiai vizsgalat
foglalkozik e szilard részecskék biologiai hatédsaival,
kiilondsen azokéval, amelyek hosszabb ideig a légutakban
vagy a szervezet mas részeiben maradnak.

Méret szerint a szilard részecskéket harom f6 frakcioba
szokas sorolni. Az elsG csoportba tartoznak az un.
inhalabilis  részecskék, amelyek 100 pm alatti
mérettartomanyba esnek. Ezek képesek a szajon és orron
keresztiil bejutni a szervezetbe. Egy résziik mar a felsd
légutakban — példaul az orriiregben, a garatban vagy a
gégefd kornyékén — kiszirédik és lerakddik, azonban
jelentés mennyiség tovabbjut a mellkas iranyaba. Ezeket a
részecskéket torakalis frakcionak nevezziik, mivel
eljutnak a 1égcsovon keresztiil egészen a horgdkig. A még
ennél is kisebb, 4 pm-nél kisebb méretli szemcsék
képesek mélyen behatolni a tiiddbe, ahol letapadhatnak, és
kozvetlentil érintkezhetnek a gazcserét végzd sejtek
felilletével. Ez kiilonosen veszélyes, mert a lerakodott
anyagok gyulladast, sejtkarosodast, és hosszii tavon

hegesedést  vagy  daganatos  elvaltozasokat is
eléidézhetnek.
A legnagyobb kockazatot azonban az Un.

nanorészecskék jelentik, amelyek mérete 1 és 100 nm
kozé esik. Ezek olyan aprék, hogy nemcsak mélyen a
tiidobe képesek behatolni, hanem 4t is tudnak hatolni a
sejtfalakon is. Ennek kovetkeztében bekeriilhetnek a
vérkeringésbe, és igy a test barmely részébe eljuthatnak,
akar a kozponti idegrendszerbe, a méajba, vesébe vagy
egyéb létfontossaghi szervekbe. A sejtszinten kifejtett
hatasuk — példaul oxidativ stressz vagy DNS-karosodas —
sulyos, sokszor visszafordithatatlan egészségkarosodashoz

vezethet. Emellett a nanoméretli részecskék az
immunrendszerre is hatassal lehetnek, gyulladasos
folyamatokat indithatnak el, ¢és fokozhatjdk mas

betegségek kialakulasanak kockazatat is.

Ebbol is lathato, hogy a részecskeméret vizsgalata
kifejezetten fontos, mivel a belélegezheté frakcional
nagyobb méretli részecskék esetében az egészségkarositd
hatés jelentdsen alacsonyabb [2][3].

2.3 Hegesztési fiist dltal okozott megbetegedések

Az elsé6 dokumentalt eset, amely egyértelmiien
Osszefliggésbe hozhatd a hegesztési fiist altal kivaltott
egészségkarosodassal, 1938-bdl szarmazik. Ebben a korai
beszamoldban még csupan  artalmatlannak  vélt,
légutakban lerakddott porrdl irtak , és a veszélyeket
alabecsiilték. Az orvostudomany fejlodésével és az ipari
egészségvédelem eldretorésével azonban fokozatosan
vilagossa valt, hogy a hegesztési flist nemcsak
kellemetlen, hanem potencialisan stlyosan karosito
hatassal van az emberi szervezetre. Kiilondsen az utobbi
évtizedekben kapott nagyobb figyelmet a hegesztok

munkakornyezetének vizsgalata és az ezzel jard
egészségligyi kockazatok feltérképezése [4,5].
A hegesztok korében megfigyelt, tgynevezett

hegesztobetegségek kozé tartozik tobbek kozott a
foglalkozasi asztma, amelyet a belélegzett Iirritativ
anyagok valtanak ki, és amely rohamokban jelentkezd
légszomjat, kohogést, sipold 1égzést okozhat. Szintén
gyakori a fémlaz (mas néven fiistldz vagy hegesztési 1az),
amelyet foként cink-oxid belélegzése valt ki, és
influenzaszert tiineteket — 1az, izomfajdalom, hidegrazas —
eredményez. A hegesztési fiist hossz tava belégzése
kronikus 1égiti gyulladasokhoz vezethet, példaul kronikus
bronchitis  kialakulasdhoz, amely tartos kohogéssel,
valadékképzodéssel és 1égszomjjal jar. Emellett a
légutakban lerakddd szilard részecskék okozhatnak
pneumokonidzist, ami egy ipari porok altal kivaltott
tid6betegség, valamint fibrézist, azaz tlidészovet-
hegesedést, ami a légzofelillet csokkenéséhez és a
gazcsere romlasahoz vezet.

3 HEGESZTES MUNKAVEDELME

A hegesztéssel 0sszefliggd biztonsagos munkavégzést
garantald eldirasokat a 143/2004. (XII. 22.) GKM rendelet,
illetve az 5/2020 (I1. 06.) ITM rendelet tartalmazza.

Ezek a szabalyozasok fogalommeghatarozasok mellett
konkrét eldirasokat is megfogalmaznak a munkatér
kialakitasaval szemben, melyeket maradéktalanul be kell
tartani a munkavégzés megkezdéséhez.

A rendeletek kitérnek a megfeleld szelloztetés
kialakitasara, annak elhelyezésére, figyelmet forditva arra,
hogy az ne akadalyozza a véddgaz tutjat. Emellett az
expozicios  hatarértékeket is = meghatarozzak a
koncentraciok fiiggvényében.

A szabalyozasok célja nemcsak a munkabalesetek és az
akut expozicios tiinetek megel6zése, hanem a hossza tava
egészségkarosodasok elkeriilése is. Ezen rendeletek
eléirjdk tovabba, hogy a munkavallalok szamara
rendszeres egészségiigyi vizsgalatokat kell biztositani,
kiilondsen akkor, ha fokozott expozicidnak vannak kitéve.
Ezenkiviil kotelez6 az egyéni védOeszkdzok — példaul
1égzésvédd maszkok — biztositdsa €s azok rendszeres
karbantartasa, illetve a hasznalatuk ellenérzése. A
rendeletek részletesen meghatarozzak, milyen feltételek
mellett kell helyi elszivdo berendezéseket alkalmazni,
milyen légcsere-arany sziikséges adott
munkamiiveletekhez, valamint milyen mérésekkel kell
igazolni a hatarértékek betartasat.

A rendelet eldirja tovabba, hogy a munkaltatonak
biztositania kell a munkatér rendszeres monitorozasat. Ezt
megteheti folyamatosan aktiv szenzorok segitségével,
amely folyamatos adatrogzitést tesz lehetdvé. Az igy
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kapott adatokat a cikkben targyalt
bemeneteként is fel lehet hasznalni [6,7].

fuzzy modell

4 FuzzY LOGIKA A DONTESTAMOGATASBAN

A fuzzy logika célja, hogy matematikailag nehezen
leirhaté vagy szamszertisithetd problémakat kezeljen.
Ennek alapja, hogy nem csupan binaris értékekkel
dolgozik, hanem képes az igen és a nem kozti atmenetet is
abrazolni, igy konnyen fordithato le az emberi nyelv
kifejezéseire.

Ehhez tagsagi fliggvényeket alkalmazunk, amelyek
képesek kategorizdlni a bemeneti értékeket és az
alkalmazott szabalyrendszer alapjan egy dontési javaslatot
adnak kimenetként [8].

A szakirodalom két fajtajat kiilonbozteti meg a
dontéshozatalnak. Az egyik a leird, a masik pedig a
normativ dontéshozatal. Fontos meghatarozni, hogy a
dontéstamogatd rendszeriink pontosan melyiket timogatja
[91.

A leir6 dontéshozatal (descriptive decision making)
célja, hogy egy atfogd képet mutasson a dontéshozod
szamara, amelybdl képes megérteni az dsszefiiggéseket és
feltarni a lehetséges kimeneteket. Nem ad dontési
javaslatot, csupan informacioval szolgal. [9]

A normativ dontéshozatal (normative decision making)
konkrét dontési javaslatot készit. A folyamatokat
matematikai modellekbe {ilteti at, és ez alapjan keresi a
megfelel6 megoldast, ezért szorosan kapcsolodik az
optimalizacioelmélethez.

A fuzzy logika mindkét szemlélethez kapcsolodik és

tamogatja azt. Alapvetden leirdé dontéstimogatasnak
tekinthetd, mivel nem feltételez tokéletes racionalitast, jol
modellezi az emberi gondolkodast, a bizonytalansagot €s
inkabb a nyelvi kifejezéseket tdmogatja a miikddése soran
mint példaul: kevés, kozepes, sok.
A fuzzy logika egyik legnagyobb elonye, hogy képes
kezelni az informaciohianybol vagy szubjektivitasbol
fakad6 bizonytalansagokat is, ezaltal lehet6vé teszi olyan
komplex helyzetek modellezését, amelyekben a
hagyomanyos logikai rendszerek cs6dét mondanak. Nem
klasszikus értelemben vett optimalizaciot végez, azonban
egy realis képet ad, valamint iranymutatast ad a dontés
meghozatalahoz [10].

5 KORNYEZETI TENYEZOK HATASA A VIZSGALT SZEMELY
KITETTSEGERE, A FUZZY MODELL BEMENETEI ES
KIMENETEI

A jelen modell célja a munkavallalo hegeszt6 fiist altali
kitettségének meghatarozasa. Ehhez azonban el6szor
kulcsfontossagi  kijelolni azokat a paramétereket,
koriilményeket, amelyek befolyasoljak ezt a kitettséget. A
szubjektivitds kezelése érdekében megfeleléen kell
particionalni a bemeneti paramétereket, hogy megfeleld

tagsagi fliggvényeket kapjunk. Ebben a fejezetben
bemutatasra keriilnek ezeket a tényezoket, illetve
felosztasukat. Mivel ezek a tényez6k nem merev

hatarokkal elvalaszthatok, hanem fokozatosan valtoznak,
elengedhetetlen a fuzzy logika alkalmazasa, amely
lehetdvé teszi az atmeneti értékek és bizonytalansagok
kezelését. A bemeneti  paraméterek  megfeleld
particionaldsa kulcsfontossagl, hiszen minden tényezot

olyan kategoridkra kell bontani (példaul: alacsony,
kozepes, magas), amelyekhez tagsdgi fiiggvényeket
rendeliink, ezaltal biztositva azt, hogy a nyelvi jellegii
bemenetek — mint példaul a ,,gyenge szelldzés” vagy a
,»hosszil munkavégzés” — is matematikailag értelmezheték
legyenek.

5.1 Szallopor-koncentracio

A hegesztési  flist koncentracidja  alapvetden
befolyasolja a hegesztd kitettségét, mivel a flistben 1évo
finom  részecskék a  tidébe  keriilve  sulyos
egészségkarositd hatast gyakorolnak. Egy atlagos irodai
kornyezetben a szallopor-koncentracié mértéke 4-6 pg/m?3
érték koriil mozog, a hegesztés soran ez az érték
nagysagrendi ugrasokat mutat és akar 1000 pg/m3-t is
elérheti.

A koncentraci6 értéke egzakt modon meghatarozhatd és
folyamatosan mérhetd, igy pontos adat all rendelkezésre a
modell szamara. Azonban a kapott értéket arnyalja a
hegesztési eljaras, az alkalmazott segédanyagok tipusa,
igy ezekre vonatkozéan nem allithato fel minden
koriilmények kozott érvényes szabaly.

Ezért az alabbi tagsagi fliggvények meghatarozhatok (1.
abra):

e Alacsony

e Mérsékelt
e Magas

e  Extrém

1. abra: Koncentracio tagsagi fliggvénye

5.2 Szelloztetés hatékonysaga

A flistelszivas hatékonysaga szintén egy kulcselem a
biztonsdgos munkavégzéshez, mivel elvezeti a karos
anyagokkal dusult flistdt ,megtisztitja azt, valamint friss
leveg6t juttat vissza a munkavégzés helyére. Ennek a
hatékonysaga tobb tényezd miatt is romolhat. Ilyen a
hanyag karbantartds, alultervezett berendezés miatti
teljesitménykorlat vagy a szlirdk telitettsége.

Emiatt a hatékonysagat legjobban az keletkezett fiist és
megtisztitott levegd aranyaval lehet reprezentdlni, igy

harom csoport kiilonithetd el a tagsagi fliggvényekhez (2.
abra):

e Gyenge
e Kozepes
e J6
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2. abra: Szelloztetés hatékonysaganak tagsagi fliggvénye

5.3 Helyiség mérete

A munkateriilet térfogata szorosan Osszefiigg az el6z6
két kategoriaval. Mivel egy kis, zart helyiség sokkal
veszélyesebb munkakdrnyezet lehet, nagyobb elszivasi
kapacitas kell, hogy a leveg6 ne telitddjon karos anyaggal.
Nagy, nyitott terek esetén a koncentracio sokkal lassabban
érné el a hatarértéket.

Vannak olyan hegesztési helyzetek, ahol csak kiilon
ovintézkedés mellett lehet munkat végezni, ilyen példaul a
zart tartaly belsejében végzett munka, mivel itt nehéz
megoldani a megfeleld szellztetést.

Egy hegesztd helység optimalis térfogata sok kisérletet
€s  mérést igényel, ezért inkabb  altalanos
meghatarozasokat adtunk meg (3. abra):

o Kis
e Kozepes
o Nagy

TS T P

3. bra: Helység méretének tagsagi fliggvénye

5.4  Expozicios idé

A hegesztd kitettsége nagy mértékben fligg az
expozicios 1d6étél. Minél hosszabban tartézkodunk a
térben, anndl tobb karos anyagot szivunk be, ezért fontos,
hogy a lehetd legkisebb értéken tartsuk ezt az idét. Ezt
gyakori szilinetek elrendelésével érhetjik el, amikor a
munkavallalé az expozicids téren kiviil tartézkodik.

Ugyanakkor meg kell emliteni, hogy az expozicié nem
csupan a hegesztére vonatkozik. A hegeszt6t elsddleges
expozicié ¢éri, mivel az 6 tevékenységébdl eredd
koncentraciot szivja be, azonban a kornyezetében

dolgozok, illetve a kiszolgadld személyzet is érintett: az
Oket ér6 hatast masodlagos expozicidnak nevezziik.

A tagsagi fuggvényeket ebben az esetben az alabbi
kategoriakban hataroztam meg (4. abra):

e Rovid
e  Kozepes
e Hosszu

TS T P

4. abra: Expozicids id6 tagsagi fiiggvénye

5.5 A hegesztd kitettsége — Kimenet
A modell kimenete a fentebb targyalt koriilmények
alapjan keriil meghatarozasra, amely szintén szubjektiv
értelmezés szerint a kdvetkezd lehet (5. abra):
Alacsony
Meérsékelt
Magas
Extrém

Wt 41 Pt Pl

5. ébra: Kimenet tagsagi fliggvénye

5.6 Szabalyrendszer

A modell mikodését alapvetéen hatarozza meg a
létrehozott szabalyrendszer. A szabalyrendszer
kialakitasanal figyelembe vételre keriiltek azok a
kulcsfontossagu tényezok, amelyek a szakirodalom és
gyakorlati megfigyelések alapjan a legnagyobb hatassal
vannak az expozicid mértékére. Ezek Osszedllitisa sajat
ismereteken és tapasztalatokon alapszik, igy ennek
validalasa tovabbi kutatasokat és szakeértdi
megkereséseket igényel. A szabalyok célja, hogy olyan
dontési logikat hozzanak 1étre, amely képes az adatokbol
levezetheté 0Osszefiiggések alapjan becslést adni a
munkavallal6 kitettségi szintjére.
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Az alkalmazott szabalyrendszer nem fedi le teljes
egészében az Osszes lehetséges kombinacidt, mivel
alapfeltételekkel éltiink gy, mint extrém koncentracio és
hosszu expozicios idd esetén a kitettség szintén extrém. Az
ezek alapjan megalkotott szabalyok az 1. tablazatban
szerepelnek. A jelenlegi szabalybazis egy statikus verzio,
de mar ebben a formaban is képes jol kozeliteni a realis
expozicids szinteket, kiillondsen akkor, ha a bemenetek
precizen meg vannak hatarozva és a tagsagi fliggvények
helyesen tiikrozik az értelmezési tartomanyokat. A
tablazatban szerepld szabalyok tehat nemcsak dontési
utmutatot adnak, hanem atlathatova is teszik a rendszer
milkodését a felhasznald szamara, eldsegitve annak
elfogadottsagat és gyakorlati alkalmazhatosagat.

1. tablazat: Fuzzy modell szabalyrendszere

Koncentricié | Szelliztetés hatékonysdga | Helység mérete | Expoziciés idé | Kitettség
Extrém - - Hosszi Extrém
Magas Gyenge - Hosszi Extrém
Magas Gyenge Kiesi - Extrém

Meérsékelt Gyenge - Hosszi Magas
Magas Gyenge Kozepes - Magas
Magas Kozepes Kozepes Magas

Meérsékelt Gyenge - Hosszi Extrém

Meérsékelt Kozepes - Hosszi Magas

Meérsékelt Gyenge Kiesi - Magas
Magas Gyenge - Raévid Magas

Meérsékelt Kiozepes Meérsékelt

Alacsony Gyenge - Hosszi Mérsékelt

Alacsony Kozepes - Hosszi Meérsékelt

Meérsékelt Jé Nagy Meérsékelt
Magas Ié - Révid Meérsékelt

Alacsony Ié - Raévid Alacsony

Alacsony J6 Nagy Alacsony

Alacsony J6 Kozepes Alacsony

Alacsony Jé Kozepes Meérsékelt

Meérsékelt Jé Nagy Révid Alacsony

Mérsékelt Ié Nagy Raévid Meérsékelt

6 MODELL EREDMENYEK

6.1 Teszteles

A modell tesztelése soran azt vizsgaltuk, hogy a
paraméterekre adott valasz milyen mértékben egyezik az
elozetesen feltételelzett kitettségi szinttel.

Egy konkrét példaban azt elemeztiik, hogy extrém
koncentracié és hosszii expozicid esetén van-e¢ hatisa a
masik két paraméternek. A modell alapjan magas
koncentracioban megfelelden hossza ideig tartézkodva
nem lehet elengedd védelmet biztositani.

Koncentracio: 90
Szelléztetés hatékonysaga: 5
Helyiség mérete: 8
Expozicios id6: 8

1 ] [ ] ] 4
2 | ] [ ] A] ]
3 [ | [ | /l
[ 1 L ] A AN
s | | [ ] i |
s | [l [ | N
7 [ | [ | 1] i
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) £ —
n_—_[] [ ] % ]
12 [ ] ) ~
13 [ 1] || A ) |
W[ 1] | I 1] [ 1] (.
o ) | C ——
16 [ | | ] [ J
17 [ 1 L[] |
w1 [ ] C |
19 ] [ ] ] ] ]
20| 1l | ] pal| C J
21| il | ] A J
o 100 o 10 o 10 a 10 ‘; “w
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6. abra: A teszt értékére adott valasz

A 6. abra alapjan a kitettség értéke 94,1 volt a beallitott
paramétereck mellett, amely a szabalyok alapjan varhato
volt. A szell6ztetés és a helyiség adatok valtoztatasa pedig
ebben az esetben semmilyen hatassal nem volt a kapott
értékre.

6.2 Bemenetek hatasa a kimenetre

A MATLAB segitségével a bemenetek hatasa a
kitettségre konnyen vizualizalhatd. Az 6sszehasonlitasok
soran a koncentracio sulyat vizsgaltuk a tobbi bemenethez
mérten. Ennek eredményeképpen kaptuk a 7. abrat.

7 OSSZEFOGLALAS

A cikkben a hegesztd személy kitettségét vizsgaltuk
egy fuzzy modell elkészitésével. Ennek keretében
kijeloltink négy paramétert, amelyek befolyasolhatjak ezt
a kitettséget, és ezek kockdzatat egyszabalyrendszer
kidolgozasaval hataroztuk meg.

A modell megfeleldségének validalasara eddig kevés
vélemény all rendelkezésre szakértok részérdl, igy ebbdl a
szempontbdl tovabbi kutatasok és interjuk sziikségesek.

A modell jelen esetben alkalmas arra, hogy a kitettség
meghatarozasan  keresztiil  javaslatot  adjon a
dontéshozénak a tovabbi intézkedésekhez. Azonban a
modell validdldsa utan cél azt tovabbfejleszteni, és egy
beavatkozasra képes rendszert felépiteni. Ez képes lenne
valos idoben értékelni a kockazatot €s jelzéseket adni a
hegesztd vagy a hegesztést feliigyeld személy szamara,
extrém esetben pedig akar a folyamat megszakitasara is
alkalmas lehet.
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Hegesz18_Kiellsége

Szelléztetés_hatskonysaga

Hegeszio_Kiettsége

Fegeszio_Kiettsége

. T2
0 0 Koncentracio

Helység_mérete

7. abra: A bemeneti paraméterek hatasa a kimenetre
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